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January 15, 2022 

Suresh Venkatasubramanian 
Assistant Director 
Office of Science and Technology Policy 
Executive Office of the President 
Eisenhower Executive Office Building 
1650 Pennsylvania Avenue 
Washington, District of Columbia 20504 

RE:  ACT | The App Association Response to the Request for Information 

Regarding Public and Private Sector Uses of Biometric Technologies 

I. Introduction and Statement of Interest

ACT | The App Association (App Association) appreciates the opportunity to submit 
input in response to the Office of Science and Technology Policy’s (OSTP) Request for 
Information (RFI) regarding public and private sector uses of biometric information. The 
App Association thanks OSTP for soliciting feedback from a broad range of 
stakeholders on this important issue, as the potential benefits and impacts that flow 
from the use of biometric information are substantial and will require careful deliberation 
to be fully understood.  

The App Association represents thousands of small business software application 
development companies and technology firms in the United States and abroad. These 
companies create technologies that generate internet of things (IoT) use cases across 
consumer and enterprise contexts and are primary drivers of the global digital economy. 
Today, the App Association represents an ecosystem valued at approximately $1.7 
trillion and that is responsible for 5.9 million American jobs. 

Consumers who rely on our members’ products and services expect that our members 
will keep their valuable data safe and secure, particularly their sensitive biometric data. 
The small business developer community the App Association represents practices 
responsible and efficient data usage to solve problems identified across consumer and 
enterprise use cases. Their customers have strong data security and privacy 
expectations, and, as such, ensuring that the company’s business practices reflect 
those expectations by utilizing the most advanced technical protection mechanisms 
(e.g., end-to-end encryption) is a market-driven necessity.  
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The App Association serves as a leading resource in the biometrics and privacy space 
for thought leadership and education for the global small business technology developer 
community.1 We regularly work to keep our members up to speed on the latest policy 
and legal developments and to translate those into practical and useable guidance to 
ease the burden of compliance.2  

II. Responses to the Request for Information  

OSTP’s RFI asks for input regarding two separate, but related, categories of biometric 
technologies: 1) biometric recognition, which includes verification (one-to-one biometric 
matching) and identification (one-to-many queries that match an individual input against 
a larger database); and 2) biometric inference of cognitive and/or emotional states, such 
as mood or attentiveness. Below, we include some findings on the two categories.  

Biometric Recognition   

App Association members currently leverage numerous innovative biometric-assisted 
technologies, including facial verification, in order to provide services consumers need 
and demand in the digital economy. Facial verification involves the comparison of a 
baseline, or “gallery,” image against another image, the “comparison” or “probe” image, 
sometimes provided by the consumer’s own device or by a device managed by the 
entity carrying out the comparison. Facial verification technologies are most often used 
for security purposes, i.e., to verify whether a person really is who they say they are. To 
share one key use case, our members currently use facial verification technologies 
embedded at the platform level, such as Apple’s Face ID, to allow users to log-in to 
apps using a scan of their face from the camera app. An app developer can choose 
integrate Apple’s Face ID as an option for users to select as one of the factors in a two-
factor authentication scheme. For example, users often opt for two-factor authentication 
to improve device security in cases where an application stores sensitive personal 
information, such as bank account information. The mathematical representation of the 
individual’s face (the gallery image) used to validate the comparison image is stored 
within Apple’s Secure Enclave on the device and is not available to the developer, 
Apple, or any other third party.3  

 
1 See e.g., ACT | The App Association, Innovators Network Foundation Announces Inaugural Privacy 
Fellows (September 2019), available at: https://actonline.org/2019/09/23/innovators-network-foundation-
announces-inaugural-privacy-fellows/ 
2 See e.g., What is the California Consumer Privacy Act (January 2020), available at: 
https://actonline.org/wp-content/uploads/What-is-CCPA.pdf; The App Association’s Visual Guide to Facial 
Recognition Use-Cases (June 2020), available at: https://actonline.org/2020/06/18/the-app-associations-
visual-guide-to-facial-recognition-use-cases/;  About-Face: The Year in Facial Recognition and Trends to 
Watch in 2021 (February 2021), available at: https://actonline.org/2021/02/03/about-face-the-year-in-
facial-recognition-and-trends-to-watch-in-2021/  
3 Apple, “About Face ID advanced technology”, September 14, 2021, https://support.apple.com/en-
us/HT208108  
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In recent years, academic and media reports have questioned the ethics and efficacy of 
various facial recognition technologies.4 Often those reports discuss facial identification, 
the sub-set of facial recognition technologies that match an individual against a much 
larger database of images and which have struggled with accuracy rates, bias, and 
questionable deployment strategies.5 Facial verification programs, by contrast, are 
much more limited in scope and typically prove highly-reliable in testing. In its most 
recent Facial Recognition Vendor Test, the National Institute for Standards and 
Technology (NIST) found that the highest performing facial verification algorithms can 
achieve accuracy rates as high as 99.97 percent.6 While those accuracy rates tend to 
drop when the image collection occurs in less controlled environments (for example, 
verification via cameras in a crowded airport terminal), collection for a use case like 
Face ID is typically well-controlled. Notably, many facial identification algorithms also 
perform increasingly well on recent NIST tests, some showing marked improvements 
over just the past few years since the negative reports first surfaced. In its latest 
assessment of facial identification algorithms, NIST concluded that “at least 30 
developers’ algorithms outperformed the most accurate algorithm from late 2013.”7 

As the underlying technology continues to improve, app developers are likely to 
implement a greater variety of facial recognition use-cases. Therefore, it will become 
increasingly important that regulation ensure that appropriate governance and 
accountability structures attach to each use case commensurate with its risk. For 
example, in existing risk frameworks created by academics, targeted use of facial 
verification algorithms on a one-to-one basis typically represents a lower risk 
deployment, whereas real-time deployment of facial identification in public spaces is 
among the highest.8  

 

 

 
4 See e.g., Joy Buolamwini and Timnit Gebru “Gender Shades: Intersectional Accuracy Disparities in 
Commercial Gender Classification”, Proceedings of Machine Learning Research 81:1–15, 2018, 
http://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf; Jacob Snow, “Amazon’s Face 
Recognition Falsely Matched 28 Members of Congress With Mugshots”, ACLU, July 26, 2018,  
https://www.aclu.org/blog/privacy-technology/surveillance-technologies/amazons-face-recognition-falsely-
matched-28  
5 Kashmir Hill, “The Secretive Company That Might End Privacy as We Know It”, New York Times, 
January 18, 2020, https://www.nytimes.com/2020/01/18/technology/clearview-privacy-facial-
recognition.html    
6 NIST Facial Recognition Vendor Test, “N Identification”, December 2021, 
https://pages.nist.gov/frvt/html/frvt1N.html  
7 NIST Facial Recognition Vendor Test, “Part 2: Identification”, November 2021, 
https://pages.nist.gov/frvt/reports/1N/frvt 1N report.pdf  
8 Claire Garvie, Alvaro Bedoya, and Jonathan Frankle, “The Perpetual Lineup: Risk Framework”, 
Georgetown Center Privacy & Technology, October 18, 2016, https://www.perpetuallineup.org/risk-
framework  
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The App Association supports legislation to limit particularly risky uses of facial 
recognition technology and consistently advocates for a federal privacy law that would 
limit how companies can process consumer data without their consent.9  Crafting rules 
that differentiate between targeted, consent-based uses of biometrics versus dragnet 
applications will be an important task for regulators going forward.   

Biometric Inferences of Cognitive or Emotional States  

The collection of biometrics, including inputs that relate to or can infer cognitive or 
emotional states, holds both great promise and risk as one element in broader efforts to 
improve the quality of patient care in the United States. Through our Connected Health 
Initiative (CHI), the App Association seeks to advance responsible pro-digital health 
policies and laws that can harness the great potential of connected healthcare devices 
and tools, some of which may leverage biometric inputs, to unlock a higher standard of 
care for patients while minimizing potential harms.    

One of the most exciting potential benefits of connected health technology is the ability 
of wearable devices that capture biometrics to improve equitable outcomes in 
healthcare. As co-creator of the Health Equity and Access Leadership (HEAL) Coalition, 
a group comprising about 35 organizations spanning the health ecosystem, CHI 
recently released a report highlighting how wearable devices, among other innovations, 
can contribute to reducing the divides in health outcomes across racial lines. As the 
report points out, access to traditional healthcare facilities, often stratified along income 
and racial lines, remains one of the major social determinants of health. The remote 
collection of health data through wearables can help ameliorate some of those 
disparities in access by allowing personalized diagnostics to occur outside of traditional 
healthcare institutions. For example, fitness trackers that collect valuable data, such as 
sleep patterns, activity, and stress levels, can automatically share relevant information 
with clinicians, therapists, or coaches so that they can use granularized data to create 
more personalized care routines without requiring an in-person visit.  

 
9 ACT | The App Association, “Testimony of Morgan Reed, President at ACT | The App Association 
Before the U.S. Senate Committee on Commerce, Science, and Transportation on Protecting Consumer 
Privacy”, September 19, 2021, https://actonline.org/wp-content/uploads/Reed-Testimony.pdf  
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Connected health technologies that make use of biometrics to recommend cognitive or 
behavioral changes show efficacy in a number of different contexts to date. For 
example, a trial of a mobile phone application that creates personalized behavioral 
interventions, including behavioral coaching, to improve for blood glucose control 
resulted in “substantially reduced glycated hemoglobin levels over 1 year.”10 The 
WellDoc mobile diabetes management platform also showed statistically significant 
improvements in A1c, in part due to behavioral recommendations.11 Some studies have 
also shown significant mental health improvements among users of certain mental 
health apps, depending on the level of engagement of the user.12 
 
In light of the COIVD-19 pandemic, many have turned to digital health platforms, tools, 
and services to consult with caregivers in greater numbers as in an effort to avoid the 
risk of exposing themselves or others to the virus. Wearable ownership and use 
increased in 2020, with 43 percent of respondents using wearables in 2020, compared 
to 33 percent in the year prior.13 Additionally, since the beginning of the COVID-19 
pandemic, more than half of all owners and users of wearables reported using them to 
manage a diagnosed health condition.14 Sixty-two percent of physicians reported in a 
recent study that they believe wearable devices would increase the overall quality of 
care for their patients.15  

 
10 Quinn et al., “Cluster-Randomized Trial of a Mobile Phone Personalized Behavioral Intervention for 
Blood Glucose Control”, Diabetes Care,  September 1 2011; 34 (9): 1934–1942, 
https://doi.org/10.2337/dc11-0366   https://diabetesjournals.org/care/article/34/9/1934/38702/Cluster-
Randomized-Trial-of-a-Mobile-Phone  
11 Quinn et al., “WellDoc™ Mobile Diabetes Management Randomized Controlled Trial: Change in 
Clinical and Behavioral Outcomes and Patient and Physician Satisfaction”, Diabetes Technology & 
Therapeutics, Vol. 10, No. 3 May 12, 2018, https://www.liebertpub.com/doi/pdf/10.1089/dia.2008.0283  
12 David Bakker and Nikki Rickard, “Engagement in mobile phone app for self-monitoring of emotional 
wellbeing predicts changes in mental health: MoodPrism”, Journal of Affective Disorders, VoL. 227, p. 
432-42, February 2018, https://www.sciencedirect.com/science/article/abs/pii/S0165032717316786  
13Rock Health, “Digital Health Consumer Adoption Report 2020”, February 26, 2021, 
https://rockhealth.com/insights/digital-health-consumer-adoption-report-2020/  
14 Ibid.  
15 Nersi Nazari, “5 Key Attributes For Medical Wearables Seeking Adoption By Hospitals”, Vital Connect, 
October 20, 2017: https://vitalconnect.com/5-key-attributes-medical-wearables-seeking-adoption-
hospitals/  
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Clearly, usership of technologies that can pull biometrics and infer cognitive or 
emotional states will continue to increase, especially as efficacy improves and the 
benefits become clearer to users. The App Association is keenly aware of the need to 
create appropriate guardrails to keep up with the growth of the industry and to ensure 
that mobile health players that collect sensitive biometric data continue to do so 
responsibly. Aside from advocating federal privacy legislation, as mentioned earlier, the 
App Association continues to lead in advocating for the development of frameworks that 
will responsibly support the development, availability, and use of such AI innovations, 
including by developing Good Machine Learning Practices specifically for AI 
development and risk management of AI.16  
 

III. Conclusion 

The App Association strongly supports risk-based guardrails around the use of biometrics 
that provide consumers and patients with a baseline level of trust and that set a clear set 
of expectations for the businesses that seek to do good through these services. While the 
technology offers incredible potential, we understand the risks of misuse are particularly 
high in this context. 

We thank OSTP in advance for its consideration of our views, and we look forward to 
engaging further in the future. 

 

 
Sincerely, 

 
Brian Scarpelli 

Senior Global Policy Counsel  
 

Matt Schwartz 
Policy Associate  

 
ACT | The App Association 

1401 K St NW (Ste 501) 
Washington, DC 20005 

e:  
 

 
16 CHI’s Good Machine Learning Practices are available at https://bit.ly/3gcar1e.  
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