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DISCLAIMER: Please note that the RFI public responses received and posted do not represent the 

views or opinions of the U.S. Government, the Office of Science and Technology Policy (OSTP), or 

any other Federal agencies or government entities. We bear no responsibility for the accuracy, 

legality, or content of these responses and the external links included in this document. 

Additionally, OSTP requested that submissions be limited to 10 pages or less. For submissions 

that exceeded that length, the posted responses include the components of the response that 

began before the 10-page limit.
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January 15, 2022 
Office of Science and Technology Policy 
Washington, DC 20502  
 
Re: Request for Information on Public and Private Sector Uses of Biometric Technologies 
[Docket Number 2021-21975] 

To Whom it May Concern: 

Accenture is pleased to provide comments in response to the Office of Science and Technology 
Policy (OSTP) on its request for information (RFI) regarding public and private sector uses of 
biometric technologies. 

As a leading global professional services and technology company, Accenture provides a broad 
range of services and solutions in strategy and consulting, technology, interactive, and 
operations, that span all industries.  

Accenture has deep experience helping organizations use biometric technologies safely, securely, 
and effectively to provide enormous benefits. From collaborating with the World Economic 
Forum’s Known Traveller Digital Identity (KTDI) initiative on a biometric-enabled digital 
identity pilot to enhance security and efficiency in cross-border travel1 to delivering a Biometric 
Identity Management System for the United Nations High Commissioner for Refugees to register 
and verify the identities of persons around the world,2 Accenture is at the forefront of not just 
promoting the responsible use of biometrics but actually designing and using biometric 
technologies responsibly and effectively.  

We believe the United States government can and should establish and enforce guardrails that 
promote innovation while preventing harmful use-cases. We look forward to further engaging 
with OSTP on its evaluation of biometric technologies and its broader effort to create a Bill of 
Rights for an Automated Society.  

Sincerely,  

David Treat 
Senior Managing Director – Blockchain and Multiparty Systems Global Lead 
Accenture 
  

 
1 The Known Traveller Digital Identity (KTDI) initiative is available here: https://ktdi.org/ 
2 More information of Accenture’s work with the United Nations High Commissioner for Refugees is available here: 
https://newsroom.accenture.com/industries/systems-integration-technology/united-nations-high-commissioner-
for-refugees-and-accenture-deliver-global-biometric-identity-management-system-to-aid-displaced-persons.htm 
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Introduction  

While biometric techniques have been used for almost one hundred years, in the last twenty 
years we have seen rapid growth in personal, commercial, and governmental use-cases of 
biometric authentication and identification. Today, biometric recognition, or automated 
recognition technology, has been widely adopted and used in the private, public, and 
humanitarian sectors.  

Since 2013, millions of biometric systems have been added to the market, spurred by the release 
of smart phones utilizing biometric technologies like fingerprint and facial recognition to allow 
users to unlock their phones. The proliferation of biometric-enabled smart phones increased 
public awareness and trust in these systems, primarily for the usability and security that they 
bring. Biometric technologies have also been increasingly used to bolster the security of financial 
transactions, automate border clearance, and increase inclusion of undocumented people3, among 
many other examples. 

As biometric technologies have become a common part of people’s daily lives, there has also 
been increased government, media, and public attention to the potential risks of this technology, 
including legitimate concerns about accuracy and potential discriminatory impacts. Some 
jurisdictions have banned biometric systems such as facial recognition, while others have placed 
indefinite moratoria into effect.  

It is critical to recognize that the relative performance of biometric recognition systems is highly 
use-case dependent. Therefore, to maximize the potential of biometric technology, including 
enhanced security and user experiences while mitigating risks, we believe the United States 
needs policies and regulations that are use-case specific that enable various yet disparate 
beneficial uses and criminalize those deemed harmful, rather than outright bans and indefinite 
moratoria.  

As outlined in the Office of Management and Budget’s (OMB) Guidance for the Regulation of 

Artificial Intelligence Applications, policymakers and regulators should collaborate with 
stakeholders, including designers, developers, and deployers to develop voluntary standards, 
guidelines, and best practices for private sector testing and certification of biometric 
technologies. 

As the OMB memo outlines, in some cases, after conducting a regulatory impact analysis, 
proposed regulations should be considered when there is a demonstrated public need. In these 
cases, regulators should explore risk and impact-based regulatory approaches that account for 
privacy, security, and interoperability, while ensuring that any regulation of biometric 
technology is consistent with other regulations of AI-enabled systems. 

 

 
3 More information on uses biometric technology to increase inclusion of undocumented people is available here: 
https://www.unhcr.org/en-us/protection/basic/550c304c9/biometric-identity-management-system.html 
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We appreciate the opportunity to share our views with OSTP. We have organized our comments 
below into four sections: terminology, responsible use and regulation, testing and certification, 
and a conclusion.  

Terminology 

Regulators, Congress, and other stakeholders need a consistent way of communicating what 
biometric systems are and how they work in their many and varied applications. They should 
also understand what technologies, like inference of cognitive and/or emotion state, are not 
generally categorized as biometric technologies. To that end, Accenture suggests the following 
amendments to OSTP’s biometrics terminology as expressed in the RFI:   

• Biometric Information: Accenture agrees with OSTP’s use of “biometric information” to 
refer to any measurements or derived data of an individual’s physical or behavioral 
characteristics.  

• Biometric Technology: Accenture believes that OSTP’s definition of “biometric 
technology” as a “system that uses biometric information for recognition or inference” is 
too broad because it includes multiple industries that must be regulated separately.  

• Biometric Recognition: The International Organization for Standardization (ISO) defines 
Biometric Recognition as the “automated recognition of individuals based on their 
biological and behavioral characteristics4.” Further, Biometric Recognition relies on the 
commonly accepted characteristics of biometric factors as outlined by the National 
Academy of Sciences: universality, uniqueness, permanence, collectability, performance, 
acceptability, and circumvention5. 

• Inference of cognitive and/or emotional state: This should not be categorized as 
“biometric technology” because cognitive or emotional state is charactered by none of the 
commonly accepted National Academy of Sciences characteristics of biometric factors 
outlined above. Despite relying on an individual’s physical and behavior characteristics, 
inference of cognitive and/or emotional state is typically classified as Emotion Detection 
or Sentiment Analysis and is in the domain of text, audio, and video analytics 
technology(ies), not biometric technology.   

Responsible Use and Regulation of Biometrics  

Accenture is committed to ethics, human rights, and strong corporate governance. These 
principles are a key driver of our business strategy and a foundation for technological innovation 
in areas including biometrics.  

For both corporate governance and government regulation, responsible use of biometrics should 
begin with the understanding that all biometric systems have Type I (false non-match) and Type 
II (false match) errors; that is, they are probabilistic not deterministic.  

 
4 ISO’s biometrics definition is available here: https://www.iso.org/standard/66693.html 
5 The National Academy of Sciences’ characteristic of biometric factors is available here: 
https://www.nap.edu/catalog/12720/biometric-recognition-challenges-and-opportunities 
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Additionally, the many and varied use-cases for the application of biometric technologies have 
differing error rates. For example, covert, uncooperative, unconstrained surveillance applications 
of biometric technologies (e.g., surveillance) often yield much higher error rates than overt, 
cooperative, constrained, opt-in applications (e.g., Automated Border Clearance). Responsible 
use is highly dependent on the specified use-case. Each target use-case must consider factors 
such as inclusion, exclusion, and differential treatment.  

Accenture has outlined five Responsible Biometrics Principles that serve as our global ethical 
position on the use of biometric technologies: 

 

In response to increased scrutiny on biometric systems, some jurisdictions have banned the 
technology outright and others have put moratoria in effect with no clear path to effective 
regulation. It is difficult to understand the practical benefits of outright bans that do not 
delineate factors such as: 

• Is the system overt or covert? 
• Is the system performing authentication or identification? 
• Does the system require informed consent of the data subject? 
• Under which privacy regulations does the system operate? 
• Under which performance requirements does the system operate? 
• To which security requirements does the system conform? 

Instead of bans and moratoria that stop all innovation in its tracks, regulators should create 
policies and regulations that drive responsible innovation and use of biometrics that helps to 
keep communities secure from fraudsters and those empowered by a lack of reliable 
authentication. This might require system owners to document answers to the above 
questions according to specific intended use-cases. If a biometric solution is insufficiently 

Accenture's Responsible Biometrics Principles are our global 
ethical position on the use of biometrics technologies 

Ensuring 
Ethical Use 
of Biometrics 

Assessing 
Benefits& 
Consequences 

Respecting the ®o" 
Individual & 000 
Accountability = 
Improving 
Accuracy& 
Demographic 
Equality 

Protecting 
Biometric 
Data 

At Accenture, we live our core values every day by innovating responsibly and acting with integrity. which is 
especially Important when engaging In biometrics-related work. Accenture uses and advocates for robust 
governance to assess ethical considerations and to ensure compliance with all laws and regulations. Accenture 
supports and participates in developing ethically-driven industry standards and biometrics legislation. 

Accenture promotes biometrics solutions that have a clearly specified and justified use that balance benefits and 
any negative impacts for individuals and wider society. Accenture will not engage in biometrics projects that 
involve covert collection and processing of biometric data, apart from targeted use to aid law enforcement officials 
in legitimate investigations that don't conflict with our commitment to democratic freedoms and human rights. 

Accenture requires clear and open communication to individuals before biometric data collection on how and 
why their data will be collected and used. and any benefits and potential negative Impacts. Wherever possible, 
individuals should be able to refuse, or choose a reasonable alternative to, biometrics collection and should have 
access to a transparent challenge and restitution process. 

Accenture promotes the use of national and international standards for biometrics systems for securit y. data 
interchange. quality and testing where possible. Continuous and auditable standards-based performance testing 
should be used to drive high levels of demonstrable accuracy and to minimise the risk of demographic differentials 
(e.g. systemic bias i.e. ethnicity, sex. and age). and social exclusion. 

Accenture advocates privacy and security by design (incl. data minimisation and proportionality) for all 
biometrics work, ensuring the secure collection, storage and processing of biometric information to minimise the 
risk of breaches and misuse of data. Privacy protections should be assured. including individuals' rights to access, 
correct and delete data. 
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accurate for the intended use-case or its performance is impacted by demographic 
differentials, specific performance requirements and regulations that require certification to 
specified conformance criteria for its intended use-cases are a better option than outright bans 
and moratoria. Some examples of potential regulations include: 

• Requiring documentation of the system, its failure states, and its intended use-case; 
• Requiring that implementors of biometric systems evaluate use-case specific 

performance using operational data, from the operational environment on a 
continuing basis; 

• Requiring that implementors of biometric systems publish their performance metrics 
for the specified use-case(s); 

• Requiring that biometric systems operate with the allowable limits of demographic 
differentials for the specified use-case(s); 

• Requiring that there be a manual alternative to the biometric system for the intended 
use-case(s); 

• Requiring defined mechanisms and governance for recourse and redress; 
• Requiring that automated decisions can be human adjudicated for the intended use-

case(s);  
• Requiring that automated decisions are human adjudicated or reviewable for any use-

case where the results are not in favor of the individual; and 
• Requiring an analysis that illustrates how human rights may be upheld or enhanced 

with the introduction of the solution in its intended implementation and how human 
rights may be diminished if the solution or the use-case is intentionally altered. 

We expect regulators to define the responsible use of biometrics to include traditional privacy 
protections around Personally Identifiable Information (PII) – where policy such as the European 
Union’s General Data Protection Regulation (GDPR) defines both the guidance for protection 
and the penalties for failures, while recognizing that biometric information is sensitive personal 
data because it is not private, linkable, and non-changeable. The sharing, retaining, and 
protecting of personal data, including biometric information, are all fundamental privacy 
provisions, as are portability, accuracy, redress, and breach alerts that should have corresponding 
regulation. To this end, as stated by our CEO, it is imperative that the U.S. establish a national 
privacy law and we would welcome an opportunity to discuss this with OSTP.  

Additionally, OSTP should align its biometrics work and broader efforts to develop a Bill of 
Rights for an Automated Society with other government initiatives, including the National 
Institute of Standards and Technology’s (NIST) upcoming AI Risk Management Framework and 
their on-going AI User Trust Project, and OMB’s Guidance for the Regulation of Artificial 

Intelligence Applications. It would also be beneficial to have the work feed into the National AI 
Advisory Committee so that stakeholders have a single place to discuss and make 
recommendations for policymaking. 

Testing and Certification 

https://www.youtube.com/watch?v=srH5r-O-_H4
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Regulators should work with relevant stakeholders, including developers, designers, and 
deployers of biometric systems to define certain use-cases that should be subject to a process 
similar to the FDA’s 12-step approval process for drugs to be considered safe and effective. 
Before any drug can be released to the market for a specific, on-label use, it must go through a 
process that includes rigorous testing, with independent review, to demonstrate safety and 
efficacy, as well as post-approval monitoring. There are currently no such certifications to 
consider biometric technologies, as implemented, are “safe and effective.” We recommend that 
OSTP refer to OMB’s Guidance for the Regulation of Artificial Intelligence Applications when 
considering the overall approach to regulation as well as testing and certification best practices 
for biometric technologies. 

NIST performs many in-depth evaluations of various biometric technologies using their data in 
their laboratory environment, which is informative but ultimately limited. NIST asserts that “…it 
is incumbent upon the system owner to know their algorithm…” and to “…measure accuracy of 
the operational algorithm on the operational image data…”6 While NIST’s work is certainly 
helpful, it is not sufficient to ensure responsible and safe use of biometrics.  

For certain use-cases, regulators should consider mandating that biometric system owners define 
the intended use-case(s), seek approval for each based on transparent, reviewed, publicly 
available data, and continuously monitor effectiveness. 

Conclusion 

Congress and regulators should continue to seek to understand how biometric systems work in 
their many varied applications and regulate accordingly as they have in the past with health 
information, food safety, and other important topics. This RFI is an important step toward 
effective biometric governance and should constitute a key part of OSTP’s work toward 
developing a Bill of Rights for an Automated Society. A cohesive approach that brings together 
OSTP’s AI Bill of Rights, OMB’s regulatory guidance, NIST’s ongoing activity, and the 
Department of Commerce’s National AI Advisory Committee would benefit all stakeholders in 
supporting and advancing America’s leadership and protection of Americans’ values.   

In conclusion, Accenture believes that biometric techniques, if properly regulated and 
responsibly deployed can continue to facilitate and secure our lives, while preserving our privacy 
and human dignity – for the next twenty years and beyond.  

 

 
6 More information on NIST’s evaluations of biometric technologies can be found here:  
https://nvlpubs.nist.gov/nistpubs/ir/2020/NIST.IR.8311.pdf 


