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DISCLAIMER: Please note that the RFI public responses received and posted do not represent the 

views or opinions of the U.S. Government, the Office of Science and Technology Policy (OSTP), or 

any other Federal agencies or government entities. We bear no responsibility for the accuracy, 

legality, or content of these responses and the external links included in this document. 

Additionally, OSTP requested that submissions be limited to 10 pages or less. For submissions 

that exceeded that length, the posted responses include the components of the response that 

began before the 10-page limit.

https://www.federalregister.gov/documents/2021/10/08/2021-21975/notice-of-request-for-information-rfi-on-public-and-private-sector-uses-of-biometric-technologies
https://www.federalregister.gov/documents/2021/10/08/2021-21975/notice-of-request-for-information-rfi-on-public-and-private-sector-uses-of-biometric-technologies
https://www.federalregister.gov/documents/2021/10/08/2021-21975/notice-of-request-for-information-rfi-on-public-and-private-sector-uses-of-biometric-technologies


FEEDBACK TOPICS (Please see input for topics 3, 4, and 6): 

1. Descriptions of use of biometric information for recognition and inference 
2. Procedures for and results of data-driven and scientific validation of biometric technologies 
3. Security considerations associated with a particular biometric technology.  
4. Exhibited and potential harms of a particular biometric technology  
5. Exhibited and potential benefits of a particular biometric technology 
6. Governance programs, practices or procedures applicable to the context, scope, and data use of 

a specific use case.  

 

  



Descriptions of use of biometric information for recognition and 
inference: 
Information about planned, developed, or deployed uses of biometric information, including where 
possible any relevant dimensions of the context in which the information is being used or may be used, 
any stated goals of use, the nature and source of the data used, the deployment status (e.g., past, 
current, or planned deployment) and, if applicable, the impacted communities. 

 

 

 

 

 

  



Procedures for and results of data-driven and scientific validation of 
biometric technologies:  
Information about planned or in-use validation procedures and resulting validation outcomes for 
biometric technologies designed to ensure that the system outcomes are scientifically valid, including 
specific measures of validity and accuracy, resulting error rates, and descriptions of the specific 
measurement setup and data used for validation. Information on user experience research, impact 
assessment, or other evaluation of the efficacy of biometric technologies when deployed in a specific 
societal context is also welcome. 

 

 

 

 

 

  



Security considerations associated with a particular biometric 
technology.  
Information about validation of the security of a biometric technology, or known vulnerabilities (such as 
spoofing or access breaches). Information on exhibited or potential leaks of personally identifying 
information via the exploitation of the biometric technology, its vulnerabilities, or changes to the 
context in which it is used. Information on security safeguards that have been proven to be efficacious 
for stakeholders including industry, researchers, end users, and impacted communities. 

• Voice Recognition – Voice recognition technology, also known as speaker recognition, exists to 
enable a machine to recognize and differentiate different humans, based upon the pattern of 
speech. Data points used to differentiate speakers can include cadence, tone of voice, 
inflection, as well as word selection, amongst many other attributes; different models will use 
different data points. This technology has been the victim of a security breach in banking – a 
non-identical twin was able to mimick the voice of his brother, the account holder, to 
successfully access banking details. https://www.bbc.co.uk/news/technology-39965545  

• Facial Recognition – Facial recognition technology allows a machine to differentiate between 
one face and another. This technology can identify humans in either static imagery, or moving 
video. The technology is flawed when used in isolation, as “deepfakes” and filters, are able to 
replace one human face with another. Mitigations should be applied, including attempting to 
ensure video is live (asking actions or phrases to be described), using infrared to confirm the 
muscle movement behind the face, or in combination with other authentication methods. 

• Fingerprint Recognition – Fingerprint recognition is a relatively understood technology. Flaws 
in the use of fingerprinting relate to the securing and disclosure of fingerprint copies that have 
been stored. Once a fingerprint copy is stolen, this cannot be retrieved – and individuals are at 
risk of having their fingerprint data re-used or copied (for example, using 3d printed overlays) 
for the rest of their life. Mitigations include storing one-way encrypted copies of fingerprints 
only, making it possible to distinguish humans, whilst making it impossible to recreate and 
copy the original fingerprint. 

• What is perhaps slightly more palatable when it comes to trust and preventing the undesired 
dissemination of personal biometric information is instead the storage and usage of a ‘hash’ 
of the original biometric information, rather than the original biometric information itself. For 
example, where the storage of fingerprints is not feasible or undesired, a one way ‘hash’ of an 
individual’s fingerprints are often stored and used instead for a particular scenario such as 
door entry. As the hash method could be propriety to the implementation, it has the benefit 
of being both secure and any potential data leak could not include the original biometric 
information. 

 

 

  

https://www.bbc.co.uk/news/technology-39965545


Exhibited and potential harms of a particular biometric technology:  
 

We expect your office to get substantial feedback on the underlying inaccuracies and biases 
(especially for non-male people of color) that have been demonstrated in countless and various 
biometric surveillance systems. For example:  Biometrics ethics: why facial recognition still has racial 
bias (raconteur.net). 

Rather than pile on more examples of inaccuracies and biases, we would like to call your office’s 
attention to two other board categories of ethical concern than should be given care review and 
scrutiny for all new policy and process decisions: 

• Racial Bias and Colonialism in the basic concepts and processes of automated surveillance: 
o Artificial Intelligence from Colonial India: Race, Statistics, and Facial Recognition in the 

Global South 
o How the rise of ‘digital colonialism’ in the age of AI threatens Africa’s prosperity 
o The problems AI has today go back centuries 
o Research summary: Algorithmic Colonization of Africa 

• Harmful mental/emotional impacts of surveillance: 
o What Constant Surveillance Does to Your Brain 
o New surveillance AI can tell schools where students are and where they’ve been 
o Remote testing monitored by AI is failing the students forced to undergo it 
o Chinese Surveillance Is Literally Getting in Workers’ Heads 

 

 

 

 

 

  

https://www.raconteur.net/technology/biometrics-ethics-bias/
https://www.raconteur.net/technology/biometrics-ethics-bias/
https://journals.sagepub.com/doi/abs/10.1177/01622439211060839?journalCode=sthd
https://journals.sagepub.com/doi/abs/10.1177/01622439211060839?journalCode=sthd
https://www.siliconrepublic.com/machines/abeba-birhane-ucd-digital-colonialism
https://www.technologyreview.com/2020/07/31/1005824/decolonial-ai-for-everyone/
https://montrealethics.ai/research-summary-algorithmic-colonization-of-africa/
https://www.vice.com/en/article/pa5d9g/what-constant-surveillance-does-to-your-brain
https://www.vox.com/recode/2020/1/25/21080749/surveillance-school-artificial-intelligence-facial-recognition
https://www.nbcnews.com/think/opinion/remote-testing-monitored-ai-failing-students-forced-undergo-it-ncna1246769
https://futurism.com/china-emotional-surveillance


Exhibited and potential benefits of a particular biometric technology:  
Consider benefits including, but not limited to: Benefits arising from use in a specific domain (absolute 
benefit); benefits arising from using a specific modality of biometric technology (or combination thereof) 
compared to other modalities in a specific domain (relative benefit); and/or benefits arising from cost, 
consistency, and reliability improvements. Information on evidence of benefit (in the case of an 
exhibited benefit) or projections, research or relevant historical evidence (in the case of potential 
benefit) is also welcome.  

 

 

 

 

 

 

  



Governance programs, practices or procedures applicable to the 
context, scope, and data use of a specific use case.  
 

Point a) Stakeholder engagement practices for systems design, procurement, ethical deliberations, 
approval of use, human or civil rights frameworks, assessments, or strategies, to mitigate the potential 
harm or risk of biometric technologies 

Regarding assessment and mitigation of harm, we have developed a comprehensive Digital Ethics 
Assessment Framework, which guides practitioners through an evaluation of 50 ethical considerations 
for any product, project, or system. For each category or ethical consideration, we consider both 
direct and indirect impacts, the relevance of those impact to the particular project, and the current 
and desired state to which that consideration is addressed. Addressing the ethical concern may 
include mitigation of risk as well as elevation of potentially positive impacts. So for example, a 
development team might address accessibility by reducing gaps in compliance with accessibility 
standards (reducing harm) and they might go further by introducing assistive technologies or 
processes so individuals with impairments can more actively engage (elevating positive outcomes). 

The complete list of ethical considerations in our framework is as follows: 

1. Individual impacts: Accessibility, inclusivity, data collection, data 
control, data use, finances and opportunity, mental health and 
wellbeing, physical health and safety, personal time and attention, 
free speech, personal agency, child protection, personal legal status 

2. Societal impacts: Impact on Politics, labor force, economy, education, 
health care, law enforcement, criminal justice, social services, access 
to information, military, international/global affairs 

3. Environmental impacts: Energy use, material use, waste, 
obsolescence, pollution/operational impact, impact on 
animals/biodiversity 

4. Programmatic controls: Organizational ethics, suitability, values 
alignment, ethical testing, traceability, diversity of contribution, 
compensation for contribution, access control, security, reliability, 
explainability, transparency, operational oversight, strategic oversight, 
independent oversight, stakeholder monitoring, stakeholder feedback, 
stakeholder recourse, human intervention, accountability 

 

Point e) Performance auditing and post deployment impact assessment:  

We recommend, as explained in our framework, that performance auditing and post-deployment 
impact assessment be augmented with stakeholder impact monitoring, stakeholder feedback, and 
stakeholder recourse. Ongoing monitoring should have components of operational, strategic, and 
independent oversight. 

Additional considerations 



In addition to the considerations above, it is important for the sake of inclusivity to provide one or 
more alternatives to biometric use cases for both physical, national, religious, and other differences. 
For example, those that are deaf-without-speech require non audio / vocal alternatives to vocal 
recognition. Also those that choose to adorn their appearance for religious reasons (such as a niqab or 
burka) should not necessarily be made to comply with facial recognition if it is against their faith. 
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