
Federal Register Notice 86 FR 56300, https://www.federalregister.gov/documents/2021/10/08/2021-
21975/notice-of-request-for-information-rfi-on-public-and-private-sector-uses-of-biometric-
technologies, January 15, 2022. 
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DR. JOY BUOLAMWINI

Cambridge, MA

26 January 2022

Office of Science and Technology Policy
Executive Office of the President of the United States
Eisenhower Executive Office Building
1650 Pennsylvania Ave.
Washington, DC 20504

Re: Request for Information (RFI) on Public and Private Sector Uses of Biometric
Technologies, FR Doc. 2021–21975

Addressing Topics 2, 4, and 6(h)

In response to the Office of Science and Technology Policy’s Notice of Request for
Information on Public and Private Sector Uses of Biometric Technologies, I, Dr. Joy
Buolamwini, submit this comment to call attention to the increased adoption of
biased and discriminatory biometric technologies without sufficient study and
scrutiny, including for functions within the federal government which impact the
lives of every American. The absence of effective public consideration prior to the
adoption of such technologies has profound and disparate impacts. And as
illustrated most recently by the behavior of a leading government contractor in the
facial recognition industry, the present state of affairs allows companies to make1

broad and unchecked claims to address concerns of bias, while in fact dismissing
and distorting the science that informs these concerns.

In my scholarship, I have produced several peer-reviewed MIT studies
demonstrating how commercial facial analysis systems exhibit, gender and skin
type bias. A landmark government report in the field, has shown bias in facial2 3

recognition algorithms based on age, race, and gender.

3 See generally Patrick J. Grother, Mei L. Ngan, and Kayee K. Hanaoka, Face Recognition Vendor
Test Part 3: Demographic Effects, NIST Interagency/Internal Report 8280 (Dec. 19, 2019),
https://www.nist.gov/publications/face-recognition-vendor-test-part-3-demographic-effects.

2 Joy Buolamwini & Timnit Gebru, Gender Shades: Intersectional Accuracy Disparities in
Commercial Gender Classification, 81 PROCEEDINGS OF MACHINE LEARNING RESEARCH 77 (2018);
http://gendershades.org.  Joy Buolamwini & Inioluwa Deborah Raji, Actionable Auditing:
Investigating the Impact of Publicly Naming Biasing Performance Results of Commercial AI
Products, 2019 PROCEEDINGS OF THE AAAI/ACM CONFERENCE ON AI, ETHICS, AND SOCIETY 429.
https://dl.acm.org/doi/10.1145/3306618.3314244.

1 Tonya Riley, ID.me CEO Backtracks on Claims Company Doesn’t Use Powerful Facial Recognition
Tech, CYBERSCOOP (Jan. 26, 2022),
https://www.cyberscoop.com/id-me-ceo-backtracks-on-claims-company-doesnt-use-powerful-facial-rec
ognition-tech/.

https://www.nist.gov/publications/face-recognition-vendor-test-part-3-demographic-effects
http://gendershades.org
https://dl.acm.org/doi/10.1145/3306618.3314244
https://www.cyberscoop.com/id-me-ceo-backtracks-on-claims-company-doesnt-use-powerful-facial-recognition-tech/
https://www.cyberscoop.com/id-me-ceo-backtracks-on-claims-company-doesnt-use-powerful-facial-recognition-tech/
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This Office has requested comments on the “exhibited and potential harms” of
biometric technologies, and in particular “[h]arms due to questions about validity of
the science used in the system” and “harms due to disparities in effectiveness of the
system for different demographic groups.” As noted in the literature cited above,4

there is a clear propensity for these biased AI systems failing disproportionately
burdening women and BIPOC persons. The real-world impact on marginalized
communities will likely get worse because of the unchecked proliferation of facial
recognition technologies generally. These technologies are being deployed at an
unprecedented rate across state and federal agencies. They are imposed on the
public without sufficient public scrutiny, debate, or oversight, causing harm to the
populous generally.

For example, a growing number of state and federal bodies have contracted with the
company ID.me to verify the identity of persons seeking government benefits or
services. ID.me primarily does this through facial recognition technology, but very
little is publicly known about how this company’s algorithms behave, or whether it
suffers from the same bias as the other vendors analyzed in the literature above.
And far from being transparent, ID.me has chosen instead to publish a whitepaper5

that reveals little to the government or the public about the technology it employs.
To show the shortcomings of this paper, I have attached an annotated version of this
report to this comment, where I note numerous places where the report obfuscates
technical terminology, misleads readers around the nature of these concerns, and
summarily dismisses “university studies,” including peer-reviewed research I
conducted while at MIT, ostensibly in order to assure the public that it takes claims
of bias seriously.6

The primary claim in the paper was that many of the concerns proven out by the
literature only apply to what the paper calls “one to many” (“1:many”) facial
recognition technologies, and their technology is a “one to one” (“1:1”) technology.
This a mischaracterization of the literature. As the National Institute of Standards
and Technology said in a 2019 study of this issue, “[f]or one-to-one matching, the
team saw higher rates of false positives for Asian and African American faces
relative to images of Caucasians. The differentials often ranged from a factor of 10
to 100 times, depending on the individual algorithm. False positives might present
a security concern to the system owner, as they may allow access to impostors.”7

7 NIST Study Evaluates Effects of Race, Age, Sex on Face Recognition Software, NIST (Dec. 19, 2019),
https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-race-age-sex-face-recogni
tion-software.

6 See Exhibit A, attached.

5 ID.ME, PROMOTING ACCESS, EQUITY, AND INCLUSION WITH AI AND DIGITAL IDENTITY (2022),
https://insights.id.me/wp-content/uploads/2022/01/IDme-Anti-Bias-Whitepaper.pdf.

4 Off. of Sci. & Tech. Pol’y, Notice of Request for Information on Public and Private Sector Uses of
Biometric Technologies, 86 FED. REG. 56300, 56301 (Oct. 8, 2021).
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https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-race-age-sex-face-recognition-software
https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-race-age-sex-face-recognition-software
https://insights.id.me/wp-content/uploads/2022/01/IDme-Anti-Bias-Whitepaper.pdf


RFI on Public and Private Sector Uses of Biometric Technologies
FR Doc. 2021–21975
Comment of Dr. Joy Buolamwini

And even under this strained dichotomy, ID.me now admits that it uses 1:many
matching as a part of its service.8

And yet despite this lack of serious engagement with leading technical literature on
bias in a range of facial recognition technologies, the IRS has announced that it will
require use of ID.me for all access to online accounts. This places all Americans at
the mercy of unverified and under-scrutinized algorithms, from a field whose
algorithms are already known to have biased properties. The Office of Science and
Technology Policy should advise against the adoption of these harmful and biased
technologies and call for the dedication of more resources to develop standards for
ensuring adequate transparency, public scrutiny, and oversight before procurement
of facial recognition and other biometric technologies.

I thank this Office for its consideration of this comment, and I welcome any further
discussion on these matters. If you have questions, please do not hesitate to contact
me at .

Sincerely,
Dr. Joy Buolamwini

Ph.D. Media Arts and Sciences, Massachusetts Institute of Technology (2022)
MS. Media Arts and Sciences, Massachusetts Institute of Technology (2017)
MSc. Learning and Technology, University of Oxford, Distinction (2014)
B.S. Computer Science, Georgia Institute of Technology, Highest Honors (2012)

Dr. Joy Buolamwini is a computer scientist and poet of code who uses art and
research to illuminate the social implications of artificial intelligence. She founded
the Algorithmic Justice League in 2016 to create a world with more equitable and
accountable technology. Her TED Featured Talk on algorithmic bias has over 1.4
million views. Her MIT thesis methodology uncovered large skin type and gender
bias in AI services from companies like Microsoft, IBM, and Amazon. In 2020, these
companies stepped back from selling facial recognition technology to law
enforcement. In addition to advising elected officials during US congressional
hearings, she serves on the Global Tech Panel to advise world leaders and
executives on reducing AI harms. She is the spokesperson for Olay’s
#DecodeTheBias campaign appearing in September Vogue and on Good Morning
America to raise awareness about the need for algorithmic justice.

8 Riley, supra note 1.
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https://www.ajl.org/
https://ted.com/talks/joy_buolamwini_how_i_m_fighting_bias_in_algorithms
http://www.gendershades.org/
https://www.nytimes.com/2018/02/09/technology/facial-recognition-race-artificial-intelligence.html
https://www.nytimes.com/2019/01/24/technology/amazon-facial-technology-study.html
https://oversight.house.gov/legislation/hearings/facial-recognition-technology-part-1-its-impact-on-our-civil-rights-and
https://eeas.europa.eu/headquarters/headquarters-homepage/50886/about-global-tech-panel_en
http://olay.com/decodethebias
http://olay.com/decodethebias
https://www.goodmorningamerica.com/living/video/woman-takes-coded-bias-encourages-women-color-pursue-80054907
https://www.goodmorningamerica.com/living/video/woman-takes-coded-bias-encourages-women-color-pursue-80054907
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Dr. Buolamwini’s journey is depicted in the critically-acclaimed documentary Coded
Bias, which sheds light on threats AI poses to civil rights and democracy. She has
written op-eds on the impact of AI for publications like TIME Magazine and New
York Times. Her spoken word visual audit "AI, Ain't I A Woman?" which shows AI
failures on the faces of iconic women like Serena Williams, Oprah Winfrey, and
Michelle Obama, has been part of exhibitions ranging from Ars Electronica to The
Cooper Gallery at Harvard Square. A Rhodes Scholar and Fulbright Fellow, Dr.
Buolamwini has been named to notable lists including Forbes’ 30 under 30, Ebony
100 Powerlist, Bloomberg50, Time Next 100, Fortune Magazine named her "the
conscience of the AI revolution." She is the first Black researcher to grace the cover
of Fast Company, appearing in the 2020 “Most Creative People” issue. She holds
graduate degrees from Oxford University and MIT; and a bachelor's degree from the
Georgia Institute of Technology. A former pole vaulter, she still holds sentimental
Olympic aspirations.
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https://www.netflix.com/watch/81328723
https://www.netflix.com/watch/81328723
http://0.0.80.78/artificial-intelligence-racial-gender-bias/
https://www.nytimes.com/2018/06/21/opinion/facial-analysis-technology-bias.html
https://www.nytimes.com/2018/06/21/opinion/facial-analysis-technology-bias.html
https://www.forbes.com/sites/igorbosilkovski/2018/11/13/30-under-30-in-enterprise-tech-drone-school-ai-accountability-and-buying-cars-from-home/%233b13dccd55c9
https://www.bloomberg.com/features/2018-bloomberg-50/%23the-ai-investigators
https://time.com/collection/time-100-next-2019/5718893/joy-buolamwini/
http://fortune.com/worlds-greatest-leaders/joy-buolamwini-34/
http://fortune.com/worlds-greatest-leaders/joy-buolamwini-34/
https://www.fastcompany.com/90525023/most-creative-people-2020-joy-buolamwini
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Poet of Code
We must make sure that the federal government does not adopt vendors who omit important and relevant findings concerning the technologies they sell or the harms they risk. ID.me’s failure to cite the research they critique prevents others from drawing their own conclusions about the technical precision of that research which undermines the company’s trustworthiness. More importantly, ID.me uses the experiences of people with disabilities to justify the adoption of biometric technologies, which masks the harms that such technologies pose to marginalized communities.

Poet of Code
Exhibit A



www.ID.me Copyright © 2022 ID.me, Inc.

Promoting Access,  
Equity, and Inclusion  
With AI and Digital Identity

2

Executive Summary
As the COVID-19 pandemic accelerated the transition to digital and the rapid at-scale 

adoption of evolving technologies, questions emerged about equitable access to 

JRYHUQPHQW�EHQHȴWV�DQG�VHUYLFHV��7ZR�VXFK�WHFKQRORJLHV�XQGHU�VFUXWLQ\�DUH�IDFLDO�

UHFRJQLWLRQ�DQG�IDFH�PDWFK�IRU�UHPRWH�LGHQWLW\�YHULȴFDWLRQ���

The Difference Between Facial Recognition and Face Match

)DFLDO�UHFRJQLWLRQ�LV�D�SUHFLVH�WHFKQLFDO�WHUP�XVHG�E\�RUJDQL]DWLRQV�VXFK�DV�WKH�1DWLRQDO�

ΖQVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\��1Ζ67���7KHUH�DUH�WZR�GLVWLQFW�W\SHV�RI�IDFLDO�

UHFRJQLWLRQ����PDQ\�DQG������DQG�WKH\�DUH�IUHTXHQWO\�FRQȵDWHG��0HGLD�UHSRUWV�DQG�

HYHQ�XQLYHUVLW\�VWXGLHV�RIWHQ�IDLO�WR�GLVWLQJXLVK�EHWZHHQ�WKHP�FRUUHFWO\��)RU�HDVH�RI�

XQGHUVWDQGLQJ�LQ�WKLV�SDSHU��ZH�ZLOO�UHIHU�WR�WKHP�DV���PDQ\�IDFLDO�UHFRJQLWLRQ�DQG�����

IDFH�PDWFK��6LPSO\�SXW������IDFH�PDWFK�LV�HTXLYDOHQW�WR�DQ�DLUSRUW�DJHQW�FRPSDULQJ�\RXU�

IDFH�WR�WKH�SKRWR�RQ�\RXU�JRYHUQPHQW�Ζ'�FDUG����PDQ\�IDFLDO�UHFRJQLWLRQ�LV�HTXLYDOHQW�WR�

JLYLQJ�\RXU�SLFWXUH�WR�WKH�VDPH�DJHQW��SXWWLQJ�KLP�RQ�VWDJH�DW�D�URFN�FRQFHUW��DQG�DVNLQJ�

KLP�WR�SLFN�\RXU�IDFH�RXW�RI�WKH�FURZG��:LWK�PLOOLRQV�RI�SRVVLEOH�PDWFKHV��WKH�FKDOOHQJH�

RI�ȴQGLQJ�WKH�ULJKW�IDFH�LQFUHDVHV�PHDVXUDEO\�

1:Many Facial Recognition 1:1 Face Match

Compares your face only to the 
photo on your government ID ! "

Is included in the National 
Institute of Standards and 
Technology Identity Assurance 
Level 2 (NIST IAL2)

! "

Widely adopted by tens of 
millions of Americans using 
Android and iPhones

! "

ID.me does not use 1:many facial recognition.

Face Match Benefits Include Equity and Justice 
for Identity Verification

5HVHDUFK�VKRZV�WKDW�WKH�PRVW�HTXLW\�HQKDQFLQJ�ZD\�WR�XVH�WKRVH�WHFKQRORJLHV�IRU�

UHPRWH�LGHQWLW\�YHULȴFDWLRQ�FRPELQHV�EHVW�LQ�EUHHG�DOJRULWKPV�ZLWK�KXPDQ�LQ�

WKH�ORRS�UHOLHI�YDOYHV��7KDW�UHVHDUFK�LQFOXGHV�GHWDLOHG�WHVWLQJ�E\�1Ζ67��LQGHSHQGHQW�

DVVHVVPHQWV�RI�IDFLDO�UHFRJQLWLRQ�DQG�IDFH�PDWFK�YHQGRUV��DQG�WHVWV�RI�RXU�RZQ�

RUFKHVWUDWLRQ�SODWIRUP��

)DFH�PDWFK�DOVR�KHOSV�EULQJ�MXVWLFH�IRU�WKRVH�ZKR�KDYH�EHHQ�H[SORLWHG��7KH�SDSHU�GHWDLOV�

D�FDVH�LQYROYLQJ�D�FDUHJLYHU�DWWHPSWLQJ�WR�VWHDO�WKH�LGHQWLWLHV�RI�SHRSOH�ZLWK�GLVDELOLWLHV�WR�

ȴOH�IRU�3DQGHPLF�8QHPSOR\PHQW�ΖQVXUDQFH��'XH�WR�DGKHUHQFH�WR�1Ζ67�Ζ$/���WKH�FDUHJLYHU�

ZDV�HVFDODWHG�WR�D�7UXVWHG�5HIHUHH��ZKR�SHUFHLYHG�WKH�IUDXG�DQG�DOHUWHG�WKH�VWDWH��

ID.me 

Poet of Code
Using people with disabilities to justify the proliferation of biometric technology before there is sufficient public scrutiny, debate, and oversight in determining its adoption is not equitable or just.

Poet of Code

Poet of Code

Poet of Code
?

Poet of Code
https://www.ftc.gov/sites/default/files/documents/reports/facing-facts-best-practices-common-uses-facial-recognition-technologies/121022facialtechrpt.pdf

ivan dominguez

ivan dominguez

Poet of Code
Facial recognition technologies as defined by the Federal Trade Commission include a set of  technologies that process imaging data to perform a range of tasks on human faces, including detecting a face, identifying a unique  individual, and estimating demographic attributes.
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Key Takeaways 
)RXU�NH\�WDNHDZD\V�DUH�FRYHUHG�LQ�GHWDLO�LQ�WKLV�SDSHU�

 # Facial recognition and face match are frequently 
misunderstood – Media reports and even university studies 
often fail to use precise terminology, leading to confusion 
among readers 

 # Leading algorithms perform more equitably – The best 
facial-recognition algorithms perform more equitably 
across demographic groups for 1:1 face match, such as an 
application in which a user is attempting to verify identity

 # ʻ˨ˠ˔ˡ�˥˘˩˜˘˪˘˥˦�˔ˡ˗�˜ˡʠˣ˘˥˦ˢˡ�˩˘˥˜Ё˖˔˧˜ˢˡ�˖ˢˡ˧˥ˢ˟�˙ˢ˥�˔ˡˬ�
potential bias�ϛ�˃˘˘˥ʠ˥˘˩˜˘˪˘˗�˦˖˜˘ˡ˧˜Ё˖�˦˧˨˗˜˘˦�˦˛ˢ˪�˧˛˘�
best face-match results are achieved by fusing computer-
based and human-driven facial recognition 

 # ˇ˛˘˥˘�˔˥˘�˦˜˚ˡ˜Ё˖˔ˡ˧�˕˘ˡ˘Ё˧˦�˧ˢ�˔˥˧˜Ё˖˜˔˟�˜ˡ˧˘˟˟˜˚˘ˡ˖˘�ʛʴʼʜ�
and 1:1 face match that can be captured when implemented 
correctly – AI and 1:1 face match can stop identity theft at 
scale, help state workforce agencies process legitimate 
claims faster, deter fraud, recover accounts easier, and bring 
justice for those who have been exploited

ID.me 

Poet of Code
Yes, facial recognition is frequently misunderstood and definitions are used by some vendors to evade accountability and scrutiny.  

Poet of Code
After stating facial recognition has two distinct types (1:1 verification and 1:many identification),  ID.me then uses facial recognition to only mean identification.

As a term of art, face matches are used in both verification and identification processes. 

ID.me fails to use the precise technical definition of 1:1 facial recognition while claiming others conflate technical terminology. This shows the imprecise nature of terminology used by some vendors, even ones verified by the United States government.

For more information on a range of facial recognition technologies, visit primer.ajl.org.



Poet of Code
Which peer-reviewed university studies 
fail to use precise terminology? Which readers are confused?

Poet of Code
More equitable as compared to what? How do all algorithms perform overall?

Poet of Code
Robert Williams was falsely arrested even with the use of human reviewers who looked at face matches produced from a facial recognition product used by police. ID.me  attempts to use “face match” to distance themselves from facial identification. Yet face matches are used in facial identification processes that include humans-in-the-loop that have failed. Mr. Williams was detained for close to 30 hours after being arrested in front of his two young daughters based on decisions informed by erroneous face matches. 

Poet of Code

Poet of Code
Meanwhile…

Poet of Code

Poet of Code
There are significant risks and harms that arise from AI and 1:1 face verification that can deny individuals access to government benefits, undue scrutiny, time wasted seeking to clear name of erroneous fraudulent or other criminal accusations, and more.

Poet of Code
According to the National Institute of Standards and Technology (NIST): 

Poet of Code
“For one-to-one matching, the team saw higher rates of false positives for Asian and African American faces relative to images of Caucasians. 

Poet of Code
The differentials often ranged from a factor of 10 to 100 times, depending on the individual algorithm. False positives might present a security concern to the system owner, as they may allow access to impostors.”

Poet of Code
https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-race-age-sex-face-recognition-software

Poet of Code
https://www.technologyreview.com/2021/04/14/1022676/robert-williams-facial-recognition-lawsuit-aclu-detroit-police/
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Introduction
$V�VHUYLFHV�DQG�WUDQVDFWLRQV�LQFUHDVLQJO\�PRYH�RQOLQH�DQG�WKH�HFRQRP\�EHFRPHV�HYHU�

PRUH�GLJLWDO��ZH�KDYH�DQ�HQGXULQJ�REOLJDWLRQ�WR�HQVXUH�HYHU\RQH�KDV�WKH�RSSRUWXQLW\�

WR�SDUWLFLSDWH��Ζ'�PH�PDNHV�WKDW�UHDO�ZLWK�RXU�Ȋ1R�ΖGHQWLW\�/HIW�%HKLQGȋ�LQLWLDWLYH��D�

IXQGDPHQWDO�FRPPLWPHQW�WR�HTXLW\�DQG�DFFHVV��(TXLW\�LV�ZK\�ZH�GR�ZKDW�ZH�GR��7KLV�

SDSHU�VKDUHV�LQVLJKWV�RQ�WKH�DSSOLFDWLRQ�RI�$Ζ�DQG�IDFLDO�UHFRJQLWLRQ�LQ�LGHQWLW\�SURRȴQJ�DW�

1Ζ67�63����������Ζ$/���Ζ$/��LV�WKH�IHGHUDO�VWDQGDUG�WKDW�GHȴQHV�UHTXLUHG�DQG�VXJJHVWHG�

FRQWUROV�IRU�DXWKHQWLFDWLQJ�FRQVXPHUV�IRU�KLJK�ULVN�VHUYLFHV��([DPSOHV�LQFOXGH��

 ` Authenticating individuals for access to taxpayer services

 ` (QDEOLQJ�LQGLYLGXDOV�WR�DSSO\�IRU�XQHPSOR\PHQW�EHQHȴWV

 ` Empowering consumers to access health care records in the public and 

private sectors

(TXLW\�ZLWK�UHVSHFW�WR�$Ζ�DQG�IDFLDO�UHFRJQLWLRQ�FDQ�EH�GLɝFXOW�WR�SDUVH�EHFDXVH�WKHUH�

DUH�PDQ\�GLHUHQW�DSSOLFDWLRQV�RI�WKH�WHFKQRORJ\�DQG�VFUXWLQ\�RQ�KRZ�ODZ�HQIRUFHPHQW��

LQ�SDUWLFXODU��XVHV�LW��6WLOO��LW�LV�FUXFLDO�WR�XQSDFN�KRZ�$Ζ�DHFWV�LQGLYLGXDOV�IURP�YDULRXV�

FRPPXQLWLHV�DQG�GHPRJUDSKLFV�DV�WKH\�DWWHPSW�WR�DFFHVV�YLWDO�JRYHUQPHQW�SURJUDPV��

*LYHQ�WKDW�$Ζ�DQG�IDFLDO�UHFRJQLWLRQ�FDQ�DXWRPDWH�PDQ\�ZRUNȵRZV�Ȃ�HQDEOLQJ�IDVWHU�

VHUYLFH�GHOLYHU\�Ȃ�WKH�HPSLULFDO�GDWD�DQG�WUXWK�PXVW�ZLQ�RYHU�IDOVH�SHUFHSWLRQ��

)LQGLQJV�IURP�D������1Ζ67�UHSRUW�RQ�IDFLDO�UHFRJQLWLRQ�DUH�LPSRUWDQW�IRU�SROLF\PDNHUV�

EHFDXVH�WKRVH�ȴQGLQJV�UHODWH�WR�1Ζ67�63����������Ζ$/���8QGHUVWDQGLQJ�KRZ�WKH�OHDGLQJ�

IDFLDO�UHFRJQLWLRQ�DOJRULWKPV�DHFW�HTXLW\�DQG�DFFHVV�LQ�WKH�FRQWH[W�RI�1Ζ67����������

FDQ�KHOS�SROLF\PDNHUV�XQGHUVWDQG�LI�Ζ$/��UHTXLUHPHQWV�DUH�HTXLWDEOH��7KDW�LV�YLWDO�WR�

HQVXUH�RSWLPDO�SROLFLHV�IRU�HTXLW\�DQG�DFFHVV�DQG�VR�WKH�SXEOLF�XQGHUVWDQGV�WKH�FRQWUROV�

WKDW�DUH�XVHG�

The best available research and data on those topics paint a clear 
and hopeful picture:

 ` The leading algorithms show extremely high accuracy across all 

GHPRJUDSKLFV�LQ�Ζ$/��ȵRZV

 ` ID.me internal tests across 15,468 images show no detectable bias tied to 

skin type

 ` 0LWLJDWLQJ�FRQWUROV�Ȃ�VXFK�DV�KXPDQ�UHYLHZHUV�DQG�LQ�SHUVRQ�YHULȴFDWLRQ�Ȃ�

control for any potential bias

ID.me 

Poet of Code
“No identity 
left behind” 

or

“No face 
left alone?” 



Poet of Code
Yet it appears leading algorithms may have played a role in false arrests? How can that be?

Poet of Code
Third-party validations of these findings are needed as well as a full phenotypic and demographic  breakdown of findings. 

Poet of Code
And yet human reviewers have nonetheless been tied to wrongful arrests. Potential bias? Why not talk about the bias recorded in the 2019 NIST Report? 

Poet of Code
The ideal cases 
shared by vendors often do not address what can go wrong. 

Using ID.me could risk: 

(i) Individuals being denied speedy access to taxpayer services,

(ii) Individuals being denied the ability to apply for unemployment benefits unencumbered, and

(iii) Individuals denied access to health care records in the public and private sectors.

Poet of Code
Understanding how all 189 facial recognition algorithms evaluated in the 2019 NIST report perform gives policymakers a comprehensive view about the overall state of play, not just the algorithms that support marketing materials. Omitting key findings from the NIST report can undermine the perceived trustworthiness of ID.me to both policymakers and the general public.

ivan dominguez
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7KH�Ζ'�PH�1Ζ67�Ζ$/��VROXWLRQ�XVHV�OHDGLQJ�DOJRULWKPV�DV�YDOLGDWHG�E\�1Ζ67�DQG� 

1Ζ67�DFFUHGLWHG�ODERUDWRU\�WHVWLQJ��Ζ'�PH�DOVR�HPSOR\V�WZR�VHWV�RI�KXPDQ�UHYLHZHUV�WR�

FKHFN�WKH�WHFKQRORJ\ȇV�GHFLVLRQ�ZKHQ�$Ζ�GHQLHV�DFFHVV�LQ�WKH�VHOI�VHUYH�ȵRZ��7KDW�K\EULG�

DSSURDFK�HQDEOHV�WKH�OHDGLQJ�DOJRULWKPV��ZKLFK�DUH�PRUH�DFFXUDWH�DQG�OHVV�ELDVHG�WKDQ�

trained humans,1�WR�VWUHDPOLQH�DFFHVV�ZKLOH�PLWLJDWLQJ�DQ\�ULVN�RI�ELDV��

The remainder of this paper goes beyond the 
headlines, unpacks the science, and explains:

 # An overview of the 2019 NIST Face Recognition Vendor Test (FRVT)

 # The difference between 1:1 face match and 1:many facial 
recognition and why it matters

 # The critical difference between a false positive  
and a false negative

 # Confusion about facial recognition and pass rates by gender

 # ˁʼˆˇϞ˦ �Ёˡ˗˜ˡ˚˦�ˢˡ�˧˛˘�˛˜˚˛˘˦˧ʠˤ˨˔˟˜˧ˬ�˔˟˚ˢ˥˜˧˛ˠ˦

 # ʻˢ˪�ʼʷʡˠ˘�˨˦˘˦�˧˛ˢ˦˘�Ёˡ˗˜ˡ˚˦�˔ˡ˗�ˇ˥˨˦˧˘˗�˅˘˙˘˥˘˘˦� 
˧ˢ�˘ˡ˛˔ˡ˖˘�˘ˤ˨˜˧ˬ�˜ˡ�˜˗˘ˡ˧˜˧ˬ�˩˘˥˜Ё˖˔˧˜ˢˡ

�� &UXPSOHU��:LOOLDP��+RZ�DFFXUDWH�DUH�)DFLDO�5HFRJQLWLRQ�6\VWHPV���DQG�:K\�'RHV�ΖW�0DWWHU"��&HQWHU�IRU�6WUDWHJLF�	�ΖQWHUQDWLRQDO�

Studies KWWSV���ZZZ�FVLV�RUJ�EORJV�WHFKQRORJ\�SROLF\�EORJ�KRZ�DFFXUDWH�DUH�IDFLDO�UHFRJQLWLRQ�V\VWHPV��(��������DQG�ZK\�

does-it-matter

ID.me 

https://www.csis.org/blogs/technology-policy-blog/how-accurate-are-facial-recognition-systems-%E2%80%93-and-why-does-it-matter
https://www.csis.org/blogs/technology-policy-blog/how-accurate-are-facial-recognition-systems-%E2%80%93-and-why-does-it-matter
Poet of Code
The remainder of this paper also: 

Omits findings from the 2019 NIST FRVT Report that show substantial evidence of demographic effects on the basis of age, gender, and race.

Omits citations to sources that would allow the veracity of claims that “MIT research” conflates technical terminology to be externally assessed.

Omits the 2020 Association for Computing Machinery ACM statement on the present state of facial recognition technology. The ACM is the the world's largest educational and scientific computing society. It provides the computing field's premier Digital Library and serves its members and the computing profession with leading-edge publications, conferences, and career resources.


Poet of Code

Poet of Code

Poet of Code

Poet of Code

Poet of Code
June 30, 2020

“The ACM U.S. Technology Policy Committee (USTPC) has assessed the present state of facial recognition (FR) technology as applied by government and the private sector. 

The Committee concludes that, when rigorously evaluated, the technology too often produces results demonstrating clear bias based on ethnic, racial, gender, and other human characteristics recognizable by computer systems. 

The consequences of such
bias, USTPC notes, frequently can and do extend well beyond inconvenience to profound
injury, particularly to the lives, livelihoods and fundamental rights of individuals in specific
demographic groups, including some of the most vulnerable populations in our society.
Such bias and its effects are scientifically and socially unacceptable.

For both technical and ethical reasons – pending the adoption of appropriately comprehensive law and regulation to govern its use, oversee its application, and mitigate potential harm – USTPC urges an immediate suspension of the current and future private and governmental use of FR technologies in all circumstances known or reasonably foreseeable to be prejudicial to established human and legal rights.”

Poet of Code
https://www.acm.org/binaries/content/assets/public-policy/ustpc-facial-recognition-tech-statement.pdf

Poet of Code

Poet of Code

Poet of Code

Norris, Aaminah
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An Overview of the 2019  
NIST FRVT
ΖQ�������1Ζ67�FRQGXFWHG�D�VWXG\�RI�PRUH�WKDQ�����FRPPHUFLDO�DOJRULWKPV�IURP����

GHYHORSHUV�WR�TXDQWLI\�WKH�DFFXUDF\�RI�IDFLDO�UHFRJQLWLRQ�DOJRULWKPV�IRU�GLHUHQW�

GHPRJUDSKLF�JURXSV��1RWDEO\��PDQ\�RI�WKRVH�DOJRULWKPV�ZHUH�LPPDWXUH�DQG�VXEPLWWHG�

E\�XQLYHUVLWLHV�IRU�UHVHDUFK�SXUSRVHV��7HVW�UHVXOWV�IURP�WKRVH�DOJRULWKPV�VKRXOG�QRW�EH�

FRQȵDWHG�ZLWK�WKH�SHUIRUPDQFH�RI�OHDGLQJ�DOJRULWKPV�RU�DOJRULWKPV�DFWXDOO\�XVHG�E\�

Ζ$/��YHQGRUV�2

7KH�UHVXOWV�ZHUH�EDVHG�RQ�D�GDWDVHW�RI�PRUH�WKDQ����PLOOLRQ�LPDJHV�RI�����PLOOLRQ�

LQGLYLGXDOV��.H\�ȴQGLQJV�LQFOXGH3:

 ` $OJRULWKPV�SHUIRUP�GLHUHQWO\��7KH�UHVXOWV�VKRZ�D�ZLGH�UDQJH�LQ�DFFXUDF\�

DFURVV�GHYHORSHUV��7KH�EHVW�SHUIRUPHUV�SURGXFH�ȊPDQ\�IHZHU�HUURUVȋ�WKDQ�OHVV�

PDWXUH�DOJRULWKPV��0DWXUH�DOJRULWKPV�FDQ�WKHUHIRUH�EH�H[SHFWHG�WR�KDYH�VPDOOHU�

GHPRJUDSKLF�GLHUHQWLDOV�

 ` 'HPRJUDSKLF�HHFW�LV�YDQLVKLQJO\�VPDOO��)DOVH�QHJDWLYHV�Ȃ�ZKHQ�D�OHJLWLPDWH�

SHUVRQȇV�VHOȴH�IDLOV�WR�PDWFK�D�UHIHUHQFH�SKRWR�RI�KLV�RU�KHU�IDFH�Ȃ�RFFXU�DW�

H[WUHPHO\�ORZ�UDWHV�DFURVV�GHPRJUDSKLF�JURXSV��7KDW�LV�SDUWLFXODUO\�LPSRUWDQW�

EHFDXVH�D�IDOVH�QHJDWLYH�HUURU�ZRXOG�GHQ\�D�OHJLWLPDWH�SHUVRQ�DFFHVV��

 ` /HDGLQJ�DOJRULWKPV�SHUIRUP�PRUH�HTXLWDEO\��7KH�EHVW�IDFLDO�UHFRJQLWLRQ�

DOJRULWKPV�SHUIRUP�PRUH�HTXLWDEO\�DFURVV�GHPRJUDSKLF�JURXSV�IRU�����IDFH�PDWFK�

LQ�VFHQDULRV�ZKHQ�D�YDOLG�XVHU�LV�DWWHPSWLQJ�WR�SDVV��)DOVH�QHJDWLYH�HUURUV��ZKLFK�

EORFN�YDOLG�SHRSOH��DUH�XVXDOO\�UHPHGLHG�RQ�D�VHFRQG�DWWHPSW�

 ` &RQIXVLRQ�DERXW�ELDV�DERXQGV��0HGLD�UHSRUWV�DQG�HYHQ�XQLYHUVLW\�VWXGLHV�RIWHQ�

IDLO�WR�XVH�SUHFLVH�WHUPLQRORJ\�DQG��DV�D�UHVXOW��QHJDWLYHO\�VNHZ�WKH�SXEOLF�GLVFRXUVH��

)RU�H[DPSOH��VWXGLHV�RQ�JHQGHU��ZKLFK�UHODWHG�WR�IDFH�FODVVLȴFDWLRQ�DOJRULWKPV��ZHUH�

IDOVHO\�FRQȵDWHG�ZLWK�IDFLDO�UHFRJQLWLRQ��ZKLFK�ORRNV�IRU�VLPLODULW\�

:KDW�GRHV�WKDW�PHDQ�WR�RUJDQL]DWLRQV�VHHNLQJ�WR�OHYHUDJH�WKRVH�WHFKQRORJLHV�WR�SURYLGH�

VHFXUH��HTXLWDEOH�VHUYLFHV"�ΖQ�VKRUW��WKH\�VKRXOG�XQGHUVWDQG�KRZ�SHUIRUPDQFH�YDULHV�

DFURVV�W\SHV�RI�DOJRULWKPV��IRU�H[DPSOH������YV����PDQ\���WKH\�VKRXOG�DGRSW�RQO\�WKH�

KLJKHVW�SHUIRUPLQJ�DOJRULWKPV��DQG�WKH\�VKRXOG�WDNH�DFWLRQ�WR�PLWLJDWH�NQRZQ�DQG�

SRWHQWLDO�SHUIRUPDQFH�OLPLWDWLRQV�DQG�HUURUV��7KH�VHFWLRQV�WKDW�IROORZ�SURYLGH�LQVLJKWV�

LQWR�KRZ�WR�WDNH�WKRVH�DFWLRQV�WR�LQFUHDVH�DFFHVV��HTXLW\��DQG�LQFOXVLRQ�LQ�GLJLWDO�LGHQWLW\��

�� Ζ$/��YHQGRUV�VKRXOG�GLVFORVH�WKH�VSHFLȴF�DOJRULWKPV�WKH\�DUH�XVLQJ�WR�FHUWLI\LQJ�ERGLHV�VR�WKH\�FDQ�EH�HYDOXDWHG�IRU�HTXLW\�

DQG�LQFOXVLRQ��

�� *URWKHU��3DWULFN��1JDQ��0HL��DQG�+DQDRND��.D\HH��)DFH�5HFRJQLWLRQ�9HQGRU�7HVW��)597���3DUW����'HPRJUDSKLF�(HFWV��������

1DWLRQDO�ΖQVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\��KWWSV���QYOSXEV�QLVW�JRY�QLVWSXEV�LU������1Ζ67�Ζ5������SGI

ID.me 

https://nvlpubs.nist.gov/nistpubs/ir/2019/NIST.IR.8280.pdf
Poet of Code

Also from the 2019 NIST FVRT 
are less favorable observations.

Poet of Code
IMPORTANT NIST REFERENCE ON FALSE POSITIVES

 https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-race-age-sex-face-recognition-software

Poet of Code
“For one-to-one matching, the team saw higher rates of false positives for Asian and African American faces relative to images of Caucasians. The differentials often ranged from a factor of 10 to 100 times, depending on the individual algorithm. False positives might present a security concern to the system owner, as they may allow access to impostors.” 

Poet of Code
“Among U.S.-developed algorithms, there were similar high rates of false positives in one-to-one matching for Asians, African Americans and native groups (which include Native American, American Indian, Alaskan Indian and Pacific Islanders). The American Indian demographic had the highest rates of false positives.”

Poet of Code
“For one-to-many matching, the team saw higher rates of false positives for African American females. Differentials in false positives in one-to-many matching are particularly important because the consequences could include false accusations. (In this case, the test did not use the entire set of photos, but only one FBI database containing 1.6 million domestic mugshots.)”

Poet of Code
ID.me fails to provide even one citation for the claim university studies often fail to use precise terminology. 

Studies Dr. Buolamwini has led relating to gender classification delineate that future work is needed on facial verification 1:1 matching and 
facial identification 1:many matching. NIST answered that call and reports demographic effects on the basis on age, race, and gender.

The titles of her studies  specify the types of models evaluated

2017 MIT Masters Thesis: 

“Gender Shades: Intersectional Phenotypic and Demographic Evaluation of Face Datasets and Gender Classifiers”









2018 Peer-Reviewed Paper:

“Gender Shades: Intersectional Accuracy Disparities in Commercial Gender Classification”











2019 Award Winning Peer-Reviewed Paper:

“Actionable Auditing: Investigating the Impact of Publicly Naming Biased Performance Results of Commercial AI Products”








Poet of Code
https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-race-age-sex-face-recognition-software

Poet of Code
https://dl.acm.org/doi/10.1145/3306618.3314244

Poet of Code
https://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf

Poet of Code
https://www.media.mit.edu/publications/full-gender-shades-thesis-17/

Poet of Code

Poet of Code
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The Difference Between 1:1 Face Match 
and 1:Many Facial Recognition and 
Why It Matters
/HWȇV�FODULI\�ZK\�WKHUH�DUH�PRUH�HUURUV�WLHG�WR�PRUH�FRPSOH[�XVH�FDVHV������IDFH�PDWFK�

LV�HTXLYDOHQW�WR�DQ�DLUSRUW�DJHQW�FRPSDULQJ�\RXU�IDFH�WR�WKH�SKRWR�RQ�\RXU�JRYHUQPHQW�

Ζ'�FDUG����PDQ\�IDFLDO�UHFRJQLWLRQ�LV�HTXLYDOHQW�WR�JLYLQJ�\RXU�SLFWXUH�WR�WKH�VDPH�DJHQW��

SXWWLQJ�KLP�RQ�VWDJH�DW�D�URFN�FRQFHUW��DQG�DVNLQJ�KLP�WR�SLFN�\RXU�IDFH�RXW�RI�WKH�FURZG��

:LWK�PLOOLRQV�RI�SRVVLEOH�PDWFKHV��WKH�FKDOOHQJH�RI�ȴQGLQJ�WKH�ULJKW�IDFH�LQFUHDVHV�

PHDVXUDEO\�4�)DFH�PDWFK�WLHG�WR�1Ζ67�Ζ$/��GHDOV�VSHFLȴFDOO\�ZLWK�����PDWFKLQJ��7KH�JRDO�

LV�WR�DYRLG�D�IDOVH�QHJDWLYH�VR�OHJLWLPDWH�SHRSOH�DUH�DEOH�WR�JDLQ�DFFHVV��$Q�DGGLWLRQDO�

JRDO�LV�WR�DYRLG�D�IDOVH�SRVLWLYH�VR�DQ�LGHQWLW\�WKLHI�LV�XQDEOH�WR�FODLP�D�GLHUHQW�SHUVRQȇV�

LGHQWLW\��7KDW�LV�D�VLPSOLVWLF�XVH�FDVH�LQ�WKH�FRQWH[W�RI�DGYDQFHG�WHFKQRORJ\�

:LWK�PRUH�WKDQ�����PLOOLRQ�$QGURLG�VPDUWSKRQHV�DQG�����PLOOLRQ�L3KRQHV�LQ�XVH�LQ�

WKH�8�6������IDFH�PDWFK�LV�DOUHDG\�ZLGHO\�DGRSWHG�E\�WHQV�RI�PLOOLRQV�RI�$PHULFDQV��ΖW�

KDV�EHHQ�SURYHQ�DW�VFDOH��False negatives�RFFXU�ZKHQ�WKH�WHFKQRORJ\�IDLOV�WR�PDWFK�

the same person from the FaceID enrollment photo to the image captured during a 

VSHFLȴF�DWWHPSW�WR�XQORFN�WKH�SKRQH��$SSOH�DQG�$QGURLG�PDQXIDFWXUHUV�DOORZ�IRU�

DGGLWLRQDO�DWWHPSWV�DQG�WKHQ�SURPSW�WKH�XVHU�IRU�D�3Ζ1�LI�UHSHDWHG�DWWHPSWV�IDLO��:KLOH�

WKDW�FRQWHQW�LVQȇW�FRYHUHG�E\�WKH������1Ζ67�UHSRUW�GLUHFWO\��LW�SURYLGHV�D�KHOSIXO�IUDPH�

WR�LQWHUSUHW�WKH�UHVXOWV�RI�WKH�VWXG\�DQG�KRZ�OHDGLQJ�FRPSDQLHV�LQWURGXFH�DGGLWLRQDO�

FRQWUROV�WR�SURYLGH�DFFHVV�SDWKZD\V�LQ�WKH�HYHQW�$Ζ�GRHVQȇW�SHUIRUP�DV�LQWHQGHG��

�� 1Ζ67�EHQFKPDUNV�)3Ζ5�IRU��0��GDWDEDVHV�DW��������ZKLFK�LV�PXFK�KLJKHU�WKDQ��H���IRU������� 

EXW�VWLOO�H[FHOOHQW�IRU�PDQ\�XVH�FDVHV�

ID.me 

II 
r 

1:Many Facial Recognition 1:1 Face Match 



www.ID.me Copyright © 2022 ID.me, Inc.

Promoting Access,  
Equity, and Inclusion  
With AI and Digital Identity

8

The Difference Between False Positives 
and False Negatives
)DOVH�SRVLWLYH�HUURUV�RFFXU�ZKHQ�WZR�IDFHV�ORRN�VLPLODU�EXW�GR�QRW�EHORQJ�WR�WKH�VDPH�

SHUVRQ��7KRVH�HUURUV�DUH�RIWHQ�HPEDUUDVVLQJ�ZKHQ�KXPDQV�PDNH�WKHP�LQ�VRFLDO�

LQWHUDFWLRQV��VXFK�DV�PLVWDNLQJ�D�VWUDQJHU�IRU�D�IULHQG��$�IDOVH�QHJDWLYH�VFHQDULR�PLJKW�

LQYROYH�IDLOLQJ�WR�UHFRJQL]H�DQ�ROG�IULHQG�\RX�ZHQW�WR�VFKRRO�ZLWK�\HDUV�DJR��

)DOVH�SRVLWLYHV�DUH�PXFK�PRUH�FRPPRQ�LQ���PDQ\�IDFLDO�UHFRJQLWLRQ�VFHQDULRV��7KH\�

DUH�IDU�OHVV�FRPPRQ�LQ�����IDFH�PDWFKLQJ��$IWHU�DOO��ZKDW�DUH�WKH�RGGV�WKDW�D�SHUVRQ�ZKR�

VWHDOV�\RXU�ZDOOHW�ORRNV�MXVW�OLNH�\RX"

:KHQ�YHULI\LQJ�LGHQWLW\�IRU�JRYHUQPHQW�EHQHȴWV��IDOVH�QHJDWLYHV�ZRXOG�EH�DVVRFLDWHG�

ZLWK�GHQ\LQJ�DFFHVV�WR�D�SHUVRQ�ZKR�LV�WKH�VDPH�DV�LQ�WKH�JRYHUQPHQW�Ζ'�SKRWR��7KH�1Ζ67�

UHSRUW�VKRZV�WKDW�IDOVH�QHJDWLYH�HUURUV�DUH�YDQLVKLQJO\�VPDOO�DFURVV�GHPRJUDSKLF�JURXSV��

7R�WKH�H[WHQW�IDOVH�QHJDWLYH�HUURUV�RFFXU�DFURVV�DOO�DOJRULWKPV��IDOVH�QHJDWLYH�HUURUV�DUH�

DFWXDOO\�ORZHU�LQ�GDUNHU�VNLQ�WRQHV�IRU�����PDWFKLQJ�XQGHU�FHUWDLQ�FRQGLWLRQV��.HHS�LQ�

PLQG��IDOVH�QHJDWLYHV�FDQ�RIWHQ�EH�UHPHGLHG�E\�WU\LQJ�D�VHFRQG�WLPH��DV�1Ζ67�QRWHV�

7KH�HUURUV�UHODWHG�WR�IDOVH�SRVLWLYHV�DUH�PRVW�UHOHYDQW�IRU�IUDXG�DQG�XQDXWKRUL]HG�

DFFHVV��7KRVH�HUURUV�ZRXOG�QRW�UHODWH�WR�OHJLWLPDWH�SHRSOH�JHWWLQJ�EORFNHG�IURP�WKHLU�

ULJKWIXO�EHQHȴWV��EXW�UDWKHU�WR�D�FULPLQDO�JDLQLQJ�XQDXWKRUL]HG�DFFHVV��7KH�1Ζ67�UHSRUW�

QRWHV�ȊIDOVH�SRVLWLYH�GLHUHQWLDOV�DUH�PXFK�ODUJHU�WKDQ�WKRVH�UHODWHG�WR�IDOVH�QHJDWLYHV�

DQG�H[LVW�EURDGO\��DFURVV�PDQ\��EXW�QRW�DOO��DOJRULWKPV�WHVWHG�ȋ�:KLOH�WKDW�LV�UHOHYDQW�IRU�

��PDQ\�DQWL�IUDXG�VFHQDULRV��WKH�IDOVH�QHJDWLYH�UDWH�LV�WKH�NH\�PHWULF�LQ�����LGHQWLW\�

YHULȴFDWLRQ�DV�LW�GHDOV�ZLWK�EORFNLQJ�D�YDOLG�SHUVRQ��

False Negative - Algorithm Fails to Match 
Two Images of the Same Person's Face 

False Positive - Algorithm Incorrectly Matches 
Two Faces That Aren't the Same Person 

ID.me 

Poet of Code
As noted above, according to the National Institute of Standards and Technology (NIST): 

Poet of Code
https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-race-age-sex-face-recognition-software

Poet of Code
Seperately, what constitutes darker skin tones? The NIST study did not use phenotypic skin type analysis but instead demographic racial categories. Skin types and their related skin tones are not stable across racial categories. See Section 7.3.3 and 7.3.4  of Dr. Buolamwini’s 2017 MIT Master’s Thesis.

Poet of Code

Poet of Code
Why are False Positive Metrics
from NIST Omitted? 

Poet of Code
“For one-to-one matching, the team saw higher rates of false positives for Asian and African American faces relative to images of Caucasians. The differentials often ranged from a factor of 10 to 100 times, depending on the individual algorithm. False positives might present a security concern to the system owner, as they may allow access to impostors.” 

Poet of Code
“Among U.S.-developed algorithms, there were similar high rates of false positives in one-to-one matching for Asians, African Americans and native groups (which include Native American, American Indian, Alaskan Indian and Pacific Islanders). The American Indian demographic had the highest rates of false positives.”

Poet of Code
“For one-to-many matching, the team saw higher rates of false positives for African American females. Differentials in false positives in one-to-many matching are particularly important because the consequences could include false accusations. (In this case, the test did not use the entire set of photos, but only one FBI database containing 1.6 million domestic mugshots.)”

Poet of Code
If the concern is fraud, false-positive rates for 1:1 identity verification also matter. A false positive match could enable someone else to claim your benefits. NIST’s Patrick Grother  explicitly talks about the implications of false positives  for one-to-one matching as seen in the quotes on the right panel.  Why is ID.me dismissing false-positive rates, where NIST has shown high rates of false positives for Asians and African Americans as compared to Caucasians? According to the NIST report US  algorithms had the highest false-positive rates on  the Americans Indian demographic. 

Poet of Code
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7KH�1Ζ67�UHSRUW�KLJKOLJKWV�WKUHH�DGGLWLRQDO�ȴQGLQJV�UHODWHG�WR�HUURU�UDWHV�

 ` False negatives�DUH�RIWHQ�UHPHGLHG�E\�WKH�XVHU�DWWHPSWLQJ�D�VHFRQG�WLPH

 ` False-negative rates�DUH�H[WUHPHO\�ORZ�DFURVV�GHPRJUDSKLF�JURXSV

 ` False-negative errors WHQG�WR�EH�DOJRULWKP�VSHFLȴF

The Difference Between Face 
Classification and Facial Recognition 
and How They Perform Across Genders
7KH������1Ζ67�UHSRUW�DGGUHVVHG�FRQIXVLRQ�LQ�WKH�PDUNHW�DERXW�IDFLDO�UHFRJQLWLRQ�YHUVXV�

IDFLDO�FODVVLȴFDWLRQ�DOJRULWKPV�DV�WKH\�UHODWH�WR�SDVV�UDWHV�DFURVV�JHQGHUV��7KH�H[FHUSW�

IURP�WKH�1Ζ67�UHSRUW�WKDW�KLJKOLJKWV�WKH�FRQIXVLRQ��DQG�KRZ�LW�DHFWV�SHUFHSWLRQV�RI�

ELDV��IROORZV�ZLWK�EROGLQJ�DGGHG�IRU�HPSKDVLV�E\�Ζ'�PH��

Ȋ2YHU�WKH�ODVW�WZR�\HDUV�WKHUH�KDV�EHHQ�H[SDQGHG�FRYHUDJH�RI�IDFH�UHFRJQLWLRQ�LQ�WKH�

SRSXODU�SUHVV��ΖQ�VRPH�SDUW�WKLV�LV�GXH�WR�WKH�H[SDQGHG�FDSDELOLW\�RI�WKH�DOJRULWKPV��

D�ODUJHU�QXPEHU�RI�DSSOLFDWLRQV��ORZHUHG�EDUULHUV�WR�DOJRULWKP�GHYHORSPHQW��DQG��

QRW�OHDVW��UHSRUWV�WKDW�WKH�WHFKQRORJ\�LV�VRPHKRZ�ELDVHG��7KLV�ODWWHU�DVSHFW�LV�EDVHG�

RQ�*HRUJHWRZQ�DQG�WZR�UHSRUWV�E\�0Ζ7��7KH�*HRUJHWRZQ�ZRUN�QRWHG�SULRU�VWXGLHV�

DUWLFXODWHG�VRXUFHV�RI�ELDV��DQG�GHVFULEHG�WKH�SRWHQWLDO�LPSDFWV�SDUWLFXODUO\�LQ�D�SROLFLQJ�

FRQWH[W��DQG�GLVFXVVHG�SROLF\�DQG�UHJXODWRU\�LPSOLFDWLRQV��The MIT work did not study 

face recognition, instead it looked at how well publicly accessible cloud-based 

estimation algorithms can determine gender from a single image. The studies have 

been widely cited as evidence that face recognition is biased.

7KLV�VWHPV�IURP�D�FRQIXVLRQ�LQ�WHUPLQRORJ\��)DFH�FODVVLȴFDWLRQ�DOJRULWKPV��RI�WKH�NLQG�

0Ζ7�UHSRUWHG�RQ��DFFHSW�RQH�IDFH�LPDJH�VDPSOH�DQG�SURGXFH�DQ�HVWLPDWH�RI�DJH��RU�

VH[��RU�VRPH�RWKHU�SURSHUW\�RI�WKH�VXEMHFW� Face recognition algorithms, on the 

RWKHU�KDQG��RSHUDWH�DV�GLHUHQWLDO�RSHUDWRUV��7KH\�FRPSDUH�LGHQWLW\�LQIRUPDWLRQ�

LQ�IHDWXUHV�YHFWRUV�H[WUDFWHG�IURP�WZR�IDFH�LPDJH�VDPSOHV�DQG�SURGXFH�D�PHDVXUH�RI�

VLPLODULW\�EHWZHHQ�WKH�WZR��ZKLFK�FDQ�EH�XVHG�WR�DQVZHU�WKH�TXHVWLRQ�ȆVDPH�SHUVRQ�RU�

QRW"ȇ��)DFH�DOJRULWKPV��ERWK�RQH�WR�RQH�LGHQWLW\�YHULȴFDWLRQ�DQG�RQH�WR�PDQ\�VHDUFK�

DOJRULWKPV��DUH�EXLOW�RQ�WKLV�GLHUHQWLDO�FRPSDULVRQ�ȋ5

�� *URWKHU��3DWULFN��1JDQ��0HL��DQG�+DQDRND��.D\HH��ΖQWURGXFWLRQ��SDJH�����)DFH�5HFRJQLWLRQ�9HQGRU�7HVW��)597���3DUW����

'HPRJUDSKLF�(HFWV��������1DWLRQDO�ΖQVWLWXWH�RI�6WDQGDUGV�DQG�7HFKQRORJ\��KWWSV���QYOSXEV�QLVW�JRY�QLVWSXEV�LU������1Ζ67�

Ζ5������SGI

ID.me 

https://nvlpubs.nist.gov/nistpubs/ir/2019/NIST.IR.8280.pdf
https://nvlpubs.nist.gov/nistpubs/ir/2019/NIST.IR.8280.pdf
Poet of Code
ID.me appears to be conflating the phenotypic attribute of skin tone with the demographic attribute of race.

Poet of Code
The MIT work referenced by NIST includes the 2017 Buolamwini Thesis
and the 2019 Raji and Buolamwini peer-reviewed paper. Neither study claims to evaluate face recognition. How news media covers academic research is not always reflective of how authors of academic studies frame or understand their work. 

Poet of Code
As stated in the 2017 MIT Thesis page 96: “This thesis focused on the diversity of benchmark datasets and the performance of gender
classification algorithms in regard to gender and skin type. Future work is needed to advance scholarship on dataset representation and intersectional evaluation of algorithms not limited to gender classification.”

Poet of Code
As stated in the 2019 peer-reviewed paper page 5:

“Given a clear understanding of the Gender Shades study procedure and follow up audit metrics, we are able to reflect on corporate reactions in the context of these results, and evaluate the progress made by this audit in influencing corporate action to address concerns around classification bias.”


Poet of Code
For a more comprehensive explanation of the terminology in question, visit primer.ajl.org

Poet of Code


https://dam-prod.media.mit.edu/x/2019/01/24/AIES-19_paper_223.pdf 

Poet of Code
https://www.media.mit.edu/publications/full-gender-shades-thesis-17/
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7KH�1Ζ67�UHSRUW�JRHV�RQ�WR�FRPSDUH�IDOVH�QHJDWLYH�UDWHV�RI�WKH����PRVW�DFFXUDWH�

UHFRJQLWLRQ�DQG�PDWFKLQJ�DOJRULWKPV�WR�WKH�FODVVLȴFDWLRQ�DOJRULWKPV�LQ�WKH�0Ζ7�VWXG\��

7KH�EHVW�DOJRULWKPV�ȊDOPRVW�DOZD\V�JLYHV��VLF��IDOVH�QRQ�PDWFK�UDWH��)105��EHORZ�����

7KHVH�HUURU�UDWHV�DUH�IDU�EHWWHU�WKDQ�WKH�JHQGHU�FODVVLȴFDWLRQ�HUURU�UDWHV�WKDW�VSDZQHG�

ZLGHVSUHDG�FRYHUDJH�RI�ELDV�LQ�IDFH�UHFRJQLWLRQ��ΖQ�WKDW�VWXG\��WZR�DOJRULWKPV�DVVLJQHG�

WKH�ZURQJ�JHQGHU�WR�EODFN�IHPDOHV�DOPRVW�����RI�WKH�WLPH��7KH�UHFRJQLWLRQ�HUURU�UDWHV�

KHUH��HYHQ�IURP�PLGGOLQJ�DOJRULWKPV��DUH�DQ�RUGHU�RI�PDJQLWXGH�ORZHU��7KXV��WR�WKH�

H[WHQW�WKHUH�DUH�GHPRJUDSKLF�GLHUHQWLDOV��WKH\�DUH�PXFK�VPDOOHU�WKDQ�WKRVH�WKDW�

�FRUUHFWO\��PRWLYDWHG�FULWLFLVPV�RI�WKH������HUD�JHQGHU�FODVVLȴFDWLRQ�DOJRULWKPV�ȋ6

�� ΖGLE��3DJH�����

ID.me 

Poet of Code
Performance metrics used for gender classification and those used for facial recognition are different.

As ID.me notes above, the tasks of gender classification and facial verification are indeed different and so are the performance metrics used to evaluate them.

Poet of Code
Here, there is a conflation of  skin type and race. The Gender Shades studies did not evaluate race but instead evaluated skin type using the Fitzpatrick Skin Phenotype classification system.  The findings have implications for race, yet if the argument is the need for precision when speaking about research studies, conflating a phenotypic attribute with a demographic attribute creates confusion for some readers.

Poet of Code
ID.me (correctly) points out the gender classification differs from facial verification. This is important because the metrics like error rates that measure performance for gender classification and and false-non-match rate for facial verification differ. Observations of gender classification metrics raised concerns about facial recognition metrics. The 2019 NIST report shows those concerns were warranted.

Poet of Code
The NIST authors chose to compare their results with the 2017 MIT Thesis instead of the more up-to-date 2019 peer-reviewed paper that they also cite. The 2019 paper recorded an error rate near 35% for Amazon Rekognition’s gender classification feature as it related to darker-skinned females. It is unclear why the NIST report does not reference the more recent study though it cites that study in the motivation section of the paper.

If we use the 2017 MIT Thesis as a reference, error rates are simply calculated as the percentage of subjects in a category assigned a label that does not match the ground truth annotations provided for a given image. As such, errors would include false positives and false negatives. Why does this matter? Well, when we look at false positive rates relating to one-to-one matching, the NIST report overview had the following to say: 

Poet of Code
“For one-to-one matching, the team saw higher rates of false positives for Asian and African American faces relative to images of Caucasians.”

Poet of Code
“The differentials often ranged from a factor of 10 to 100 times, depending on the individual algorithm. False positives might present a security concern to the system owner, as they may allow access to impostors.”

Poet of Code
The omission of such key findings from the NIST report in this “anti-bias” white paper is extremely concerning, especially because this white paper purports to help policymakers better understand a 
complex range of facial recognition technologies. 

For a more comprehensive explanation of different facial recognition technologies and associated metrics, visit primer.ajl.org.



Poet of Code
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