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January 18, 2022 

Office of Science and Technology Policy 
Executive Office of the President 
Eisenhower Executive Office Building 
1650 Pennsylvania Avenue NW 
Washington, DC 20504 

RE:  RFI Response: Biometric Technologies 

Carnegie Mellon University (CMU) welcomes this opportunity to provide comments in response 
to the White House Office of Science and Technology Policy (OSTP) Request for Information 
(RFI) on the use of biometric technologies for identity verification, identification of individuals, 
and inference of attributes including individual mental and emotional states.1 We’d like to 
recognize that this RFI is a part of a broader strategy that OSTP has taken to help ensure that 
artificial intelligence (AI) technology is deployed safely and effectively balancing the privacy and 
safety of citizens with the advancement of society as a whole. CMU appreciates the leadership that 
OSTP is providing to ensure the ethical and inclusive development of emerging technologies 
through such initiatives as the development of an AI Bill of Rights.   

CMU conducts a broad range of societal research that is enabled through the use of biometric data.  
Some examples include research in accessibility, manufacturing, and autonomous vehicles - these 
all utilize human-robot and human-computer interaction and rely on the use of massive data sets 
that use biometrics in order to continue to develop technologies to improve society. CMU faculty 
are also leaders in AI research and policy development. For example, CMU faculty contributed to 
the development of the Department of Defense ethical principles for artificial intelligence and the 
university has acted to develop and deploy a comprehensive AI curricula, including strong 
attention throughout on AI ethics.. 

CyLab is CMU’s security and privacy research institute where experts from schools across the 
university, encompassing the fields of engineering, computer science, public policy, information 
systems, business, humanities, and social sciences work together to address some of society’s 
largest research problems. CyLab researchers are often called upon by government leaders to 
provide expertise on security and privacy issues. Their work in helping shape public policy 
related to security and privacy spans several decades.  

CMU’s comments focus on three key points. First, “biometric technologies” refer to systems that 
use biometric information for a broader range of uses than just recognition (identity verification 

                                                   
1 86 Fed. Reg. 56300 (Oct. 8, 2021).  
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or authentication). OSTP  recognizes that biometric technologies have increasingly been used for 
identification or inference of emotion, disposition, character, or intent. We provide a number of 
examples of such biometric technologies. 

Second, CMU researchers believe that technologies that use biometric information for non-
recognition purposes have the potential to greatly improve lives, in particular the lives of 
individuals with certain disabilities. However, a significant obstacle to effectively developing 
these technologies is a lack of varied and robust data. For example, an assistive device designed 
to aid an individual with speech-affecting disabilities must be trained using audio recordings that 
include recordings of individuals with such disabilities. The datasets available to researchers 
typically do not represent such individuals.  

Finally and relatedly, CMU recognizes the challenge in balancing the privacy expectations of 
individuals with the needs of research and development in order to create an effective 
governance model.   

Examples of Use of Biometric Information for Recognition and Inference 

Broadly speaking, we use “biometric technology” to refer to a system that uses biometric 
information (i.e., measurements or derived data of an individual’s physical or behavioral 
characteristics) for any number of purposes. Many people are aware that biometric technology 
can be used in the context of identity verification, for example, using a fingerprint to unlock a 
device or voice recognition to confirm identity. CyLab researchers are working on improving the 
accuracy of biometric systems used for identity authentication with robust development and 
testing and keeping in mind ways adversaries may try to spoof these systems. In addition, one 
goal of CyLab’s biometric researchers is making biometric identification an effortless, foolproof, 
and fair task.  

Beyond traditional matching of biometric information to a specific individual for identity 
verification or authentication, biometric technologies can be used for such purposes as gauging 
employee effectiveness (e.g., through keystroke monitoring), recording attendance (e.g., through 
facial recognition), or in marketing scenarios (e.g., use of facial recognition to detect unhappy in-
store shoppers). Biometric technologies can also be used to identify individuals at a categorical 
level without identifying a human as a specific individual.  
 
Biometric information can also be used to enhance understanding of commands and intent. 
Examples include, but are not limited to, speech recognition systems that use raw speech data to 
convert speech to text or robot systems that observe human motion in video data to determine 
safe, efficient, or appropriate trajectories (e.g., bring the next part for a manufacturing task to the 
human at the right time and in the right way).Developing techniques that understand commands 
and intent requires collecting data that contains human faces, gaits, and other identifying features 
in order to properly train and evaluate new robot systems. There are numerous multi-camera 
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datasets used for these purposes and they are the foundation for advances in modern robot 
systems.  

Another important potential application of biometric technologies that involves the classification 
of emotion for speech has been of great interest to different constituencies. For example, call 
centers would like to make use of this information to guide agent behaviors (both humans and 
artificial). However, emotion information is also of use in other contexts, for example for 911 
call evaluation. Other public-facing services would benefit from such information. Companion 
agents (e.g., for the elderly) can also benefit, by supporting the development of systems that can 
react to emotional states and that need to develop empathetic relationships with humans.  
Research in this area has been hampered by lack of data. Relatively small amounts have been 
created for research. But progress in this area requires significant amounts of data. Current data, 
e.g., audio recordings of podcasts, can be used but it needs to organized for such research. 
Moreover, additional categories of data (linked to potential use cases) need to be identified and 
used to improve the technology. 

Benefits and Harms Associated with Biometric Technologies 

One area where biometric technologies have the potential to greatly improve lives is in the 
improvement of assistive devices. Carnegie Mellon University (CMU) researchers use biometric 
information extracted from raw data such as video and audio recordings and images to train 
ambient artificial intelligence and improve the ability of such devices to respond to the particular 
needs of individuals. For example, information about how people speak (which may be considered 
biometric information) can be extracted from audio recordings and used to train AI models to 
better respond to questions and commands. However, in order for AI to be trained in a fair an 
equitable way that benefits all members of society, the raw data from which biometric information 
is extracted must be varied and robust. In the context of the example above, an audio dataset must 
include recordings of a wide range of individuals in order to train the AI to understand commands 
from individuals who may have accents or speech impediments, One potential hurdle in creating 
the types of datasets that are needed is that individuals may not expect that information about them, 
such as footage from a surveillance camera, to be used for biometric technologies. This creates a 
challenge to researchers who seek to balance the privacy expectations of individuals with the needs 
of research and development.  

The benefits of biometric technologies in the realm of assistive devices are significant. For 
example, Professor Henny Admoni conducts research to understand and develop autonomous, 
intelligent robots that help people live better. An example of the lab’s research involves developing 
devices to assist humans that may have an upper body mobility limitation. Such limitations can 
prevent people from performing everyday tasks such as picking up a cup or opening a door. The 
U.S. Census Bureau has indicated that more than 8.2% of the U.S. population, or 19.9 million 
Americans, suffer from upper body limitations. Assistive robots offer a way for people with severe 
mobility impairment to complete daily tasks. However, current assistive robots primarily operate 
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through teleoperation, i.e., the remote operation of devices through a user’s hand and body 
movements, which requires significant cognitive and physical effort from the user. Professor 
Admoni’s research relates to understanding human verbal and nonverbal behaviors (like speech 
and eye gaze) during robot teleoperation. The research ultimately aims to develop technology to 
decrease operator fatigue and task duration when using assistive robots by employing human-
sensitive shared autonomy. 

The analysis of biometric information in video, audio, and image datasets is essential to the 
development of the ambient AI systems designed to provide real-time assistance to humans. For 
example, developing a virtual kitchen coach that helps people with dementia safely prepare their 
own food at home would require the AI to have an understanding of how humans move. Biometric 
data about physical and physiological characteristics of humans, such as their gait, can be extracted 
from video datasets. Other examples of assistive devices include, but are not limited to, an AI-
equipped manufacturing space that uses video information to support just-in-time delivery of 
materials and an AI-equipped sports training program that watches the user and provides feedback.  

While biometric technologies have the potential for great benefits, there is also a risk of harm if 
these technologies are not developed with sufficiently broad datasets. New datasets are needed to 
ensure equity since existing datasets may have widespread population biases. This limits the value 
and safety of AI systems. For example, most speech datasets lack the necessary training data to 
understand disability-affected speech (e.g., ALS, multiple sclerosis, etc.). Likewise, video datasets 
often lack enough training data for AI systems to identify and behave properly around people with 
disabilities. Without robustly diverse data from which to extract biometric information to train AI, 
an autonomous vehicle may not detect or act properly when encountering a pedestrian who is using 
a wheelchair or cane. 

One potential challenge to creating the types of datasets that are required to develop biometric 
technologies is balancing the needs of research and development with the privacy expectations of 
the people about whom the data may relate. While there may be mainstream acceptance of video 
recording in public places for surveillance purposes, for example, most individuals may not expect 
information about their physical characteristics to be extracted from the recording for product 
development. CMU researchers have done extensive research on how people feel about a wide 
range of video analytics/facial recognition scenarios representative of the current state of practice. 
The main article detailing our research, which involved asking 123 people to answer questions 
about a variety of video analytics deployments they could realistically encounter as they went 
about their regular daily lives over the course of 10 days, resulted in detailed responses about 2,328 
video analytics scenarios.2  

These results provide a uniquely rich picture of how people feel towards different deployment 
scenarios and how their perceptions of these scenarios vary from one individual to another. 
                                                   
2 S Zhang, Y Feng, L Bauer, LF Cranor, A Das, and N Sadeh, "“Did you know this camera tracks your 
mood?”: Understanding Privacy Expectations and Preferences in the Age of Video Analytics", Proceedings 
on Privacy Enhancing Technologies, 2, 1, Apr 2021 [pdf]. 

https://www.petsymposium.org/2021/files/papers/issue2/popets-2021-0028.pdf
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Overall, while many (though not all) people seem to have grown accustomed to the deployment 
of some video surveillance technologies, many express surprise and a desire to be informed about 
and exercise some control over more recent types of deployments such as deployments in the 
workplace, deployments geared towards marketing or attendance tracking purposes, or video 
analytics capable of making inferences about someone’s health, including mental health.  

Governance Programs 

Carnegie Mellon University (CMU) recognizes the challenge of developing policy that sufficiently 
mitigates potential harms to consumers arising from the collection and use of biometric 
information without hampering critical research and innovation.  

As mentioned above CMU’s study confirms that people have diverse attitudes towards different 
scenarios involving the collection of biometric data. Current biometric privacy laws at the state 
level, such as the Illinois Biometric Information Privacy Act, focus on a notice and consent model 
under which organizations must provide notice to individuals in order to collect and process their 
biometric information, and in some cases, obtain consent.  

Organizations deploying biometric technologies often rely, for example, on signs that read “this 
area under camera surveillance” or some equivalent language. These signs themselves often do 
not inform people about how their data will be processed (e.g., what type of analysis will be run 
on the footage), for what purpose, with whom results will be shared, or for how long they will be 
retained. They do not provide mechanisms for people to opt-in or opt-out of these practices and do 
not enable them to access the results (e.g., discovering what was possibly inferred about someone’s 
mood or productivity). 

In response to the challenge of providing adequate notice and obtaining consent, CMU researchers 
have developed and deployed a privacy infrastructure for the Internet of Things (IoT) that can be 
used to inform people about the collection and use of their biometric data as they go about their 
activities. This infrastructure is accessible at: https://iotprivacy.io. It already hosts close to 150,000 
entries for Internet of Things resources that collect data about individuals. These entries are 
accessible via an “IoT Assistant” mobile app available on both iPhones and Android phones. Using 
their IoT Assistants, users can be informed via customizable notifications about biometric/IoT data 
collection scenarios they care about as they go about their regular activities. The infrastructure 
includes a portal that allows entities deploying IoT/biometric data collection technologies to 
disclose the presence of their technologies and make them discoverable. It allows entities to 
provide users with privacy controls, for example in order to comply with privacy laws such as the 
EU’s General Data Protection Regulation.  

While the notice-and-consent model seeks to alleviate some of the privacy concerns associated 
with the collection and use of biometric information, it is important to note that the model may be 
unduly burdensome in the research context and thus impede the ability to realize the important 
societal benefits of the responsible use of biometric technologies.   
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As an alternative, future policies could reflect current governance models used for research. 
Traditionally, best practices for collection, storage, sharing, and other processing of data, including 
sensitive health and personal data, have been managed through Institutional Review Boards 
(IRBs). These remain the best situated, trained, and suited to balance risk to participants against 
benefits to both the participants and society as a whole. 

The IRB is a diverse group of scientific and non‐scientific individuals who conduct the initial 
and ongoing review of research studies in order to ensure the protection of the rights, safety, and 
well‐being of human subjects participating in those studies. The federal code of regulations 
(Title 45) governs the composition and conduct of the IRB. 

Current IRB best practices reflect that in certain situations, providing notice and obtaining consent 
before collecting information about individuals is appropriate. Moreover, IRB best practices 
recommend participants in private settings be offered an option for requesting deletion of collected 
video or audio data. This option is often not required for public settings where there is no 
expectation of privacy (e.g., a location that also has security cameras or is heavily populated by 
other people). 

CMU also recognizes that recent bipartisan measures by Congress3 and the science agencies to 
integrate a focus on ethics and increased awareness of the potential impact of technologies such as 
biometrics will enhance effective governance programs and policies.   

 

                                                   
3 These measures include provisions in the National Artificial Intelligence Initiative Act of 2020 that 
advances the development of ethics or risk statements as a part of or subset of all applications for research 
to the National Science Foundation.  The Act, Division E of Public Law No: 116-92, also advances the 
integration of ethics education into STEM curricula from K-12 to higher education. 


