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City of Portland’s Smart City PDX program’s comments to the OSTP
RFI on Public and Private Sector Uses of Biometric Technologies

Portland, Oregon January 13, 2022

In response to the Notice of Request for Information (RFI) on Public and Private Sector
Uses of Biometric Technologies (FR Doc. 2021-21975 ) by the Office of Science and1

Technology Policy (OSTP), the City of Portland’s Smart City PDX program recognizes2

the importance of this topic and reached out to city employees to understand any
current or future plan of using biometric information in our local government.

Context

The Smart City PDX program is part of the Bureau of Planning and Sustainability of the3

City of Portland, Oregon. In recent years, the program has been developing
foundational policies that embed equity and anti-racism in the use of information and
technology.

In 2019, the City passed its privacy and information protection principles and then the4

City issued a ban on use of face recognition technologies in city bureaus and by private
entities in places of public accommodations . These bans were an answer to community5

and elected officials concerns that the technology impacted disproportionately to people
with dark skin color, women and elderly people.

The City of Portland is currently developing its privacy and surveillance technologies
policy based on the idea of digital justice , and engaging in conversations and literacy6 7

events with the community. This policy has the goal to develop internal capacity,
infrastructure, and guidelines to manage information technologies that collect
information from people’s lives and movements.

7 https://www.smartcitypdx.com/news/2021/1/22/what-does-digital-justice-mean-in-portland
6 https://www.smartcitypdx.com/surveillance-policy
5 https://www.smartcitypdx.com/face-recognition
4 https://www.smartcitypdx.com/privacy-principles
3 https://www.portland.gov/bps
2 https://www.smartcitypdx.com/

1

https://www.federalregister.gov/documents/2021/10/08/2021-21975/notice-of-request-for-information-rfi-o
n-public-and-private-sector-uses-of-biometric-technologies

City of Portland | Bureau of Planning and Sustainability
- Smart City PDX program -

• 

https://www.smartcitypdx.com/news/2021/1/22/what-does-digital-justice-mean-in-portland
https://www.smartcitypdx.com/surveillance-policy
https://www.smartcitypdx.com/face-recognition
https://www.smartcitypdx.com/privacy-principles
https://www.portland.gov/bps
https://www.smartcitypdx.com/
https://www.federalregister.gov/documents/2021/10/08/2021-21975/notice-of-request-for-information-rfi-on-public-and-private-sector-uses-of-biometric-technologies
https://www.federalregister.gov/documents/2021/10/08/2021-21975/notice-of-request-for-information-rfi-on-public-and-private-sector-uses-of-biometric-technologies


]\

2

Internal survey and findings

Our team sent a survey to all city bureau liaison with technology services to understand
the current and future use of biometric information, as defined in this RFI. We also
asked about any concerns and suggestions on using this type of information.

City staff recognize some benefits in using biometric information, particularly for
personnel identification and access to secure areas; however, most of the people that
answered the survey see the collection of biometric information as a liability and adding
more complexity to the regular protection of information that the City already
implements.

City staff also recognize that this topic requires more public discussion by elected
officials and with the community due to disproportionate impacts to Black, Indigenous,
and People of Color communities. These comments also included improving existing
City infrastructure and city staff capacity for data management to reduce risks and
increase public trust prior to any future, proposed collection of biometric information.

In general, city staff is not aware of immediate broad uses of biometric information by
the City other than a few, limited cases for personnel identification. All city employee
personal data is already protected by State law and City policies.

In addition to this internal survey to city staff and in the context of the public
engagement for the development of the City’s surveillance technologies policy , the8

Smart City PDX team has also received public comments from the community in
Portland. Many community comments express concerns about the future, potential use
of biometric information by the City and demanded more transparency prior to the City
doing so.

Smart City PDX recommendations

The following recommendations have been compiled from practical experience and
policy work in local government, community and staff input, and legal advice through the
policy making process.

8

https://www.smartcitypdx.com/news/2021/8/11/the-city-of-portland-starts-the-work-developing-its-surveilla
nce-policy
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1) Use of biometric information must be minimized to those cases where law or
regulation requires it, or there is a clear value added to the community and
government operations.

2) The collection of biometric information represents people’s bodies and losing
control over this information represents an unnecessary risk. Individuals should
have the ability to restrict access to their own biometric information.

3) The use of biometric information in local government for commercial or social
services should be limited to verification (one-to-one) processes rather than to
identification (one-to-many).

4) A risk assessment approach may allow local governments to use specific
biometric data or work with trusted vendors for specific cases where this data
collection is needed.

5) Metrics around effectiveness of technological solutions relying on biometric
information should be included to justify fiscal and social risks and impacts.

6) We recognize that the collection of biometric data may lead to mass surveillance
systems and infrastructure that supports that. Any collection of biometric
information should be connected to a specific use only in a transparent and
accountable way.

7) Exemptions of the use of biometric information could be necessary in
emergencies, major disruption events, or cases where robust safeguards and
regulations already exist. Reports of the use of biometric information in these
exemptions are recommended.

8) Local governments need access to infrastructure to support a secure use of
biometric information when necessary. This infrastructure includes: full
information life cycle transparency, certification entities for privacy and
cybersecurity services, auditing services, training and open standards.

9) Biometric information may create additional barriers to accessing local
government services needed by vulnerable residents. The use of biometric
information for identity verification should be used on secure devices only and
using state of the art encryption algorithms.
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10)Specify a minimum retention schedule for biometric information limited to its
specific use. This strategy can increase trust, reduce liability and cost to cities.

11)Sharing of any biometric information with other jurisdictions or third parties
should follow the information protection standards for highly sensitive
information.

12)Policies to use biometric information should be centered in the values of digital
rights that protect individuals and groups like informed consent, right to know,
and right to be forgotten. People should have ownership and agency over their
own data as a fundamental digital right

13)All enterprises need to explore alternative and secure methods for identity
verification that do not rely on biometric information.

14)There is a need for public discussion weighing the public good against the
intrusion of individual privacy and other associated risks for collection and use of
biometric data.

Send any comments or questions to .

Document prepared by
Hector Dominguez

Open Data Coordinator - Smart City PDX program
Bureau of Planning and Sustainability - City of Portland
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