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January 18, 2022
Office of Science and Technology Policy
Executive Office of the President
Eisenhower Executive Office Building
1650 Pennsylvania Avenue
Washington, DC 20504

VIA EMAIL
BiometricRFI@ostp.eop.gov

Re: Comments of Coworker.og on RFI Response: Biometric Technologies

Coworker.org welcomes this public consultation by the White House Office of
Science and Technology Policy (OSTP) on public and private uses of biometric
technologies. Coworker.org is a laboratory for workers to experiment with
power-building strategies and win meaningful changes in the 21st-century economy.
For the past four years, we have been conducting research and analysis for the field
on how data-mining techniques innovated in the consumer realm had moved into
the workplace1. The past year, we have been investigating and documenting the
increasing number of tech products and tech companies collecting and processing
biometric data from workers at every step of the labor process — hiring/recruitment,
workplace safety and productivity, benefit provision, workforce development, et al.
Dubbing this tech ecosystem as “Little Tech”, we launched a public database2 to
bring attention to the rapidly growing and expansive unregulated marketplace of
tech products increasingly collecting, aggregating, and analyzing sensitive biometric
data about workers. Our research shows that the AI-enabled biometric products
are not only getting more pervasive, but also more increasingly reliant on sensitive
data points such as workers’ medical/health info (i.e. body temperature, respiratory
rate, and heart rate3), gestures, sentiment/mood, stress levels, cognitive functioning,
etc.

3 See Scorecard by Fight for the Future highlighting which top retailers are employing facial recognition
technologies in the workplace: Ban Facial Recognition In Stores.

2 “Bossware and Employment Tech Database.”

1 “The Datafication of Employment. How Surveillance and Capitalism Are Shaping Workers’ Futures Without Their
Knowledge.” Sam Adler-Bell and Michelle Miller. The Century Foundation. 12/19/18.

https://www.banfacialrecognition.com/stores/#scorecard
https://home.coworker.org/worktech/


While it's been encouraging to see more state biometric laws and local ordinances
emerging (e.g. Portland, Oregon, and NYC), as well as class-actions for
non-compliance — the collection of biometric data is largely unregulated.
Additionally, while AI-enabled biometric technologies in the public and private
sector are becoming more prevalent, most users still do not fully understand
potential risks and their obligations. In fact, industry reports have found that many
companies are deploying various forms of AI throughout their businesses with little
consideration for their ethical implications4.

In order to assist OSTP’s analysis of public and private uses of AI-enabled biometric
technologies, the analysis below provides an overview of the current and anticipated
uses of these technologies in the workplace and labor markets.

1. The collection of workers’ biometric data is proliferating and AI-enabled
biometric technologies are being integrated into almost every part of the
labor process (e.g. hiring and recruitment, productivity and risk
monitoring, workplace safety, etc).

The past eight years, American workplaces have relied on a suite of business
intelligence and enterprise technology tools to measure productivity through
keystrokes and time keeping and management. Yet, as the technology has
advanced so have the products and the data mining that enables them. Now
most AI-enabled biometric products in the workplace now regularly capture
sensitive data points such as workers’ sentiment, behaviors, mental health,
facial and audio data, etc., and for a more diverse type of labor uses such as
hiring and recruitment, insider threat detection, maintaining workplace safety,
etc. Additionally, when we have investigated recently filed patents, we also
found that corporate vendors are planning to develop more sophisticated
AI-enabled biometric technologies that can make predictions about workers’
well-being in the workplace. For example, Microsoft filed a patent on
10/29/20: US 2020/0342895 to be able to use audio and visual data from
workers in meetings in order to develop an individual sentiment rating system
looking at whether someone appeared concerned, ambivalent, appeared
distracted, annoyed, etc.

4 “Report finds startling disinterest in ethical, responsible use of AI among business leaders.” Jonathan Greig.
ZDNet. 5/25/21.

https://pdfaiw.uspto.gov/.aiw?Docid=20200342895&homeurl=http%3A%2F%2Fappft.uspto.gov%2Fnetacgi%2Fnph-Parser%3FSect1%3DPTO2%2526Sect2%3DHITOFF%2526p%3D1%2526u%3D%25252Fnetahtml%25252FPTO%25252Fsearch-bool.html%2526r%3D15%2526f%3DG%2526l%3D50%2526co1%3DAND%2526d%3DPG01%2526s1%3DMicrosoft.AANM.%2526OS%3DAANM%2FMicrosoft%2526RS%3DAANM%2FMicrosoft&PageNum=&Rtype=&SectionNum=&idkey=9EAD4F1AEEF8


Below is an overview of how workers’ biometric data is currently collected and
used in workplaces and the labor process:

● Predict employee misbehavior and formulate risk scores for workers
using collected behavioral and productivity analytics: Products in
this category are used in both white collar and blue collar jobs and
include products from both established corporate vendors such as
Oracle and newer startups. They collect workers’ audio and video
conversations data (among other data points) in order to analyze
human behavior and provide modern governance, risk, and compliance
controls. Products and companies in this category are eLoomina, Retail
XBRi Loss Prevention by Oracle, Aware's Organizational Insights,
Trendzact's Agent Interact: Workspace Monitoring & Response
Solutions, Veriato's Cerebral: AI Driven Insider Threat Detection,
Forcepoint's Behavioral Analytics solution, Netwrix's User Behavior
Analytics Solution, and SearchInform's User Behavior.

● Digital identity verification: Workers are having to utilize digital
identity verification systems in order to secure vital benefits. Examples
of this are the current public/private sector partnership between states
and facial recognition company, ID.Me, in order to process
unemployment benefits. Socure, a company currently being used in
the financial services, banking, gaming, healthcare, telecom, and
e-commerce industries and currently eying expansion into the public
sector with its recent hire of Jordan Burris, former chief of staff at the
White House Office of the Federal Chief Information Officer (CIO), takes
things one step further5. Their product Socure ID+ not only collects
biometric data for identity verification, but then this data is combined
with predictive analytics for fraud detection. It does this through a
single, modular API and self-learning correlations of over 6,000
predictors to determine riskiness of identity6.

● Supervise remote workers: With an increase in the number of remote
workers due to the pandemic, employers have been acquiring a variety
of work monitoring software to keep tabs on workers’ productivity, time
management, as well as detecting problematic behavior. Some

6 “Real-Time & Predictive Analytics Platform | Socure ID+.” Company Website:
https://www.socure.com/products/socure-id. Accessed 1.15.22.

5 “Socure targets public sector expansion with hiring of an ex Federal CIO chief."  By Frank Hersey. Dec 7, 2021.
Biometric Update.

https://www.linkedin.com/in/jordan-burris-60588a70/
https://www.socure.com/products/socure-id


products we have found such as Teleperformance TP Observer provide
an AI-enabled webcam that can be installed in remote workers’
computers that recognizes their face, tags their location, and scans for
“breaches” of rules at random points during a shift. Such breaches
include an “unknown person” detected at the desk via the facial
recognition software, “missing from desk,” “detecting an idle user,” and
“unauthorized mobile phone usage”. Other products such as Teramind,
collect audio recordings from workers (without their knowledge) among
other employee activity data points in order to support workplace
investigations.

● Covid workplace safety (including enforcing social distancing and
the use of masks): A wide variety of AI products have been rolled out
in the retail, restaurant, and hospitality industries in response to the
pandemic that utilize face- or temperature-detecting algorithms. They
include products such as Cogent Facial Recognition Platform, which
counts the United States Immigration and Customs Enforcement (ICE)
as a customer; Feevr; FindFace Pro, Tech5 Biometric Technologies;
TrueFace Aware, Alibi Single Person Thermal Wrist Temperature
Detection and Face Recognition Unit; Density; THine CTI-T66; Fitbit;
PcW Checkin; and Gateway COVID-19 Response. Other products, such
as the Dasha Covid-19 Screener, use voice AI to determine if workers
have Covid-19 symptoms. In 2020, experts noted in a New York Times
article that many of the virus screening tools being integrated in the
workplace were not reliable or accurate.7

● Hiring and recruitment. The products in this category target
everything from Fortune 500 companies and specific industries such
as financial services, retail, manufacturing, hospitality, aviation, and
technology (e.g., HiredScore, Hirevue, Human) to hiring and recruitment
more broadly (Jobandtalent, Pymetrics Talent Acquisition Platform).
Some of these products claim to track emotions such as anger,
contempt, disgust, engagement, joy, sadness, surprise and valence (a
measure of the positive or negative nature of the recorded person’s
experience) by analyzing a video clip. An emotion recognition API by
the company Affectiva, which claims that it can track emotions such as
anger, contempt, disgust, engagement, joy, sadness, and surprise, and
measure how pleasant or unpleasant they are by analyzing a video clip,
can also be integrated into many of these platforms. Other AI-enabled

7 “Employers Rush to Adopt Virus Screening. The Tools May Not Help Much." Natasha Singer. The New York Times.
5/11/20.



biometric products in this category are Human, which analyzes
video-based job applications and scores candidates’ emotional
reactions and Microsoft Wellness Insights, which seeks to help workers
manage workplace anxiety by providing wellness recommendations
based on their biometric data (heart rate, blood pressure, and more).

Now that we have outlined some current areas where AI-enabled biometric
technologies are used in the labor process, below we discuss key areas where
OSTP’s leadership would be a much-needed intervention in helping to provide
better protections and redress for workers.

● Work with key labor regulatory agencies to create a taxonomy of data
harms: This should include working with agencies such as the Equal
Employment Opportunity Commission (EEOC), National Labor Relations Board
(NLRB), Federal Trade Commission (FTC) or Occupational Safety and Health
Administration (OSHA) to expand the taxonomy of data harms that can
emerge from the use of AI-enabled biometric technologies in the labor
process. This should focus around three core areas: privacy, economic
exploitation, and discrimination. First, the taxonomy should lay out the data
harms that arise from privacy violations such as misuse of workers’ biometric
information which can lead to serious issues like identity theft. Additionally,
when biometric data becomes compromised, it will never be completely
secure as a method of authentication again which is more damaging than
when other types of data is stolen, like a person’s credit card number (you
can order a new credit card but you can never change your fingerprints.)
Therefore, understanding specific implications of this on workers, will be
essential.

Second, more research is needed to better understand AI-enabled biometric
technologies that facilitate exploitative labor practices, especially for
low-wage, disabled, or BIPOC workers. These can include instances of wage
theft, wage suppression,8 discrimination, at-risk employment relationships,
economic mobility, and more. Finally, researchers have already found that
biometric technologies have the potential to discriminate against protected
classes, such as disabled workers.9 For example, AI-powered hiring and
recruitment products such as Pymetrics and Humantic AI utilize online tests
that are not suitable for candidates with ADHD, dyslexia, and/or color

9 "Report – Algorithm-driven Hiring Tools: Innovative Recruitment or Expedited Disability Discrimination?” Lydia X.
Z. Brown, Ridhi Shetty, Michelle Richardson. Center for Democracy and Technology. 12/3/20.

8 "Identifying the policy levers generating wage suppression and wage inequality.” Lawrence Mishel and Josh
Bivens. Economic Policy Institute. 5/13/21.



blindness, are unforgiving of time gaps in résumés even for pregnancy or
medical reasons, may demand online tests to measure attention span or
culture fit, and can require videos to be recorded to analyze voice or
emotions. Therefore, data harms that can contribute to discrimination need
to be better defined according to protected classes.

This information will be essential in not only increasing regulatory
investigations surrounding potential abuses of workers’ biometric data but
also help support FTC rulemaking in this area, the increasing number of
state-level complaints and class action suits taking place, especially in Illinois
where the Biometric Information Privacy Act (BIPA) is the most
comprehensive biometric legislation in the country, as well as new regulations
and laws emerging in different states.

● OSTP should provide biometric privacy industry standards to instruct the
public and private sector on how they should handle and safeguard this
data. There is an immediate need for greater clarity and public education
around the development of comprehensive biometric data policies in private
and public sector uses. These standards should help guide actors in each
sector to understand how to ensure proper data security, provide notice of
biometric data collection and intended use purposes, obtaining written
consent to disseminate biometric data, and banning the sale of this
information. Additional standards are also needed in terms of the proper legal
process for the retention and destruction of workers' biometric data.

The rapid advancement of AI technologies in recent years means that regulators are
engaged in a game of catch up. And while the United States does not yet have a
comprehensive AI regulatory framework, the OSTP can play a unique role in
increasing the public and regulatory agencies better understand by providing a
framework for understanding risks that emerge from biometric technologies and
necessary safeguards to ensure these technologies do not run afoul of restrictions
set out in laws and regulations relating to privacy, anti-discrimination, data security,
labor violations, and other related frameworks. We welcome OSTP’s leadership in
helping to safeguard workers’ sensitive data.

Thank you for the opportunity to provide these comments.
Wilneida Negrón, PhD
Director of Research and Policy
Coworker.org


