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January 14, 2022 
 

Mr. Suresh Venkatasubramanian 
Assistant Director  
Office of Science and Technology Policy 
Executive Office of the President 
Eisenhower Executive Office Building 
1650 Pennsylvania Avenue 
Washington, D.C. 20504  
 

RE: RFI Response: Public and Private Sector Uses of Biometric Technologies 
 

Dr. Suresh Venkatasubramanian, 
 

Deloitte1 is pleased to submit a response to the questions posed in the Office of Science and Technology 
Policy (OSTP) Request for Information (RFI) on Public and Private Sector Uses of Biometric Technologies.  
Deloitte applauds OSTP’s effort to review the current marketplace and policy landscape related to biometric 
technologies. Biometrics have a long-standing role in protecting systems and services we rely upon. The use 
of Artificial Intelligence (AI) has enhanced the efficacy of some of those technologies, and it is important for 
OSTP to fully understand any unintended consequences of this application of AI. 
We support the distinction that OSTP makes between biometric recognition and biometric inference to ensure 
clarity in the broader marketplace. In this response, we offer: our experiential observations; proposed 
principles; and recommendations for consideration in our enclosed response prepared by the Deloitte AI 
Institute for Government. Deloitte’s perspective is based on years of working with public and private sector 
organizations to carefully implement AI-enabled technologies to meet mission and business objectives while 
protecting privacy and civil liberties. 
In the short term, we believe that clear classification of biometric technology use cases, along with the 
articulation of core AI Risk Management principles are essential. In the medium and longer term, we believe 
these measures combined with robust governance, broader availability of reliably inclusive data sets, wider 
use of standardized test methods, strong security and consent-based privacy safeguards, in addition to 
proactive mitigation of sources of errors and bias can lead to better public policy outcomes. 
We would be pleased to have further dialog with OSTP as it continues to explore the concept of an AI Bill of 
Rights and reviews the responses from this and any future RFIs. Please do not hesitate to contact us, should 
you have any questions. 
 

Sincerely, 
 

Ed Van Buren    Colin Soutar  

  

Principal     Managing Director  
AI in Government Leader,  Government and Public Sector 
Deloitte Consulting LLP  Cyber & Strategic Risk Products and Technology Lead, 
   Deloitte & Touche LLP

 
1 As used here Deloitte means Deloitte Consulting LLP and Deloitte & Touche LLP, subsidiaries of Deloitte LLP. Please see www.deloitte.com/us/about for a 
detailed description of our legal structure. Certain services may not be available to attest clients under the rules and regulations of public accounting. 

http://www.deloitte.com/us/about
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Executive Summary 
Artificial Intelligence (AI) is a powerful tool capable of enhancing U.S. economic prosperity and national 
competitiveness. AI-enabled automation empowers the government and private sector to achieve progress 
through enhanced security effectiveness, cost-saving efficiencies, and increased accuracy. In the biometric 
arena, the impact of AI is already being realized in significant and far-reaching ways, namely by enabling 
significant advances in performance. In this RFI response, we offer perspectives related to the application of AI 
to biometric technologies, which may be leveraged to inform an AI Bill of Rights.2 
In March 2021, we established the Deloitte AI Institute for Government to drive the use of AI in a fair and 
trustworthy way through research, eminence, and applied innovation.3 We draw upon our deep AI experience 
for this response, as well as the experience of our biometric subject matter specialists, including Colin 
Soutar4, who previously helped establish the biometric industry via biometric systems development and 
deployment in addition to serving in leadership roles and making technical contributions to national (e.g., NIST, 
INCITS, ANSI) and international biometric standards (e.g., ISO/IEC).5 
Based on our experience and the latest research, we believe OSTP should embrace core principles as it seeks to 
develop effective frameworks for the development and use of biometric technologies in both the public and 
private sectors: 
• Clarity: biometric technology terminology should adhere to national and international standards. Terms 

such as “recognition” and “inference” should be clearly defined and deployed in appropriate context to 
ensure common understanding across stakeholders in the ongoing national dialogue around AI and 
biometrics. (Response 1) 

 
2 https://www.whitehouse.gov/ostp/news-updates/2021/10/22/icymi-wired-opinion-americans-need-a-bill-of-rights-for-an-ai-powered-world/  
3 https://www2.deloitte.com/us/en/pages/about-deloitte/articles/press-releases/deloitte-launches-ai-institute-for-government.html  
4 https://www2.deloitte.com/us/en/profiles/colin-soutar.html  
5 NIST (National Institute of Standards and Technology; INCITS (InterNational Committee for Information Technology Standards); ANSI (American National 
Standards Institute); ISO/IEC (International Organization for Standards/International Electrotechnical Commission) 

https://www.whitehouse.gov/ostp/news-updates/2021/10/22/icymi-wired-opinion-americans-need-a-bill-of-rights-for-an-ai-powered-world/
https://www2.deloitte.com/us/en/pages/about-deloitte/articles/press-releases/deloitte-launches-ai-institute-for-government.html
https://www2.deloitte.com/us/en/profiles/colin-soutar.html


4  

• Transparency: Standardized testing is a critical tool for building successful biometric systems. Inclusive 
and trustworthy training and testing data is the foundation of fair and accurate biometric solutions. The 
federal government is uniquely positioned to publish these data assets in a coordinated fashion for broad use 
by biometric technology developers as well as organizations and third parties wishing to evaluate currently 
deployed and/or emerging biometric systems. (Response 2) 

• Security: Individuals have a right to understand how their biometric data is collected and used. 
Organizations developing or implementing biometric technologies should build in security and consent-
based safeguards up front and ensure accountability, for example through procurement requirements. 
(Response 3) 

• Mitigation: Like any other technology, biometric solutions do not exist in a vacuum and they are not 
infallible. Biometric algorithms along with associated sensors, data, users, processes, and operating 
environments can contribute to errors. Proactively identifying and measuring the causes of errors can help 
mitigate unintended consequences. In addition, AI-enabled solutions should be designed to reduce the 
potential for algorithmic bias. (Response 4) 

• Adoption: The use of biometric technologies is widespread and accelerating in our institutions, the 
economy, and broader society. This trend is likely to continue as individuals and organizations reap the 
benefits of biometrics, and new innovations come to market. (Response 5) 

• Governance: Biometric governance should enable innovation and guard against potential misuse by public 
and/or private sector entities. A tailored approach designed around clearly defined use cases and core AI 
risk management principles, such as those championed by Deloitte6, can yield high quality public policy 
outcomes. This is consistent with the approach that NIST is taking in the development of their AI Risk 
Management Framework.7 (Response 6) 

We believe OSTP’s inquiry into the state of biometrics in the public and private sectors will continue to foster 
accurate, successful, fair, and judicious use of this important technology. We are pleased to share our 
knowledge from our historical and ongoing experience advising government and commercial organizations on 
the implementation of biometric concepts, technologies, and solutions. 
Response 1: Descriptions of use of biometric information for recognition and inference 
Biometric technologies are built on decades of research and development in computer vision and pattern 
recognition. The integration of AI into biometric recognition and inference has yielded unprecedented 
growth in system accuracy and applications. 
Biometric algorithms are generally deployed in two ways: recognition or inference. In the former, the system 
is attempting to verify or identify a person based on biometric inputs (i.e., does this sample match this other 
sample?). In the latter, a system is attempting to detect a specified state, for example: an emotion, signs of 
fatigue, and so on. It is critical for public and private sector organizations to know the differences so they can 
select solutions that meet their mission or business requirements. Within the realm of recognition it is also 
important to be aware of the differences between biometric verification and identification.8 

Table 1: Differences between Biometric Recognition and Inference 

 Recognition Inference 
Application Verification and/or Identification Detection 

Data Modalities: Fingerprint, Face, Iris, Voice, 
DNA, etc. 

States: Fatigue, Anxiety, Fear, Deception, etc. 

Data Sources Opt-in Enrollments, Watchlists, Criminal 
Databases, Training Datasets 

Encounter Data, Real-time Samples, Training 
Datasets 

Input Claim AND Reference Biometric Info  Subject Biometric Info 
Decision Match/Hit OR No Match/No Hit Detected OR Not Detected 

 
6 https://www.nist.gov/system/files/documents/2021/09/15/ai-rmf-rfi-0073.pdf  
7 https://www.nist.gov/itl/ai-risk-management-framework  
8 See Response 2 for more detail 

https://www.nist.gov/system/files/documents/2021/09/15/ai-rmf-rfi-0073.pdf
https://www.nist.gov/itl/ai-risk-management-framework
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As depicted in Table 2, biometric inference and recognition systems are currently deployed across a wide range 
of use cases including but not limited to9: 

Table 2 Sample of Current Deployments of Biometric Recognition and Inference  

 Context Goals User Data Collected 
(and Purpose) 

Impacted 
Communities 

Border 
Security10 

International 
inbound and 
outbound air 
travel (e.g., 
biometric 
entry/exit) 

Fulfilling statutory mandate 
to biometrically process 
arrivals and departures, 
detecting imposters and 
threats (e.g., terrorists) 

Facial, 
Fingerprints 
(recognition) 

International 
Travelers 

Aviation 
Security11 

Domestic airport 
security 
checkpoints 

Enhancing security, 
efficiency, and air travel 
experience 

Facial, 
Fingerprints 
(recognition) 

Trusted 
Travelers12 

Law 
Enforcement 

Federal, state, 
and local 
investigations 

Matching evidence from 
crime scenes to individuals, 
developing investigatory 
leads 

Fingerprints, 
DNA, Facial 
(recognition) 

Suspected 
Parties 

Workforce 
Vetting13 
and Human 
Capital 

Public and/or 
private sector 
employers 

Ensuring personnel meet 
employment requirements 
and are continuously 
authorized for access to 
secure facilities and systems 

Fingerprints, 
Facial, 
(recognition) 
Keystrokes 
(recognition and/or 
inference) 

Employees, 
Contractors
14 

Providing productivity tools 
for administrative tasks, 
detecting signs of stress (i.e., 
burnout) 

Voice (recognition 
and/or inference) Employees 

Financial 
Services 

Various banking 
institutions 

Combating fraud via speech 
analysis 

Voice (recognition 
and/or inference) 

Account 
Holders 

Citizen 
Identity15 

Foreign 
governments 
(e.g., India’s 
Aadhaar system)  

Enabling financial inclusion 
especially for remote 
communities; reduction in 
fraud, waste, and cost 

Fingerprints, 
Facial and Iris 
(recognition)  

General 
Population 

We believe the transparent and consistent classification of recognition and/or inference applications and use 
cases is critical for ensuring common understanding across diverse public and private sector stakeholders with a 
vested interest in the effective development and governance of biometric technologies. 
Response 2: Procedures for and results of data-driven and scientific validation of biometric technologies 
Policy makers should enable continuous evaluation of biometric systems using internationally adopted 
testing standards to ensure they support mission and objectives. The government should consider making 
authoritative, reliable, and inclusive biometric data sets available for development and testing.  
Systems using biometric information are typically tested via methodologies that follow traditional detection 
theory. These scientific methodologies evaluate performance on any given measurable factor with great 

 
9 See Response 5 for a more exhaustive list of biometric use cases 
10 https://biometrics.cbp.gov/ 
11 https://www.tsa.gov/biometrics-technology 
12 https://ttp.dhs.gov/  
13 https://www2.deloitte.com/us/en/insights/industry/public-sector/future-of-security-in-digital-era.html    
14 https://www.commerce.gov/osy/programs/credentialing/hspd-12-credentialing (federal employees/contractors) 
15 https://www.imf.org/en/Publications/FM/Issues/2018/04/06/fiscal-monitor-april-2018 

https://biometrics.cbp.gov/
https://www.tsa.gov/biometrics-technology
https://ttp.dhs.gov/
https://www2.deloitte.com/us/en/insights/industry/public-sector/future-of-security-in-digital-era.html
https://www.commerce.gov/osy/programs/credentialing/hspd-12-credentialing
https://www.imf.org/en/Publications/FM/Issues/2018/04/06/fiscal-monitor-april-2018
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precision. Speed, scale, availability, and system reliability are performance measures used to evaluate biometric 
systems. As biometric matching is inherently statistical – using decision thresholds that accommodate the fact 
that no two samples from the same individual are identical – system performance is sensitive to testing set size 
and coverage. 
Internationally recognized testing and reporting standards offer generalized and standardized procedures to 
evaluate biometric systems.16 Organizations such as NIST have also developed authoritative expertise in 
reliable, independent, and fair assessment of biometric systems.17 Similarly, DHS Science and Technology 
Directorate’s Biometrics and Identity Management Technology Center evaluates biometric and identity 
technologies to optimize performance for a variety of operational scenarios and online use cases.18 The 
methodologies adopted by these organizations offer trustworthy guidance in understanding performance 
variation in a variety of factors including operating conditions, human factors, and demographics. 
As noted previously, biometric systems are inherently statistical, and their performance ultimately reflects a 
trade-off between two error types: false positive errors and false negative errors (see Table 3 below). In other 
words, biometric systems are trained to accommodate multiple instances of the same user presenting their 
biometric sample, while rejecting samples from other users. The data sets and training methods used to train the 
biometric processes need to ensure the systems will be inclusive of all intended users, and that the system has 
been properly configured for an organization’s given mission or business security requirements. 

Table 3: Types of Biometric Errors19 

System False Positive False Negative 

Recognition: 
Verification 

False Acceptance Rate (FAR): proportion 
of transactions with false biometric 
claims erroneously accepted. 

False Rejection Rate (FRR): proportion of 
verification transactions with true biometric claims 
erroneously rejected. 

Recognition: 
Identification 

False Positive Identification Rate (FPIR): 
proportion of identification transactions 
by capture subjects not enrolled in the 
system for which a non-empty list of 
candidate identifiers is returned. 

False Negative Identification Rate (FNIR): 
proportion of identification transactions by capture 
subjects enrolled in the system for which the 
subject’s correct identifier is not included in the 
candidate list returned. 

Inference: 
Detection 

Sample from person not exhibiting trait 
incorrectly determined to exhibit it. 

Sample from person exhibiting trait incorrectly 
determined not to exhibit it. 

For testing, it is important to emphasize a ground truth and assign expected outcomes to the performed tests to 
ensure accuracy and fair observation of the system’s performance. Different data sets should be used for testing 
the systems and for training and tuning. An additional consideration is to ensure test data reflects the 
operational conditions associated with the system. For example, camera images as probes and passport/visa 
images as gallery samples can be ideal to assess the performance of facial recognition (FR) in a travel use case, 
but other types of imagery may be best for other use cases. Controlling other factors like illumination can allow 
the test setup to resemble an operational scenario even more closely. Table 4 illustrates common testing 
methodologies for recognition and inference applications. 

Table 4: Biometric Testing Methodologies 

Application Data Sets Tests 

Recognition: 
Verification 

Genuine: Two or more 
samples from each person 
Impostor: Samples of non-
matching persons 

Score distributions from match combinations of genuine and 
impostor sets. False positive and negative rates at possible score 
thresholds yield aggregate-based Detection Error Trade-off 
(DET) curve. DET provides insights into impact of different 
operating points on security and user experience. 

 
16  https://www.iso.org/standard/73515.html  
17 https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-race-age-sex-face-recognition-software  
18 https://www.dhs.gov/science-and-technology/BI-TC  
19 FAR, FRR, FPIR, and FNIR definitions from ISO-IEC 19795-1 Information technology — Biometric performance testing and reporting — Part 1: Principles and 
framework - WD3 – pages 33 through 35 

https://www.iso.org/standard/73515.html
https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-race-age-sex-face-recognition-software
https://www.dhs.gov/science-and-technology/BI-TC
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Recognition: 
Identification 

Probes: Samples, some of 
which have matching 
identities in gallery 
Gallery: Population 
containing samples from 
identities including probe 

Probes searched against gallery to assess false positive and false 
negative identification rates, with considerations for rank. 
Cumulative Match Characteristic (CMC) curve helps assess 
identification performance by viewing accuracy as candidate list 
sizes (and ranks) vary. Accuracy is sensitive to gallery size, 
decreasing with larger galleries. 

Inference: 
Detection 

Labeled data sets with 
ground truth on detection 
decision 

System’s ability to make correct binary (detected-not detected) 
or gradual (least detected-most detected) decision on inferred 
state evaluated by comparing test outcomes to ground truth. 

Given the importance of using reliable and inclusive data sets to develop biometric systems and assess their 
performance (and the significant resource burden for researchers and private businesses to acquire such data 
sets), the government may consider acquiring and maintaining them. Publicly available portions could be used 
for development and training of biometric systems, while other portions could be embargoed for subsequent 
government or third-party testing of biometric system performance. 
Response 3: Security considerations associated with a particular biometric technology 
Individuals have a right to understand how their biometric data is used. Developers and organizations 
implementing biometric solutions should enhance privacy and security protections by proactively building 
safeguards to protect users as well as assets and operations. 
The security of biometric systems is designed, developed, and evaluated with respect to two categories. The 
first is security unique to biometric systems, and the second category includes security concerns found in all 
technical systems including security of data in transit, data at rest, and other vulnerabilities.  
In 2016-2017, Deloitte supported NIST in developing Strength of Function for Authenticators (SOFA) – 
Biometrics20 which leveraged long-standing biometric security principles developed in the late 1990s and 
2000s.21 The SOFA-Biometrics effort outlined security considerations specific to biometrics to include:  
• Attempts to override components of a biometric system (i.e., capture device, signal processor, 

comparator, database, decision engine) 
• Attempts to modify information (i.e., biometric template, probe, biometric reference, score, decision) and 
• Presentation attacks (e.g., providing spoofed biometric data to the sensor) 

Defenses against these types of vulnerabilities are becoming increasingly necessary and commoditized with 
broader use of fully automated, user-centric solutions in a digital environment. Additionally, considering the 
large quantities of data used by biometric inference systems, the potential vulnerability of the systems that 
capture, process, and retain this data is another security risk that deserves additional evaluation. 
Just as individuals have a right to understand how their biometric data is used and expect safeguards built to 
protect their privacy and security, organizations have a responsibility to acknowledge these rights and offer 
security and privacy in the biometric products and services they offer. It is in the best interest of organizations 
to strengthen biometric security and privacy controls for their own mission or business success. Standards-based 
scientific approaches that quantify and classify the strength levels of biometric systems empower organizations 
to acknowledge the risks associated with biometric information and systems, and make informed design 
decisions. Vendors are increasingly interested in incorporating standards-based security requirements in their 
designs. Articulating biometric security requirements during procurement can further motivate them to 
proactively address these issues.  
Response 4: Exhibited and potential harms of a particular biometric technology 
Biometric errors and their consequences are measurable, mitigatable, and multi-faceted. Data, algorithms, 
sensors, operational constraints, users, and operational processes are all part of a larger system. 
Understanding how they are connected is imperative to devising strategies to help mitigate “bias” and errors. 

 
20 https://pages.nist.gov/SOFA/SOFA.html  
21 Security considerations for the Implementation of Biometric Systems. Colin Soutar. Automatic Fingerprint Recognition Systems. Springer. 2004 

https://pages.nist.gov/SOFA/SOFA.html
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Biometric technology developers and organizations implementing biometrics solutions must continuously 
evaluate their systems to ensure they are fulfilling clearly defined objectives. To the best of their abilities, they 
must identify and mitigate unintended errors and their consequences. The consequences of typical biometric 
errors (defined above in Table 2), no matter how infrequent compared to the volume of successful transactions, 
will vary depending on organization, application, use case, and users involved. Biometric errors can yield 
negative consequences for both organizations and individuals, as summarized below in Table 5. Both error 
types may result in unintended harm. Biometric system owners must strike a balance between the need to 
reduce false positives and the need to reduce false negatives based on their specific risk appetite.  

Table 5: Consequences of Biometric Errors 

 Individual Consequences Organizational Consequences 
False 
Positive 

I have been mistaken for someone else or 
someone has been mistaken for me 

Access has been granted to someone who 
should not have it (i.e., vulnerability) 

False 
Negative 

I was denied access to something I should have 
access to (i.e., inconvenience) 

Denial of rightful user access resulted in 
inefficiency and requires resolution 

Failure to 
Acquire 

I am unable to use the technology because it 
cannot acquire my biometric information 

An alternative solution or process must be 
developed and offered to the user 

As articulated in Response 2, biometric errors occur due to the inherently statistical nature of the technology. AI 
has vastly improved the performance of biometric systems, particularly facial detection and FR, however 
research indicates algorithms that primarily rely on AI may be impacted by how representative their training 
sets are of the general population.8 If, for example, FR training data sets are overweighted towards younger 
faces, then algorithms trained on these data sets may perform better on those subjects relative to the general 
population. Left unaddressed, the use of under-representative data to train AI-enabled biometric solutions could 
lead to sub-optimal outcomes across a broad range of applications due to algorithmic bias.  
It is critical to realize not all algorithms are created equal and it is important to “know your algorithm.” Decision 
makers across the public and private sectors should strongly consider this when tasked with the responsibility of 
selecting or designing a holistic biometric solution. While NIST’s recurring benchmark testing show overall 
biometric performance continues to improve, certain algorithms still perform measurably better than others.22 
This insight underscores the importance of selecting the right solution for a given use case and the need for 
rigorous testing and evaluation both during initial deployment and on an on-going basis. 
Authoritative testing and reporting can only be done using reliable data sets, and the federal government is well 
positioned to make such training sets available through its ongoing engagement with the biometric industry, 
academia, and interagency partners across the government. This is critical to evaluate performance, understand 
how it meets the organization’s mission objectives and risk tolerance, and ensure even more accurate and 
equitable results across the broadest possible range of use cases. 
In addition to algorithmic performance, it is important to account for other variables including sensors and the 
environment in which they operate. Research indicates the specifications of a biometric sensor (e.g., a camera) 
have significant impact on the quality of the resulting data (e.g., imagery) and subsequently, on the overall 
performance of a biometric system. Operational constraints and environmental factors affecting biometric 
sample quality (e.g., lighting, occlusions, usability for FR) must be considered when designing a high-
performing biometric system. 
Lastly, decision makers should consider non-technical aspects of biometric solutions: the people operating them 
as well as the processes governing their use. Depending on the use case, a biometric process alone may be 
deemed insufficient for automated decision making, requiring a human in the loop to make a final 
determination. In other use cases, total automation may be desirable. In either case, increased emphasis on 
training – combined with development and procurement of best in breed technology – can lead to better 
outcomes. 

 
22 https://www2.deloitte.com/content/dam/Deloitte/us/Documents/technology/us-ai-institute-facial-recognition.pdf  

https://www2.deloitte.com/content/dam/Deloitte/us/Documents/technology/us-ai-institute-facial-recognition.pdf
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The causes and consequences of biometric errors are identifiable, measurable, and can be mitigated through 
holistic system design and rigorous testing. Robust governance would incorporate these insights to help the 
public and private sectors mitigate risks while unlocking the value and benefits of biometric technologies. 
Response 5: Exhibited and potential benefits of a particular biometric technology  
Biometric technologies can enable enhanced security, efficiency, and user experience. The ongoing 
integration of biometrics into our institutions, our society, and our economy is likely to continue as 
individuals and organizations continue to reap value from their use. 
Biometric technologies already exhibit a multitude of benefits across the public and private sectors. Biometric 
solutions enable users to authenticate themselves quickly and accurately; they give organizations confidence 
that critical assets are protected; and they facilitate post-event forensic analysis and investigation. In general, 
biometric systems are implemented to enhance one or more of the following: security (e.g., public safety), 
efficiency (e.g., speed, throughput, staffing), and experience (e.g., for the operator, user, customer). Depending 
on the organization, its specific objectives, and use cases, one or more of these three drivers may be emphasized 
to a greater or lesser degree in overall system design and deployment. 
Biometric technologies are deployed in a wide variety of use cases, as outlined in Response 1, and illustrated in 
Table 6 below.  

Table 6: Widespread Use of Biometrics 

Economic and Social Sectors Sample Biometric Use Cases 
National Security  Force Protection  Counter-terror, Counter-intel23 
Homeland Security  Border and Aviation Security  Immigration Control 
Law Enforcement  Investigations  Forensic Analysis 
Benefits Access and Distribution  Fraud Prevention  Equitable Distribution 
Workplace and Education  Physical and Systems Access  Time and Attendance 
Travel and Hospitality  Contactless Travel  Customized Experiences 
Citizen Identity  License Issuance (REAL ID)  Passport/Visa Issuance 
Healthcare  Biomedical Research  Patient Medical Records 
Telecommunications  Mobile Device Security  Application Login 
Retail  Theft Prevention  Contactless Payments 
Financial Services  Secure Transactions  Fraud Prevention 
Automotive  Access and Ignition  Person/Object Detection 

Additionally, biometrics play a key role in securing critical credentials, including workplace access cards (e.g., 
PIVs), student IDs, licenses, and passports/visas, wherein issuing authorities rely on biometrics to ensure 
applicants are who they claim to be. This protects the integrity of the credentials, allows verifying entities to 
trust the authenticity of the IDs, and helps combat fraud. Biometrics will continue to secure identities as public 
and private sector issuing authorities explore the virtualization of physical credentials into products such as 
mobile driver’s licenses (mDL) and other digital travel credentials.24 Moreover, biometric multifactor 
authentication is an important tool to combat fraud through more secure accounts and transactions. 
Policy makers should weigh the significant benefits of biometric technologies already deployed throughout our 
society and the economy as they consider how best to govern their use going forward. 
Response 6: Governance programs, practices, or procedures 
Biometric governance must enable continued innovation while providing meaningful protection against 
misuse. A nuanced approach based on core principles and defined use cases may hold the key to effective 
governance. 

 
23 https://www.wsj.com/articles/biometrics-smartphones-surveillance-cameras-pose-new-obstacles-for-u-s-spies-11638009002  
24 https://www.iso.org/standard/69084.html  

https://www.wsj.com/articles/biometrics-smartphones-surveillance-cameras-pose-new-obstacles-for-u-s-spies-11638009002
https://www.iso.org/standard/69084.html
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In our experience, there is no one-size-fits all approach to governing the use of biometrics. We believe 
governance programs, practices, and procedures are best designed, with broad buy-in, around biometric use 
cases and the context in which they exist. We also acknowledge the need to maintain balance between 
innovation and the public interest.  
Core principles can serve as starting point for biometric 
governance whether it comes in the form of an AI Bill of Rights 
or other forms (e.g., legislation, regulation, standards). Deloitte 
published the Trustworthy AITM Framework25 to guide 
organizations on how to apply AI responsibly and ethically 
within their businesses or missions. The framework seeks to 
provide a common language to help organizations develop 
safeguards and introduces a multi-dimensional perspective for 
designing, developing, deploying, and operating AI-powered 
systems through six considerations. These considerations are 
congruent with characteristics listed in NIST’s proposed AI Risk 
Management Framework (RMF) and can be readily tailored for 
the biometric domain:   
• Fair and Impartial: Organizations should determine what constitutes fairness and impartiality by actively 

identifying any underlying sources of bias and/or errors within their biometric solutions and implement 
controls accordingly. 

• Transparent and Explainable: Organizations should provide the public with clear notice, terms, and 
conditions about the use of biometrics and ensure these are enforced. 

• Robust and Reliable: Organizations should work to ensure their biometric implementations produce 
accurate and expected results. Procedures for handling errors and anomalies should be developed before 
they occur and updated as issues are identified.  

• Privacy: Solutions must be built with consent and privacy in mind to protect sensitive data and 
information about users. Biometric data should only be used for stated purposes, and organizations should 
ensure user data is not unduly leveraged beyond its intended uses. 

• Safe and Secure: Biometric solutions must be safe and secure to reduce the potential for misuse and risks 
associated with biometric data theft and exfiltration.  

• Responsible and Accountable: Organizations should develop policies to establish who is responsible and 
accountable for system performance. Risks should be anticipated, identified, and communicated clearly to 
users along with remedies (e.g., redress) when incidents occur. 

We encourage OSTP to leverage examples in our Trustworthy AITM Framework as well as security and privacy 
principles found in U.S. government frameworks, such as the NIST Cybersecurity Framework26 and the NIST 
Privacy Risk Management Framework27, both of which Deloitte helped develop. 
Conclusion 
The effort undertaken by OSTP to explore a national AI Bill of Rights and to understand the value and 
limitations of biometric technology represents an opportunity to articulate a practical, nuanced framework for 
the use of biometrics that enables innovation, secures citizen rights, and provides clarity to industry and 
implementors across the nation. Clear communication about the complex nature of biometrics is imperative to 
gain public trust in the use of these technologies and the application of AI to biometrics. Deloitte representatives 
would be pleased to continue the conversation and share our knowledge from experiences advising and working 
to implement biometric technologies on behalf of government and commercial clients. 

 
25 https://www2.deloitte.com/us/en/pages/deloitte-analytics/solutions/ethics-of-ai-framework.html 
26 https://www.nist.gov/cyberframework  
27 https://www.nist.gov/privacy-framework/privacy-framework  
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