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RFI Response  

Introduction 
Per the RFI requirements, we offer the following information to our RFI comments: 

# RFI Requirement 
1 Name of person(s) filing the comment:  

• Niroop Gonchikar – Biometric Technical Director  
• Sanjeev Duggal – Biometric subject matter expert (SME)  
• Antonio Trindade – Biometric Solution Area Vice President and SME 

2 Name of organization: Dev Technology Group, Inc. 
3 Respondent type: Industry 
4 Respondent’s role in the organization: Biometric Solution Area 
5 Number of topics to which we are responding: 1, 2, 3, 4, & 5  

 

Response to Request for Information  
1. Descriptions of use of biometric information for recognition and inference 
We provide our various Government clients planning, development, deployment, sustainment, 
and enhancements of biometric information through mission-critical systems. These teams 
support the use of biometric information for recognition and interference as shown in the bolded 
project descriptions below. These projects support positive impacts to communities and national 
security, such as: 
 Deployment of biometric solutions in support of identification, for the purposes of 

ensuring safety of personnel interacting with unknown persons 
 Prevent unwanted entry of dangerous or high-risk individuals 
 Verify proof of physical location and reduce unnecessary stressful interactions with law 

enforcement 
As stated above, we support various Department of Homeland Security (DHS) and Department 
of State (DoS) clients with biometric solutions, including the following: 
Enforcement Removal Operations - We provide operations and maintenance, software 
development, implementation, and modernization for a suite of systems that are used to support 
immigration-related functions for DHS Immigration and Customs Enforcement (ICE). This suite 
of systems is used by agents across ICE and supports users throughout DHS and other agencies 
such as DoS and the Federal Bureau of Investigation (FBI). We migrated all these systems to the 
cloud, specifically to the Amazon Web Services (AWS) GovCloud environment, and we are 
currently modernizing these systems to use an event-first and serverless architecture. As a part of 
our support on this contract, we handle various complex requirements including biometric 
information for identification. The suite of Enforcement Systems book, process, and manage 
every one of these subjects and use biometric information for identification. This program is 
constantly affected by executive orders, changing political and government needs, and 
information privacy policies requiring the ability to be proactive and deploy changes quickly. 
Our team also controls the management of fingerprints and mugshots (digital images), as well as 
various documents (e.g., NTAs) through the EID Arrest GUI for Law Enforcement (EAGLE) 
and Eagle Direct (ed) Identification Environment (EDDIE) systems. EAGLE is a universal 
booking system that supports criminal and administrative arrests, with improved biometric 
capabilities for fingerprint and continued expansion of biometric identification. EAGLE uses 
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modern system interfaces to communicate biometric information with other federal agencies in 
pursuit of reliably identifying aliens. EDDIE is a mobile application that provides the ability to 
capture/collect, transmit, and return search results for biometric information (e.g., fingerprints) 
from the field. 
We have been collaborating to develop an innovative application that will allow ICE to have a 
completely web-based solution. After analyzing various options, our team recently performed a 
successful proof of concept using the Electron Library integrated into the Node.js biometric 
microservice. The solution was successful in connecting the ICE fingerprint scanner into the 
web-based framework, and this approach will allow ICE to plug and play various peripherals 
without the need to deploy a desktop application or download drivers as new equipment comes 
to market.  
EAGLE/EDDIE provides high availability for processing individuals, including mobile 
capabilities for field operations. It integrates with a range of biometric components for increased 
accuracy in identifying individuals, in addition to other internal ICE applications as well as data 
sources outside ICE for improved knowledge gained by data sharing. Another example of our 
digital management services is our work on implementing the Biometric Rest Service (BRS). 
Several applications in the portfolio require fingerprint and mugshot data from the Office of 
Biometric Identity Management (OBIM), so our booking team developed a single BRS to 
interface with OBIM that is utilized by multiple applications to retrieve that data. This reduced 
development overhead by having one system create the service and also will reduce 
maintenance down the road. 
Lastly, we have completed many system enhancements on this program and notably two (2) 
specifically related to biometric data.  

1. Completed the removal of ICE system dependencies on IDENT Schema through a series 
of 13 releases - Reduced cost, decreased maintenance complexity, streamlined OBIM and 
biometric data access. 

2. Built a DNA collection interface into EAGLE to allow ERO to collect, process, and share 
DNA information - Allows ERO to quickly collect data and share this additional 
biometric data with the FBI. 

Publicly available documentation on the above referenced systems: 
• https://www.dhs.gov/sites/default/files/publications/privacy-pia-ice-eid-may2019.pdf  

 
E3 Biometrics (E3B) - We led the design and development of the E3 Biometrics (E3B) module. 
This module facilitates the capture of biometric 
information and manages the integration with US-
VISIT, FBI, and DOD-ABIS via the JABS Gateway. 
This web-based application integrated CBP’s 
biometric capture devices from multiple vendors to the 
application.  
Our team led the design and development of the 
biometrics application within the Office of Border 
Patrol’s booking system for the E3 Biometrics project. 
The E3 Program supports the Border Patrol and the 
Office of Field Operation (OFO) missions by 
centralizing information for activities related to 
booking, enrollments, and prosecution of illegal aliens 

Biometric information is a key 
element in countering threat 
anonymity. Current restrictions on 
data sharing and biometric data 
transfer limit our nation’s ability 
to identify potential threats. Dev 
Technology’s biometric data 
sharing platform enables sharing 
data and improving transparency 
to achieve near real-time 
resolution of identity, thereby 
improving national security. 
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into one enterprise-wide system and creates standard and repeatable processes across the 
organization. We provided full 10-print/2-print, photo and iris capture, and submission and 
vetting of biometric data for the OBP and OFO Secondary Inspections. Additionally, we 
implemented the Federated Person Query (FPQ) module of the application. This module 
provides person-centric responses, based on Biographic checks, from a variety of law 
enforcement systems. In addition, we developed and deployed a mobile E3 Biometrics solution, 
called E3 Lite, to allow for the capture and processing of Biometrics leveraging a mobile device 
in the field.  
We deployed the E3 Biometrics solution to Border Patrol Stations across the country and 
maintained multiple interfaces to other systems across DHS and other agencies such as DOD and 
FBI. Our SMEs led the effort to create an E3B Iris Pilot, working closely with OBIM, DOD, and 
FBI Next Generation Identification (NGI). This effort required extensive technical collaboration 
and integration with these government partners, and our established technical relationships 
enabled us to more quickly complete tasks that required collaboration across DHS. This solution 
won the 2014 ACT-IAC Igniting Innovation Award in the category of High-Risk/High-
Reward for an innovation solution to a difficult problem, as described below. 
 Successful compliance with Service Level Agreements: In FY15, we planned, developed, 

and successfully implemented 18 releases into production. Each release was implemented 
according to the established schedule, and without defects.  

 Degree of customer satisfaction or evidence of the same: CBP has been highly satisfied 
with our support of this system as proven by customer satisfaction surveys, high CPAR 
ratings, and industry awards.  
 

Biometric Data Sharing – Our biometric data-sharing platform is currently operational in 
support of the Government of Mexico (GOM) for sharing data with DHS. Biometric capture 
stations are currently deployed at migration stations and airports across Mexico.  
The data exchange component is a cloud-ready software application that accepts a 2-way trusted 
web connection using TLS with client certificate authentication from a potentially lower trust 
network or environment, and forwards to a secure DHS enclave through VPN tunnels and 
security appliances. The data exchange can accept multiple biometric data formats and 
transforming to multiple NIST NIEM and CJIS EBTS based standards for consumption by 
Automated Biometric Identification Systems (ABIS), allowing biometrics searches and 
enrollments. The data exchange also allows a response to the submitting entity. Currently, the 
rules and security around what data is shared back to the submitting entity is controlled by the 
DHS IDENT automated biometric system, which allows configurable rules-based data sharing 
back to any specified mission partner, in this case the GOM. 
Our team of biometric SMEs was responsible for the following innovations to meet client goals: 
 Biometric Data Sharing Platform - Our solution has effectively extended the southwest 

US border—from a detection and early warning standpoint—farther south. For example, 
live scan biometric captures confidently place a subject at the location of capture at a 
specific time. The biometric data sharing program rapidly identifies persons of interest, 
understands trends and patterns that can influence approaches in combating exploitation, 
and informs adjustments to policy. The effect of policy changes can be observed in real 
time; as subjects make shifts in behavior, we can collect new data points and compare it 
to previous information. 
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 Universal Biometric Client - This is an easy-to-use biometric client that can be deployed 
as a kit, or out of the box. This client allows the capture of face and fingerprint with the 
ability to expand to include additional modalities. This client uses industry standards for 
packaging and transmission of biometric encounter data to be sent to the data exchange 
component. 

 Encounter Analysis and Reporting Tool - An application for use by USG analysts 
performs a set of automated operations on real-time incoming biometric transaction 
events. This includes running searches and checks against law enforcement systems, as 
well as aggregating additional identifiers to biometrically linked data, and presents a 
person-centric view of a potential individual of interest. This process can trigger alerts or 
events to flag for additional investigation or notify relevant support entities of the event.  

 
Compliance Assistance Reporting Terminal (CART) System – Our team supports ICE in 
automating the repeatable check-in process for subjects on the non-detained docket who are 
amendable to ERO reporting requirements through new development, deployment, and 
operations and maintenance of the CART System. CART is a custom hardware and software 
integrated solution and includes the kiosks, Portal, and Services to be used across all ERO 
offices that perform this duty. The solution includes a self-serve kiosk that includes a fingerprint 
scanner and camera to collect biometric information. The system performs back-end database 
queries, supports business logic, and includes an officer portal, which all integrate with internal 
and external systems to automate the check-in process.  
Our team designed, developed, and deployed this solution under tight timeframes to successfully 
meet the congressionally mandated deadline. We manage all aspects of the CART 
Kiosk bundled hardware and software, and successfully tailored our solution to function on the 
ICE image and accommodate ICE security boundaries, controls, and agents.  
 
2. Procedures for and results of data-driven and scientific validation of biometric 

technologies 
In support of numerous biometric-based programs across the public sector listed in the above 
section, Dev Technology includes instrumentation for the collection of biometric quality metrics 
and telemetry. This data includes metrics such as: 
 NIST Fingerprint Image Quality (NFIQ) versions 1 and 2 
 Proprietary quality scores from biometric collection device hardware 
 Biometric collection parameters and metadata such as location / site, capture method, 

biometric technology operator, or a user supporting a subject’s biometric capture 
 Physical environmental conditions 

This data collected and provided is secured as Personal Identifiable Information (PII), using the 
same cryptographic protocols and procedures as the raw biometric data and in accordance with 
government and NIST-based Federal Information Processing Standards (FIPS).  
Using this metadata, we routinely perform analysis both for self-directed as well as in 
conjunction with government biometric programs to identify anomalies or potential outliers that 
could contribute to poor biometric matching outcomes. This analysis is provided to the 
government for further study and correlation with resulting biometric matching outcomes, 
matching score analysis, and general recommendations or observations that require deeper 
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investigation. At DHS, we work with and support the Biometric Support Center (BSC) at the 
Office of Biometric Identity Management (OBIM). The BSC is tasked with providing expert 
human biometric examination support and in this capacity, they help to disambiguate low 
confidence automated biometric matches, allowing the automated matching systems to improve 
both the detection of low confidence matches, as well as shedding light on issues on the 
collection side. 
A few examples of the results of the above analysis include: 
 Identifying biometric operators that require better training on the capture process 
 Biometric capture devices that may require maintenance 
 Vendor product quality issues 
 Physical conditions that can be improved to increase matching accuracies 

Additionally, our biometric SMEs have worked with and support both collection and matching 
and provide unique and cross-program implementation expertise on designing, building, and 
improving biometric systems. One such effort included a matching accuracy and response time 
assessment of 8M anonymized biometric sets. Working with other biometric experts, 
statisticians, and the Government, this was performed in support of evaluating and properly 
vetting the introduction of new critical matching technologies at DHS. 
Our biometric SMEs also participate in biometric improvements across the industry, supporting 
working groups at The Organization of Scientific Area Committees for Forensic Science 
(OSAC), as well as speaking at and contributing to biometric conferences. 
We strongly believe that biometric technologies, when shown to be implemented properly by 
experienced industry practitioners that work closely with the public and private sector, have 
proven benefits and allow the transparency and confidence needed to continue to gain public 
trust. 
 
3. Security considerations associated with a particular biometric technology 
Dev Technology implements and supports systems and biometric capabilities, with the main 
vulnerability specific to the biometric domain being False Presentation Attacks (FPA). We 
mitigate this by using the following approaches: 
 Where possible and the business allows, we rely on multiple biometric modalities. 

Requiring a bad actor to spoof multiple modalities significantly reduces the False Non-
Match Rate (FNMR). Our core biometrics are fingerprint, face, and iris. We work closely 
with vendors and industry to design and implement systems that reduce capture times 
while preserving capture quality. 

 For any unsupervised or unattended biometric capture systems, incorporating face 
matching with fingerprint allows using a high match confidence threshold for face with 
the fallback to fingerprint for insufficiently confident face matches. Additionally, we 
favor the utilization of NIST-compliant and FBI-validated fingerprint technologies that 
make use of capacitive and electrical conductivity-based capture sensors. These are more 
difficult to spoof, as they require presenting false biometrics that also must exhibit 
electrical characteristics that match human biology. 

J»Dev 
DEV TECHNOLOGY GROUP 



 
 

OSTP Biometric Technologies 
Response to RFI Document #: 2021-21975 

January 15, 2022 
 

 Page 6 
 

 We work with vendors in the industry to pilot and provide feedback to liveness detection 
and anti-spoofing features, to ensure that we are bringing the best system components and 
solutions to a system and offering. 

 We recognize it’s imperative to assess the risk of a false match vs. a false non-match and 
adjust thresholds to manage that risk. A system that identifies potential bad actors would 
have different confidence thresholds for a match than a system that allows physical or 
resource access based on biometrics. For almost every system, the severity of a mistake 
in the system is accounted for in the matching thresholds, ensuring that in the unlikely 
event of an incorrect biometric identification, the mistake is skewed toward the outcome 
with the least unfavorable consequences. For the 2 dichotomous scenarios, it is a 
requirement that a human review and act upon the decision that an individual may be a 
bad actor, and the cost of not identifying that potential individual is greater than the cost 
of additional investigation or deeper analysis to exonerate a subject from the 
mischaracterized claims of a biometric system. On the other hand, for a physical / 
resource access system, a high false match rate (FMR) would inadvertently allow access 
to a resource that should not have been granted. The thresholds should be skewed toward 
a higher FNMR with an alternative Multi-Factor enabled authentication capability. 

 
4. Exhibited and potential harms of a particular biometric technology 
With advancements in biometric technology and the ubiquity of devices and services that offer 
biometric capabilities, there is increased opportunity for misconfiguration and poor biometric 
design and implementation of systems. The previous sections highlight the experience and 
knowledge needed to build and implement a well-designed, secure, and impartial biometric 
system. Negativity bias is a well-researched and observed phenomena in human psychology with 
several National Institute of Mental Health (NIMH) and academic papers on the subject. As a 
result, the cost of poorly designed and implemented biometrics systems and solutions can 
exacerbate the existing stigmas against the use of biometrics—particularly in the areas of 
overuse, misuse, and invasion of privacy, which result in increased resistance to the many 
benefits that biometrics bring in the areas of automation and security. This outcome is 
increasingly likely as the barrier to entry for using biometric devices, technology, and 
capabilities is lowered, requiring a need to better vet biometric system integrators and developers 
of biometric solutions. 
5. Exhibited and potential benefits of a particular biometric technology 
A particular biometric that has benefited law enforcement is fingerprinting. Fingerprints are 
unique, and no two people have the same set. The use of Automated Fingerprint Identification 
Systems allows law enforcement agencies to quickly, within seconds, identify if a particular 
fingerprint has been collected previously and linked to a specific person. Fingerprints can be 
collected for various reasons to include prior arrests, applications for a specific job or benefit, 
credentialing, and facilitating legitimate travel and trade. Fingerprints also follow an Electronic 
Biometric Transmission Standards (EBTS) that are published by the National Institute of 
Standards (NIST), ensuring that an agency collects and records consistent data. 
An example of an agency benefiting from fingerprints is the US Border Patrol (USBP). The 
USBP encounters tens of thousands of individuals crossing the United States border illegally 
each year. These individuals often travel without valid identification and establishing a person’s 

J»Dev 
DEV TECHNOLOGY GROUP 



 
 

OSTP Biometric Technologies 
Response to RFI Document #: 2021-21975 

January 15, 2022 
 

 Page 7 
 

true identity may be difficult. Before fingerprints, individuals were encountered multiple times 
using different identifications and their immigration status could not be verified, resulting in the 
proper consequence not being applied. With the use of fingerprints, USBP can identify 
individuals that have been encountered previously, individuals that may be wanted by another 
law enforcement agency or be identified as a person of interest.   
Due to the need for touchless biometric technology for reasons of avoiding transmissible viruses 
or other infectious diseases, today it is viable to use IRIS and FACE biometrics either 
individually or in combination to identify subjects. DHS-CBP is successfully using FACE 
recognition at the land border initiative as well as airports, especially with Global Entry. Other 
commercial entities such as CLEAR are using IRIS only for enrolled subjects to verify identity at 
all participating airport locations in the United States. DHS-OBIM has a large FACE and IRIS 
gallery and continues to build the gallery with the help of USBP and other systems deployed for 
biometric collections on the US Border. The usability, reliability, and accuracy has now been 
proven by Commercial and Government entities, so touchless biometric modalities such as 
FACE and IRIS are a sustainable option. 
6. Governance programs, practices or procedures applicable to the context, scope, and 

data use of a specific use case 
Dev Technology is not responding to this question. 
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