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600 14th St. NW, Suite 300 
Washington, D.C. 20005 

January 14, 2022 
 
Executive Office of the President 
Office of Science and Technology Policy 
Eisenhower Executive Office Building 
1650 Pennsylvania Avenue 
Washington, DC 20504 
 
Subject: OSTP RFI, Docket No. 2021-21975, RE: “Notice of Request for 

Information (RFI) on Public and Private Sector Uses of Biometric 
Technologies” 

  
Dear Director Lander: 
 
On behalf of International Business Machines Corporation (IBM), we welcome the 
opportunity to respond to the Office of Science and Technology Policy’s (OSTP) 
request for information (RFI) regarding “Public and Private Sector Uses of 
Biometric Technologies” (hereafter, “biometrics RFI”). 
 
Although IBM no longer offers general purpose facial recognition technology (FRT), 
we believe it is important for policymakers to embrace a balanced, precision 
regulation approach to managing the risks associated with new technologies. We 
are offering these comments in that spirit. In particular, this submission aims to (1) 
improve some of the proposed definitional language, (2) provide insights from our 
own internal governance mechanisms aimed at promoting trust in technology, and 
(3) offer reasonable policy recommendations to address potential risks of deployed 
FRT systems. 
 
IBM commends OSTP for its work on this timely and important topic. We thank you 
in advance for considering these comments and welcome the opportunity to 
engage with the agency as it moves forward in this process. 
 
Respectfully, 
 
 
Christina Montgomery 
Chief Privacy Officer 
IBM Corporation 

------.~ ___ .... 
---- ~ ---- - - _,.._ -----
----- T -
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IBM Response to the “Notice of Request for 
Information (RFI) on Public and Private Sector Uses 

of Biometric Technologies” 
 
 
IBM appreciates the opportunity to respond to OSTP’s biometrics RFI. As a 
company with a long history bringing technological innovations to market, we 
recognize the importance of taking a considered approach to the introduction of 
new technologies into society. 
 
As our Chairman and CEO, Arvind Krishna, noted in a June 2020 letter to Congress, 
IBM no longer offers general purpose facial recognition technology or analysis 
software, and we oppose its use as a tool for mass surveillance, racial profiling, and 
other violations of basic human rights and freedoms.1 Nonetheless, we do have a 
number of definitional, governance, and policy recommendations for OSTP to 
consider as part of this biometrics RFI. 
 
Definitions 
 
IBM concurs with the biometrics RFI’s definition of “biometric information” as “any 
measurements or derived data of an individual’s physical (e.g., DNA, fingerprints, 
face or retina scans) and behavioral (e.g., gestures, gait, voice) characteristics.” 
However, we believe it is important to distinguish between the different uses of 
biometric technologies for “recognition” purposes, as the implications can be 
fundamentally different. 
 
As defined in the biometrics RFI, “recognition” is used to refer to both “verification” 
and “identification.” Given the implication of these applications are substantially 
different, OSTP should break out these concepts into separate categorical 
distinctions. For example, FRT systems, while broadly referencing these types of 
“recognition” features, can be more accurately broken down into the following 
three categories based on applications and use-cases: 
 

• Face Detection – systems capable of detecting and distinguishing one object 
from another.  

 
1 IBM CEO’s Letter to Congress on Racial Justice Reform, 8 Jun. 2020, available at 
https://www.ibm.com/blogs/policy/facial-recognition-sunset-racial-justice-reforms/.  
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• Facial Authentication – systems capable of comparing and validating the 
features of, e.g., a face image with those stored in a single, previously-stored 
profile (also commonly referred to as “1-to-1” matching). 

• Facial Matching – systems capable of comparing and validating the features 
of, e.g., a face using features of a face image to those stored in a larger 
database of other images (also commonly referred to as “1-to-many” or “1-
to-n” matching). 

 
Given the clear distinctions in particular applications of biometric verification and 
authentication systems, we believe a more appropriate delineation here would be to 
strike the use of “recognition” as a header definition and instead define 
“verification” and “identification” as separate and distinct categories. This would 
help alleviate confusion regarding the differences in both intended uses and 
possible implications of these different applications. This distinction is an 
important feature of biometric technologies that OSTP should emphasize in its 
work deliverables from this RFI process. In this context, it will also be important for 
the agency to clearly delineate between identifiable versus non-identifiable 
biometric information (or anonymized versus personally-identifiable biometric 
information) usages. 
 
Governance Programs 
 
Any new technology presents both benefits and challenges. To effectively maximize 
the former while mitigating the latter, it is imperative that companies deploying 
those technologies take their social responsibilities seriously. The best way to 
manage those responsibilities is for responsible corporate actors to embrace 
internal governance processes and structures that ensure in-house stakeholders 
are accountable to the company’s principles and values.  
 
To that end, IBM has built an internal AI Ethics Board that is charged with ensuring 
we hold ourselves accountable to our corporate values, and the promises we make 
to society to deploy trustworthy AI systems. The AI Ethics Board is a centralized 
body composed of a cross-disciplinary team of professionals that aims to foster a 
culture of ethical, responsible, and trustworthy technology development and 
implementation. Its responsibilities include providing a centralized governance 
mechanism for reviewing and issuing decisions regarding our technology ethics 
policies, practices, communications, research, products, and services. 
 
To assist in the effectuation of its mission, the Ethics Board is composed of both 
senior level executives with clear decision-making authority, as well as a broad 
network of AI “focals” – individuals representing the many divisions and 
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stakeholders within IBM, from human resources, government and regulatory affairs 
and research to business units – who help to facilitate internal AI ethics education, 
contribute to the development of internal best practices, and provide feedback and 
guidance to the board. 
 
Internal governance processes like these are one important feature of companies 
operationalizing their responsible stewardship of new technologies. But companies 
also need to make sure they have other guardrails in place to safely shepherd new 
technologies into the real world. As a further example of IBM putting our values into 
practice, last year we shared publicly a set of specific, actionable guardrails 
informing whether and how we would develop new technologies to help address the 
challenges presented by COVID-19. These include: 
 

• Requiring data transparency around collected information, how the 
information will be used, and who has access to it; 

• Restricting the specific purpose for which data can be used; 
• Prioritizing data minimization practices; 
• Designing and deploying solutions with privacy and security built-in; 
• Requiring humans-in-the-loop for any decision-making process that would 

have legal impacts on an individual; and 
• Ensuring all applications of our technological solutions are lawful, fair, 

inclusive, and non-discriminatory.2 
 
These same governance mechanisms and guardrails can – and should – also be 
applied to the development, use, and deployment of biometric technologies. 
 
Policy Recommendations 
 
In November 2019, the IBM Policy Lab released policy recommendations for how 
policymakers could help society maximize the benefits of facial recognition 
technology while mitigating the potential risks of its misuse, without the need to 
resort to blanket bans.3 However, many of these recommendations can also be 
applied to other biometric technologies. Even as this technology continues to 
advance and improve, these recommendations will remain relevant and evergreen 
as effective tools for managing the most pressing concerns associated with its 
deployment. 
 

 
2 Christina Montgomery, “Using Data Responsibly to Tackle a Global Emergency,” 18 June 2020, available at 
https://www.ibm.com/blogs/policy/using-data-responsibly-to-tackle-a-global-emergency/.  
3 Christina Montgomery and Ryan Hagemann, “Precision Regulation and Facial Recognition Technology,” 5 Nov. 
2019, available at https://www.ibm.com/policy/facial-recognition/.  
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• Require organizations to notify and obtain an individual’s consent prior to 
using biometric information to verify their identity. How, when, and where 
obtaining consent occurs will look different based on the context in which 
biometric technologies are deployed. However, in most cases the 
responsibility for acquiring that consent and providing the relevant notice 
will ultimately rest with the organization that is deploying the technology.  

• Regulate the export of biometric technologies, such as FRT, by including 
them on the Department of Commerce’s “dual use” control list.  The 
Commerce Control List (CCL) aggregates those “dual use” products that could 
be used for either commercial or military applications. This list is then used 
to inform decisions regarding how tightly to control, or whether to prohibit, 
the export of sensitive technologies to particular countries based on the 
intended use-case. Given the CCL already includes other biometric 
technologies, such as fingerprint and voice print identification and analysis 
scanners, the Department of Commerce should similarly include FRT on this 
list – in particular, FRT capable of “1-to-many” matching – to prevent bad 
actors from using these technologies in a way that would violate basic human 
rights. 

• Establish disclosure and human-in-the-loop requirements for law 
enforcement use of biometric information used for identification 
purposes. Although there can be reasonable law enforcement use cases for 
biometric systems, there is also a clear need to balance the needs of public 
safety institutions with privacy and civil liberties. To aid in promoting greater 
trust and acceptance of this technology, law enforcement agencies should be 
required to disclose its use in regularly published reports submitted to the 
Department of Justice or state attorneys general. Additionally, law 
enforcement agencies should require human involvement and validation at 
multiple points in any investigative process making use of biometric 
information to ensure meaningful context and appropriate safeguards are 
provided. 

 
Conclusion 
 
IBM commends OSTP for its work on this timely and important topic. We thank you 
for considering these comments and welcome the opportunity to engage with the 
agency as it moves forward in this process. 
 
 


