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AI Bill of Rights must be a bridge from the original Bill of Rights to modern times. 
 
Ganesh Mani, PhD, MBA 
@NetThoughts 
(Disclaimer: The views expressed here reflect citizen Mani’s current individual outlook and should not be construed as the 
official position of any institution he is affiliated with. Also, his views are bound to evolve based on further dialog with affected 
groups, policymakers, other technologists and citizens.) 
 
First Amendment. A great conception conferring freedom of religion, speech and expression, 
assembly as well as the right to petition.  
 
The Supreme court, roughly a century ago (in Schenk v. United States), highlighted that the 
most stringent protection of free speech would not protect a man for falsely shouting fire in a 
theatre and causing a panic. Today’s social media allows thousands of people to “shout fire” in 
multiple geographies, simultaneously! With the potential to cause widespread panic. The new 
AI Bill of Rights must recognize, clarify and address this increasingly common use case. 
 
Second Amendment.  The right of citizens to protect themselves by “bearing arms.” Own 
deadly weapons such as guns. Today, the proliferation of guns has also resulted in gun-toting 
policeman responding to minor traffic violations, domestic (family) disputes and petty financial 
crimes. George Floyd was apparently trying to foist a questionable twenty-dollar bill at a 
neighborhood convenience store, when a small squad of armed policeman were summoned. 
Facial recognition plus offline forensics by a detective would have been a graceful way to 
handle it. Sidestepping the tragic outcome! 
 
The list goes on. Technology has evolved and societal behavior has changed. The recent 
pandemic has also brought some behavior changes into focus. Citizen rights, their protection as 
well as broader societal implications  must evolve to reflect the new reality and contemporary, 
quotidian use cases. 
 
I have previously alluded to the “AI is Fire” metaphor.1 Fire extinguishers are commonplace and 
firecrackers are regulated; nuclear codes are safe-guarded and multi-national treaties often 
govern part of our arsenal. Human experience with fire – the good and the bad – can and 
should guide some of our thinking. 
 
The world is global, digital and work, play as well as living patterns continue to evolve. The 
world is also becoming increasingly algorithmic; algorithms nudge us – including children – in 
many quotidian activities. Digital twins embedded in the metaverse will soon became a reality 
for many people; this raises additional thorny issues. The US AI Bill of Rights must further reflect 
the new landscape as citizens go about their daily life.  
 
Design thinking can perhaps be brought to bear on this issue; it telegraphs a citizen-centered 
approach to innovation, melding a) the needs of the people, b) the opportunities and 
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possibilities afforded by the technologies; and c) the requirements of national security and 
success. 
 
Biometrics 
 
Biometrics involves establishing identity or recognizing “who” based on physical (but can be 
extended to behavioral) traits. Its history can be traced back to the Habitual Criminals Act 
enacted by the British Parliament in 1969, to trace and track repeat offenders. 2 In the modern 
era, biometrics are in everyday use (e.g., on one’s smartphone), yet controversy arises due to 
its fallibility and unintended or borderline illegal uses. 
 

Dimensions to keep in mind (when greenlighting the use of Biometrics) include the error rates, 
brittleness and bias, privacy issues and explainability. For example, facial recognition is more 
error prone than methods based on fingerprints and irises. Mistakes have received significant 
attention in the press.3 

 
More questions than answers 
 
Our country and its citizens now need to be protected from bio and cyber warfare, not just 
kinetic wars. Biometric and other AI technologies need to consider many interesting use cases 
around this. For instance, citizens are continuing to work from remote locations, including 
overseas, with workstyles altered considerably by the pandemic. 
 
The AI Bill of Rights must reflect 
 

• That biometrics can be immensely useful 
o In many scenarios (the high-profile George Floyd case, alluded to earlier, comes 

to mind), but needs guard rails (incl. to prevent, for instance, accidental 
exposure of data – encryption is necessary, but not sufficient) 

o for triage (along w/ other AI techniques) – to decide whether to summon a law 
enforcement officer, a social worker or a reconnaissance expert. 

o by introducing people or traffic flow efficiencies (e.g., while boarding a plane, at 
a toll booth). While opt-in frameworks are suggested, care must be taken to 
make sure the folks opting out do not make the overall value-added futile. A 
tricky exercise to get the balance right. 

 
• That citizen trust and access are important (as we experienced recently with vaccines). 
• Global cooperation, to the extent possible, especially among democracies. Keeping in 

mind that democracies come in many flavors, much like apples and mangoes. A 
patchwork of inconsistent global regulations will make digital platform usage inefficient 
and costly. Digital public goods,  many with a global scope, are becoming increasingly 
important. 

• Personalization and accommodating persons with special needs (e.g., alternative 
biometrics, a non-biometric mechanism to establish identity). 
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• Emerging metaverse issues (e.g., linking physical identity with avatars, the role of law 
enforcement in the metaverse). 

• While it might perhaps be benign to shout fire in a crowded metaverse theater, 
coordinated cyberbullying and other toxic behavior may have to be addressed. 

 
This  opinion brief is meant to spark thought by asking questions and exposing additional use 
cases. Arriving at a good set of principles Is difficult, but paramount. Legislative or executive 
action should not be thought of as abridging the traditional Bill of Rights but providing a robust 
bridge to modern, free, fair and prosperous times, via the AI Bill of Rights. The mantra should 
be: Of the people, by the people with machines; for the people! 
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