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COMMENTS ON:  

Executive Office of the President, Office of Science and Technology Policy, Notice of 
Request for Information (RFI) on Public and Private Sector Uses of Biometric 
Technologies 
 
To: BiometricRFI@ostp.eop.gov 
Re: <RFI Response: Biometric Technologies> 

SUBMITTED BY THE NATIONAL IMMIGRATION LAW CENTER  

The National Immigration Law Center (NILC) submits the following comments on the Executive 
Office of the President, Office of Science and Technology Policy (OSTP), Notice of Request for 
Information (RFI) on Public and Private Sector Uses of Biometric Technologies.1 Established in 
1979, the National Immigration Law Center (NILC) is one of the leading organizations in the 
U.S. exclusively dedicated to defending and advancing the rights and opportunities of low-
income immigrants and their families. In response to Topic Nos. 1, 4, and 6, NILC’s comments 
focus on the development and future implementation of the Department of Homeland Security’s 
(DHS) enormous database of personal information, including biometrics, called Homeland 
Advanced Recognition Technology (HART).2 
 
As a threshold matter, NILC notes that OSTP is just now seeking public input about biometric 
technologies, though DHS’s development of HART is well underway. DHS has been 
constructing HART surreptitiously, without transparency or accountability.  HART’s eventual 
scope is known only to DHS. The components that DHS has included to date lay the groundwork 
for a pervasive and invasive system of immigration enforcement, surveillance of immigrants and 
citizens alike, and use of tools, such as facial recognition technology or behavioral predictions, 
that are already known to discriminate against immigrants and people of color, or that are 
untested. 
 
DHS has described HART as a database containing biometrics and associated biographic 
information,3 but even its current components depict inclusion of massive amounts of 
information far beyond that. Data collected when individuals are encountered by immigration 

 
1 See Notice of Request for Information (RFI) on Public and Private Sector Uses of Biometric Technologies, 
Executive Office of the President, Office of Science and Technology Policy, 86 Fed. Reg. 56300 (Oct. 8, 2021), 
https://www.govinfo.gov/content/pkg/FR-2021-10-08/pdf/2021-21975.pdf.  
2 For more detailed information regarding HART, see generally National Immigration Law Center (NILC), 
Homeland Advanced Recognition Technology (HART): DHS is Building a Massive Database of Personal 
Information (Dec. 2021), https://www.nilc.org/wp-content/uploads/2021/12/HART-factsheet-2021-11-10.pdf.  
3 See Department of Homeland Security, Privacy Impact Assessment for the Homeland Advanced Recognition 
Technology System (HART) Increment 1 PIA 1-2 (Feb. 24, 2020), 
https://www.dhs.gov/sites/default/files/publications/privacy-pia-obim004-hartincrement1-february2020_0.pdf  
[hereinafter HART PIA]. 
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officers or agents, officer comments, derogatory information, relationship patterns and more yet-
to-be-disclosed data will also be included.4 DHS will use the information for purposes so 
sweeping as to be limitless, and it intends to share the information in HART about non-citizens 
and citizens widely, both domestically and internationally.   
 
HART’s Full Scope is Clouded in Secrecy, and DHS Has Not Divulged the Full Range of 
Biometrics that Will Be Included in HART  
 
DHS’s ultimate vision for HART is steeped in vagueness. As the agency outlined in 2015, 
HART will centralize access to federal and international databases, provide real-time access in 
the field, and involve the use of “multi-modal biometrics.”5  
 
DHS is developing HART in four increments, only the first of which is in progress.6 Its 
amorphous descriptions of the increments offer few clues to HART’s ultimate content and use, 
but clearly indicate that its reach will expand, and that personal information will be consolidated 
and shared widely. And while DHS issued a Privacy Impact Assessment (PIA) in 2020 about 
Increment 1 of HART,7 the agency has not issued a System of Records Notice (SORN) that 
describes HART’s full operation. 
 
Even though many of the key pieces of HART remain unclear, HART is set to replace DHS’s 
current biometrics database IDENT (Automated Biometric Identification System),8 which, at 
present, stores fingerprints, photographs, and signatures.9 Both IDENT and HART are meant to 
serve wide-ranging and undefined law enforcement, national security, immigration, and 
administrative purposes. 

 
4 Id. at 28, 49-50.  
5 Zack Martin, Homeland Security Releases Biometric Framework, SecureIDNews (Aug. 31, 2015), 
https://www.secureidnews.com/news-item/homeland-security-releases-biometric-framework/. For an overview, see 
Joint Requirements Council, Biometrics Webinar, Department of Homeland Security (Oct. 20, 2015), 
https://www.dhs.gov/sites/default/files/publications/DHS%20Biometrics%20%20Strategic%20Framework%20Webi
nar%20Slidedeck%20-%20October%2020%202015_2.pdf. The Strategic Framework referenced in the Biometrics 
Webinar no longer appears to be publicly available. 
6 See HART PIA, supra note 3, at 3. 
7 HART PIA, supra note 3. 
8 See Supplemental Programmatic Environmental Assessment (SPEA) for the Proposed Establishment and 
Operations of the Office of Biometric Identity Management and the Homeland Advanced Biometric Technology 
(HART), Department of Homeland Security, National Protection and Programs Directorate, 81 Fed. Reg. 90862, 
90862 (Dec. 15, 2016), https://www.govinfo.gov/content/pkg/FR-2016-12-15/pdf/2016-30187.pdf.  
9 See generally Department of Homeland Security, Privacy Impact Assessment for the Automated Biometric 
Identification System (IDENT)   (December 7, 2012), https://www.dhs.gov/sites/default/files/publications/privacy-
pia-nppd-ident-december2012.pdf. DHS describes IDENT as “a centralized and dynamic DHS-wide biometric 
database that also contains limited biographic and encounter history information needed to place the biometric 
information in proper context.” Privacy Act; IDENT System of Records, Department of Homeland Security, 72 Fed. 
Reg. 31080–82 (June 5, 2007), https://www.govinfo.gov/content/pkg/FR-2007-06-05/html/07-2781.htm. Currently, 
IDENT “holds more than 260 million unique identities and processes more than 350,000 biometric transactions per 
day.” Biometrics, Department of Homeland Security (last updated June 9, 2021), https://www.dhs.gov/biometrics.  
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DHS currently describes the term biometrics as “unique physical characteristics, such as 
fingerprints, that can be used for automated recognition” and are “used to detect and prevent 
illegal entry into the U.S., grant and administer proper immigration benefits, [for] vetting and 
credentialing, facilitating legitimate travel and trade, enforcing federal laws, and enabling 
verification for visa applications to the U.S.”10   
 
DHS’s fuzzy description of biometrics does not begin to make clear the full gamut of physical 
and behavioral characteristics that “biometrics” may encompass. In September 2020, during the 
Trump administration, DHS issued a Notice of Proposed Rulemaking (NPRM) that offered a 
sweeping definition of biometrics to include a wide range of intimate physical and behavioral 
characteristics, such as fingerprints, palm prints, photographs (including “facial images 
specifically for facial recognition, as well as photographs of physical or anatomical features such 
as scars, skin marks, and tattoos”), signatures, voice prints, iris images, and DNA test results.11 
DHS, under the Biden administration, withdrew the NPRM.12   
 
But there is no indication that the current administration has rejected the NPRM’s definition of 
biometrics or that it will take a narrower approach to expanded biometrics inclusion in HART. In 
fact, the notice of withdrawal explicitly approved the proposed rule’s goal of flexibility in 
biometrics collection practices and policies and in biometrics use.13 And, as described below, 
one of the components of HART – the External Biometric Records (EBR) System of Records – 
already put in place in 2018 an expanded biometrics definition, namely: facial images, 
fingerprints, latent fingerprints, iris images, palm prints, voice prints, scars, marks, and tattoos, 
DNA or DNA profiles, and other modalities.14 
 
DHS is offering some clues about how the definition of biometrics could expand even further. 
The agency recently issued a system of records notice which defined biometric data to include 

 
10 Biometrics, Department of Homeland Security (last updated June 9, 2021), https://www.dhs.gov/biometrics.  
11 Notice of Proposed Rulemaking, Collection and Use of Biometrics by U.S. Citizenship and Immigration Services, 
Department of Homeland Security, 85 Fed. Reg. 56338, 56341 (Sept. 11, 2020). 
https://www.govinfo.gov/content/pkg/FR-2020-09-11/pdf/2020-19145.pdf [hereinafter Biometrics NPRM]. 
12 Collection and Use of Biometrics by U.S. Citizenship and Immigration Services; Withdrawal, Department of 
Homeland Security, 86 Fed. Reg. 24750 (May 10, 2021),  https://www.govinfo.gov/content/pkg/FR-2021-05-
10/pdf/2021-09671.pdf. 
13 See id. at 24750. 
14 Privacy Act of 1974; System of Records titled “Department of Homeland Security/ALL–041 External Biometric 
Records (EBR) System of Records,” Department of Homeland Security, 83 Fed. Reg. 17829, 17831 (Apr. 24, 2018), 
https://www.govinfo.gov/content/pkg/FR-2018-04-24/pdf/2018-08453.pdf [hereinafter EBR SORN]. 
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“typing cadence, cardiac signature, [and] vascular patterns.”15 Data about an individual’s gait, 
heart rate, or breathing pattern, and electrodermal activity16 potentially could be included in a 
biometrics database. 
 
HART Will Include Personal Information Beyond Biometrics 
 
DHS has used piecemeal “system of records” notices (SORNs) to stealthily build HART’s 
enormous capabilities well beyond the problematic biometrics context. The two components that 
DHS has identified to date are External Biometrics Records (EBR)17 and Enterprise Biometric 
Administrative Records (EBAR).18 
 
But these records systems will include far more than biometrics and will provide a means for 
DHS to centralize a wide range of unverified information about noncitizens and citizens that can 
be shared broadly. EBR and EBAR will include: 
 
HART 
COMPONENT 

WHAT’S INCLUDED AND FOR 
WHAT PURPOSES 

SOURCES AND SHARING 

DHS/ALL–041 
External 
Biometric 
Records (EBR)  

EBR will include biometrics, associated 
biographic information identifiers for 
derogatory information, miscellaneous 
officer comment information, encounter 
data, and records related to the analysis of 
relationship patterns among individuals 
and organizations. 
The data may be used for law 
enforcement; national security, 
immigration screening; border 
enforcement; intelligence, national 
defense, and background investigations 
relating to national security positions, 

Allows DHS to receive, maintain, 
and disseminate biometric and 
associated biographic 
information from non-DHS 
foreign and domestic entities. 
Either formal or informal 
information sharing agreements 
or arrangements or simply the 
approval of the entity from which 
information is obtained may be 
used to obtain “external 
information.”    

 
15 Privacy Act of 1974; System of Records titled “DHS/Science & Technology Directorate (S&T)-001 Research, 
Development, Test, and Evaluation System of Records,” Department of Homeland Security, 86 Fed. Reg. 58084, 
58086 (Oct. 20, 2021), https://www.govinfo.gov/content/pkg/FR-2021-10-20/pdf/2021-22849.pdf. 
16 See id. See generally Bryn Farnsworth, What is EDA? And How Does It Work?, iMotions (June 4, 2019), 
https://imotions.com/blog/eda/ (“Electrodermal activity (EDA; sometimes known as galvanic skin response, or 
GSR) refers to the variation of the electrical conductance of the skin in response to sweat secretion (often in minute 
amounts).”).  
17 EBR SORN, supra note 14. 
18 Privacy Act of 1974; System of Records titled “Department of Homeland Security/ALL–043 Enterprise Biometric 
Administrative Records (EBAR), Department of Homeland Security, 85 Fed. Reg. 14955 (Mar. 16, 2020), 
https://www.govinfo.gov/content/pkg/FR-2020-03-16/pdf/2020-04979.pdf.  
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credentialing, and certain positions of 
public trust.  

DHS/ALL–043 
Enterprise 
Biometric 
Administrative 
Records 
(EBAR)  

EBAR will cover the administrative and 
technical records associated with IDENT 
and HART. DHS’s only listed example of 
EBAR’s function is that it will “link 
individuals with their encounters, 
biometrics, records, and other data 
elements.” 

Sharing of EBAR data within 
DHS agencies will be based on 
their “need to know the 
information to carry out their 
national security, law 
enforcement, immigration, 
intelligence, or other homeland 
security functions.” DHS may 
also share information with 
“appropriate” federal, state, local, 
tribal, territorial, foreign, or 
international government 
agencies.  

 
As described below, HART will also include data from other records systems not mentioned in 
the notices.  And DHS component U.S. Customs and Border Protection has even extended 
biometrics collection, including photographs, as well as collection of personal and family 
information to undocumented noncitizens before they even reach a port of entry.19  That data will 
no doubt be included in HART and available for facial recognition purposes or sharing with 
foreign governments, whether or not the individual ever reaches the border or is allowed to enter 
the U.S. to apply for asylum. 
 
DHS Is Outsourcing Data Collection to Unregulated Commercial Enterprises and Public 
Sources 
 
HART will collect data not only from government entities, but according to the 2020 PIA, 
“HART may use information from publicly available sources, collected according to the data 
provider’s authority. Specific publicly available sources are discussed in more detail in the 
appropriate data provider’s privacy compliance documentation.”20 This outsourced and 
unrestricted data collection would prevent oversight, accountability, and transparency of 
commercial data that finds its way into HART. 
 

 
19 See Notice, Collection of Advance Information from Certain Undocumented Individuals on the Land Border, 
Department of Homeland Security, U.S. Customs and Border Protection, 86 Fed. Reg. 53667 (Sept. 28, 2021), 
https://www.govinfo.gov/content/pkg/FR-2021-09-28/pdf/2021-20988.pdf.   
20 See HART PIA, supra note 3, at 18. 
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Commercial entities have become a major source of data for immigration enforcement.21 
Companies with a record of unfettered biometrics collection, data sharing, and analytics continue 
to build and host systems for U.S. Immigration and Customs Enforcement (ICE); yet little is 
known about their contracts or their use, collection, and third-party sharing of data with other 
federal, local, and state agencies or other companies.22 And on the infrequent occasions when 
reviews are performed (for example, the Government Accountability Office’s review of U.S. 
Customs and Border Protection’s supervision of companies’ compliance with privacy standards 
for facial recognition programs), DHS’s failure to conduct audits was soundly criticized.23 
 
Reliance on private companies that sweep up personal information, including biometrics, and sell 
it to the federal government is an end run around state and local sanctuary policies that impose 
legal requirements on sharing personal information for use in immigration enforcement.  
 
HART Will Enable Government Surveillance and Will Rely on Techniques that Discriminate 
Against Immigrants and People of Color  
 
The Biden administration has not rejected the Trump administration’s explicit policy of extreme 
and continuous vetting of noncitizens, based on a “person-centric” model that aggregates data on 
individuals with biometrics as a key element.24 Once collected, biometrics and other information 
are available for all surveillance purposes.   
 
And, as the EBR and EBAR table above shows, HART will facilitate DHS’s ability to share 
biometrics and sweeping categories of unverified information, such as derogatory information 
and relationship patterns, with federal, state, and local law enforcement, intelligence community 
entities, and foreign governments.  

DHS will be able to collect and use individuals’ physical and behavioral characteristics, often 
without their consent or knowledge.  Use of unreliable technology, such as facial recognition, is 

 
21 Who’s Behind ICE: The Tech and Data Companies Fueling Deportations, Mijente, National Immigration Project 
of the National Lawyers Guild, and Immigrant Defense Project, (Aug. 2018), https://mijente.net/wp-
content/uploads/2018/10/WHO%E2%80%99S-BEHIND-ICE_-The-Tech-and-Data-Companies-Fueling-
Deportations-_v1.pdf; The War on Immigrants: Trump’s Tech Tools Powered by Palantir, Mijente (Aug. 2019), 
https://mijente.net/wp-content/uploads/2019/08/Mijente-The-War-Against-Immigrants_-Trumps-Tech-Tools-
Powered-by-Palantir_.pdf.  
22 See, e.g., Felipe De La Hoz, DHS Plans to Start Collecting Eye Scans and DNA – With the Help of Defense 
Contractors, The Intercept (Nov. 17, 2020), https://theintercept.com/2020/11/17/dhs-biometrics-dna/; Press Release, 
Center for Constitutional Rights, “Immigrant Rights Groups, Law School and Legal Organization FOIA for Info on 
Thomson Reuters, RELX Group Contracts with ICE” (Sept. 14, 2020), https://ccrjustice.org/home/press-
center/press-releases/immigrant-rights-groups-law-school-and-legal-organization-foia-info.  
23 See De La Hoz, supra note 22.   
24 See Biometrics NPRM, supra note 11, at 56340.  
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already built into DHS’s biometrics plans, as is the use of mobile devices in the field to collect 
biometrics.  

In 2020, DHS contracted for biometrics analytics and services with the company Clearview AI.25 
At the time the contract was signed, ICE refused to say whether its facial recognition technology 
would be used in its enforcement and removal (ERO) operations.

26
 Clearview AI is now poised 

to obtain a patent27 on its facial recognition technology that will cover “Clearview’s ‘methods of 
providing information about a person based on facial recognition,’ including its ‘automated web 
crawler’ that scans social networking sites and the internet and its algorithms that analyze and 
match facial images obtained online.”28   

Increased collection and storage of biometrics information in HART, will undoubtedly 
exacerbate racial disparities that are already present in law enforcement databases, systems, and 
tools. Facial recognition has a discriminatory impact and significant error rates across gender and 
skin color. 29 In particular, it is “notoriously unreliable for identifying Black people, women, and 
young people” and relies on photographs collected in a discriminatory criminal justice and 
immigration databases.30 The unrestricted collection, storage, and sharing of biometrics and 
other personal information that HART enables have additional harmful and wide-ranging effects:  

This massive expansion of biometrics collection also threatens First Amendment 
protected activity. By collecting and retaining biometric data like face recognition and 
sharing it broadly with federal, state, and local agencies, as well as with contractors and 
foreign governments, DHS lays the groundwork for a vast surveillance and tracking 
network that could impact individuals and communities for years to come. DHS could 
soon build a database large enough to identify and track all people in public places, 
without their knowledge—not just in places the agency oversees, like at the border, but 

 
25 Kim Lyons, ICE Just Signed a Contract with Facial Recognition Company Clearview AI, The Verge (last updated 
Aug. 14, 2020), https://www.theverge.com/2020/8/14/21368930/clearview-ai-ice-contract-privacy-immigration.   
26 See Ryan Mac & Brianna Sacks, Controversial Facial Recognition Firm Clearview AI Raised $8.6 Million, 
Buzzfeed News (last updated Sept. 24, 2020), https://www.buzzfeednews.com/article/ryanmac/controversial-
clearview-ai-raises-8-million.  
27 See Patent Application of Clearview AI, Inc., U.S. Patent and Trademark Office (filed Aug. 7, 2020), 
https://appft1.uspto.gov/netacgi/nph-
Parser?Sect1=PTO1&Sect2=HITOFF&d=PG01&f=G&l=50&p=1&r=1&s1=20210042527.PGNR.&u=%2Fnetahtm
l%2FPTO%2Fsrchnum.html.  
28 Alexandra S. Levine, Clearview AI on Track to Win U.S. Patent for Facial Recognition Technology, Politico 
(Dec. 4, 2021), https://www.politico.com/news/2021/12/04/clearview-ai-facial-recognition-523735.  
29 See generally Joy Buolamwini & Timnit Gebru, Gender Shades: Intersectional Accuracy Disparities in 
Commercial Gender Classification, Proceedings of Machine Learning Research (2018), 
http://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf. 
30 Comments Regarding Notice of Proposed Rulemaking on the Collection and Use of Biometrics by U.S. 
Citizenship and Immigration Services (USCIS Docket No. USCIS–2019–0007, 85 Fed. Reg. 56338), Electronic 
Frontier Foundation (Oct. 13, 2020), https://www.regulations.gov/comment/USCIS-2019-0007-5370, at 26. 
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https://www.regulations.gov/comment/USCIS-2019-0007-5370
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anywhere there are cameras. This burden falls disproportionately on communities of 
color, immigrants, religious minorities, and other marginalized groups.31 

HART’s capability to share information with law enforcement, intelligence communities, and 
foreign governments would implement a system of persistent and biased surveillance. This 
would put people of color at greater risk for being “identified” for crimes they did not commit 
and for immigrants of color, funnel them into deportation pipeline.  

And use of mobile devices by individual agents in the field means that DHS agencies are able to 
collect fingerprints, photographs and perhaps more in unregulated “encounters” where abuse is 
harder to monitor.   

The Data Collection and Sharing that HART Enables Will Facilitate the Unlawful 
Entanglement Between Local Police and Federal Immigration Authorities 

Every year, local police send thousands of individuals into the immigration enforcement system 
through a web of resource- and information-sharing processes.32 Local police work with ICE to 
support immigration enforcement directly and indirectly through mechanisms such as providing 
physical access to jails and detained individuals; facilitating technological access to law 
enforcement databases, information systems, and records; participating in joint operations; as 
well as communicating informally with ICE agents to share resources and information.  

The availability of programs and practices that entangle local policing efforts with federal 
immigration operations and tools incentivizes unconstitutional behavior, including racial and 
ethnic profiling and selective enforcement. In anticipation of a transfer to immigration 
authorities, local authorities have frequently arrested and detained individuals who normally 
would not have been detained, such as for minor infractions or traffic violations.33 These harms 

 
31 Id. at 23-24. 
32 See generally Untangling the Immigration Enforcement Web, National Immigration Law Center (Sept. 2017), 
https://www.nilc.org/wp-content/uploads/2017/09/Untangling-Immigration-Enforcement-Web-2017-09.pdf.   
33 See, e.g., Unalienable: Data Sharing Between Agencies, ACLU Mississippi (Mar. 2021), https://www.aclu-
ms.org/sites/default/files/final_data_sharing_brief.pdf (describing the racially discriminatory effects of Secure 
Communities, a program that allows local officers to check fingerprint data against the FBI’s biometric data); 
Rachel Harmon, Federal Programs and the Real Costs of Policing, 90 N.Y.U. L. Rev. 870, 916 (2015) (“[I]n order 
to gain the benefits of increased immigration enforcement pursuant to a 287(g) agreement[—a local-federal 
collaboration program—], jurisdictions must arrest suspects who—absent the 287(g) program—would likely have 
been released.”); Randy Capps et al., Delegation and Divergence: A Study of 287(g) State and Local Immigration 
Enforcement 37 (2011), https://www.migrationpolicy.org/sites/default/files/publications/287gdivergence.pdf,  
(“[I]mmigrant-and civil-rights groups, service providers, elected officials, and other community respondents . . . 
expressed concerns that enforcement efforts lead to racial profiling by police . . .”); Trevor Gardner II & Aarti Kohli, 
The C.A.P. Effect: Racial Profiling in the ICE Criminal Alien Program 5-7 (2009), 
https://www.law.berkeley.edu/files/policybrief_irving_0909_v9.pdf (describing the effect of a program called 
Criminal Alien Program in “creat[ing] incentives for local police to target Hispanics for discretionary arrests for 
minor offenses”). 
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are disproportionately felt by Latino and Black communities.34 HART’s enormous capacity to 
collect, store and share biometric and other data will therefore encourage local authorities to 
target, stop, and arrest individuals, often on pretextual bases, in order to check their information 
within HART and facilitate immigration enforcement. As a result, the deployment and use of 
HART by enforcement agencies thus expose immigrants—particularly immigrants of color—to 
more risk and vulnerability when they are stopped by or encounter the police.  
 
DHS Is Evading Transparency, Relevancy, Accountability, and Other Privacy Protections 
 
DHS is building HART on a foundation of opacity and unaccountability by exempting each 
component from multiple provisions of the Privacy Act.  DHS recognizes that “[t]he Privacy Act 
of 1974, 5 U.S.C. 552a, provides protection to individuals by ensuring that personal information 
collected by federal agencies is limited to that which is legally authorized and necessary, and is 
maintained in a manner which precludes unwarranted intrusions upon individual privacy.”35 
Nonetheless, DHS consistently exempts HART components from the full range of the Privacy 
Act’s accuracy, notice, and redress requirements.  For example, DHS exempted EBR from 
various Privacy Act requirements, as listed in 5 U.S.C. 552a, including the requirements to 
provide an accounting to individuals of disclosures; permit individuals to have access to and 
request amendment of records that are not accurate, relevant, timely, or complete; only maintain 
records that are relevant and necessary; collect records directly from the individual to the greatest 
extent possible; inform the individual of the information’s collection and use; notify individuals 
of procedures to find out if information is about them; notify individuals of the content of records 
and how to contest their content; maintain records with such accuracy, relevance, timeliness, and 
completeness as is reasonably necessary to assure fairness to the individual in the determination; 
notify individuals when records are made available under compulsory legal process; establish 
procedures for notice to individuals and review of records; and provide a civil remedy when 
Privacy Act provisions are violated. 36    
 
Notwithstanding DHS’s sweeping Privacy Act exemptions, even where the Privacy Act still 
manages to apply to HART’s current and/or future components, immigrants other than lawful 
permanent residents are not covered by the Privacy Act. Therefore, the population most at risk 
and affected by the development, implementation, and use of HART is left without any 
meaningful protection over individual privacy rights or recourse for violations. 
 

 
34 See Shamira Ibrahim, Ousman Darboe Could be Deported Any Day. His Story is a Common One for Black 
Immigrants, Vox (last updated Feb. 5, 2020), https://www.vox.com/identities/2019/9/30/20875821/black-
immigrants-school-prison-deportation-pipeline; The State of Black Immigrants, Part II: Black Immigrants in the 
Mass Criminalization System 20, NYU Immigrant Rts. Clinic & Black Alliance for Just Immigration 
http://stateofblackimmigrants.com/wp-content/uploads/2018/09/sobi-fullreportjan22.pdf.   
35 DHS Privacy Act Statement (Oct. 2020),  https://www.dhs.gov/publication/privacy-act-statement.  
36 See EBR SORN, supra note 14, at 17833; see also 5 U.S.C. § 552a.  
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The HART Increment 1 PIA recognizes that HART presents serious privacy risks.37 According 
to the PIA, some risks can’t be mitigated at all, such as risks related to the inclusion of 
derogatory information, information sharing with foreign partners, or inaccurate database “hits” 
or results for juveniles whose physical characteristics change as they age.38 And some risks can 
only be partially mitigated such as data sharing with unauthorized groups, sharing too much data, 
and the inability of non-U.S. persons to correct inaccurate information.39  These privacy risks put 
immigrants in particular peril, especially if they are refugees or asylum seekers whose 
information is shared with other countries or if incorrect information interferes with obtaining 
legal status. 
 
And as mentioned above, DHS’s acquisition of commercial data prevents accountability and 
oversight over that data. 
 
Conclusion 
 
DHS’s surreptitious construction of HART, the components of which lay the groundwork for 
pervasive surveillance and immigration enforcement, is of serious concern. DHS’s plans to 
amass and share out a vast swath of personal information including biometric information 
through HART, with little regard for the civil and privacy rights of immigrants and people of 
color, is completely unacceptable. We therefore ask the OSTP to: 
 

• Oppose and recommend freezing any expansion of HART, and support an immediate 
moratorium on additional appropriations for HART; 

• Investigate DHS’s proposed vision for HART and advocate for greater accountability and 
transparency measures over its current and/or future development; and  

• Meet with immigrants’ rights advocates, community groups, and affected stakeholders to 
discuss the above concerns. 

 
Thank you for the opportunity to provide these comments. If you have any questions regarding 
these comments, please contact Sarah Kim Pak at  or . 
 
Sincerely, 
 
Sarah Kim Pak 
Staff Attorney 
National Immigration Law Center  

 
37 See Dave Nyczepir, DHS’s Forthcoming Biometrics System Presents Unmitigated Privacy Risks, FedScoop (May 
6, 2020), https://www.fedscoop.com/dhs-biometrics-system-privacy-risks/.  
38 HART PIA, supra note 3, at 24, 29, 32. 
39 HART PIA, supra note 3, at 22, 27, 28-29, 31, 33, 36. 
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