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AI-based biometric technologies are increasingly being developed and deployed in the public
and private sectors, posing numerous threats to privacy, civil rights, and fundamental freedoms.
New America’s Open Technology Institute (OTI) welcomes the opportunity to submit comments
on the use of such biometric technologies for identity verification, identification of individuals,
and inference of attributes including individual mental and emotional states. As OTI outlines
below, a range of AI-based biometric surveillance tools are deployed by law enforcement and
U.S. immigration authorities. Additionally, numerous private entities develop and use biometric
technologies to fuel their marketing and advertising practices. Despite the expansive use of
AI-based biometric tools, there are few existing safeguards to protect privacy and generate
fairness, accountability, and transparency.

AI-Based Biometric Surveillance Technologies: Use of AI-based biometric surveillance
technologies pose a variety of serious risks, including threatening individual and community
privacy by allowing invasive and persistent tracking and targeting, disproportionately
misidentifying certain demographics, and threatening individuals’ rights because their use is so
often secretive and undisclosed, or otherwise very difficult to challenge. These problems are true
of many AI-based biometric technologies, but one exemplary tool that highlights the gravest
issues with biometric technologies is facial recognition, which we will focus on below. Many of
these concepts are not unique to facial recognition tools, however, and apply more widely.

Facial Recognition: First, use of facial recognition threatens individual and community privacy
by allowing invasive and persistent tracking and targeting. Law enforcement agencies routinely
use facial recognition technology to compare an image from CCTV cameras or other sources
with face image databases maintained by local, state, and federal agencies. Potentially more than
133 million Americans are included in these databases, with at least thirty-one states giving
police access to driver’s license images to run or request searches,1 and twenty-one states giving
the FBI access to the same.2 Law enforcement use of these databases for investigations places
millions of Americans in what has been called a “perpetual line-up,”3 posing particular risk to

3 Clare Garvie, Alvaro Bedoya, and Jonathan Frankle, The Perpetual Line-Up: Unregulated Police Face Recognition
in America, Geo. L. Ctr. on Privacy & Tech. 42 (Oct. 18, 2016), available at https://www.perpetuallineup.org/.

2 Face Recognition Technology: DOJ and FBI Have Taken Some Actions in Response to GAO Recommendations to
Ensure Privacy and Accuracy, But Additional Work Remains, Government Accountability Office (June 4, 2019),
https://www.gao.gov/products/GAO-19-579T.

1 Clare Garvie, Alvaro Bedoya, and Jonathan Frankle, The Perpetual Line-Up: Unregulated Police Face Recognition
in America, Geo. L. Ctr. on Privacy & Tech. 42 (Oct. 18, 2016), available at https://www.perpetuallineup.org/.
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privacy and access to public space for Black and Brown people, immigrants, and other groups
who are routinely targeted by police.

Facial recognition, especially when used with persistent surveillance camera networks, further
erodes anonymity in public spaces, allowing law enforcement to perpetually track the
movements of nearly any person at any time. Major American cities have piloted persistent facial
surveillance, which continuously scans live video to identify individuals.4 Such tracking
undermines fundamental rights to association, expression, and privacy.5 The Supreme Court’s
2018 decision in Carpenter v. United States held that warrantless location tracking using cell site
location data for more than seven days is unconstitutional.6 Persistent face surveillance can
“catalogue every single movement” of individuals in the same way, and it’s arguable that such
tracking would be unlawful under a Carpenter analysis.7

Numerous studies have shown that facial recognition technology contains alarming inaccuracies,
and is particularly less accurate on certain groups, including women and people with darker
skin.8 The National Institute of Standards and Technology’s Face Recognition Vendor Test found
significant variation in both false positive and false negative error rates9 across race, sex, and age
with the highest false positives for U.S. law enforcement mugshots among Black, Asian, and
Indigenous people.10 In a comparison of match rates by country of origin, photos of people from
East African countries had false positive rates 100 times higher than the baseline rate.11

In fact, multiple cases have come to light in the past couple years of facial recognition
misidentifications leading to wrongful police action--all involving Black men. In late June 2020,
Robert Williams, a Black man from the Detroit area, shared his story of being wrongfully
arrested due to facial recognition technology.12 Williams was imprisoned for robbery after the
technology misidentified him. And more recently, another Black man in Detroit, Michael Oliver,
came forward to tell his similar story of wrongful arrest based on facial recognition.13 Much like
Williams, Oliver was imprisoned for a larceny he did not commit. Both the cases of Robert

13 https://www.vice.com/en_us/article/bv8k8a/faulty-facial-recognition-led-to-his-arrestnow-hes-suing

12

https://www.washingtonpost.com/opinions/2020/06/24/i-was-wrongfully-arrested-because-facial-recognition-why-are-
police-allowed-use-this-technology/

11 Id. at 40.

10 Patrick Grother, Mei Ngan, and Kayee Hanaoka. “NISTIR 8280: Face Recognition Vendor Test (FRVT) Part 3:
Demographic Effects.” National Institute of Standards and Technology (December 2019),
https://nvlpubs.nist.gov/nistpubs/ir/2019/NIST.IR.8280.pdf.

9 A false positive occurs when a person is incorrectly matched to a photo in the database when it is not actually them.
A false negative occurs when the system incorrectly fails to match a person to their photo in the database.

8 See, e.g., Joy Buolamwini and Timnit Gebru, Gender Shades: Intersectional Accuracy Disparities in Commercial
Gender Classification (2018), available at http://proceedings.mlr.press/v81/buolamwini18a/buolamwini18a.pdf.

7 Id. at 2217, quoting Jones at 430 (Alito, J., concurring).
6 138 S.Ct. 2206 (2018).

5 See, e.g., United States v. Jones, 565 U.S. 400, 415 (2012) (Sotomayor, J., concurring) (“Awareness that the
Government may be watching chills associational and expressive freedoms.”)

4 Clare Garvie and Laura Moy, America Under Watch: Face Surveillance in the United States, (May 16, 2019),
https://www.americaunderwatch.com.
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Williams and Michael Oliver – and likely plenty more misidentifications that have gone
unreported – add to the already compelling evidence that the technology is biased and dangerous
in the hands of law enforcement.

But the technology is dangerous even when accurate. Even aside from the bias and inaccuracy
issues inherent in the technology, facial recognition and all surveillance technologies are
deployed in our imperfect nation, where law enforcement biases, misuse, uneven application, and
disproportionate use in Black and Brown communities mean that those communities are much
more vulnerable to its harms.

Police use of facial recognition technology not only invades privacy through its omnipresence, it
also chills speech. FBI and even local police have a long history of surveilling civil rights
protests.14 And facial recognition technology, one of the most powerful surveillance tools
imaginable, can identify thousands of protestors from a single CCTV camera. While such
surveillance is not new, tracking of this scope and scale is, and undermines a foundational
principle of our democracy—our right to free speech. But reports confirm that police in many
jurisdictions have continued to use facial recognition technology to monitor Black Lives Matters
protestors.15

Law enforcement use of facial recognition can also easily violate due process rights and
otherwise infringe upon procedural justice. New technologies, including these systems, often
allow law enforcement to circumvent existing legal protections for individuals. Due process
requirements govern law enforcement actions throughout the criminal legal process, including
stop-and-frisks, investigations, searches, arrests, and beyond. Yet, in the twenty years that facial
recognition has been used in some jurisdictions, defendants’ rights to due process protections
have been essentially non-existent when it comes to the technology.16 The ability to assess the
reliability of both the facial recognition systems and the ways in which they are used is critical to
ensuring due process of law. Protecting due process rights and preserving Brady17 rights would
require that law enforcement agencies disclose key details about the design and use of the system
that impact the reliability of matches.

And because prosecutors and law enforcement often conceal the use of facial recognition in
criminal trials, it may be difficult, if not impossible to ensure that defendants are able to exercise

17 Brady v. Maryland, 373 U.S. 83 (1963). “The Brady Rule,” or “Brady rights,” as they are commonly known, require
that prosecutors disclose materially exculpatory evidence in the government’s possession to the defense.

16 Jennifer Valentino-DeVries, How The Police Use Facial Recognition, And Where It Falls Short, N.Y. Times (Jan. 12,
2020), https://www.nytimes.com/2020/01/12/technology/facial-recognition-police.html.

15 https://www.theverge.com/2020/8/18/21373316/nypd-facial-recognition-black-lives-matter-activist-derrick-ingram

14

https://slate.com/technology/2016/01/what-the-fbis-surveillance-of-martin-luther-king-says-about-modern-spying.html
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their Sixth Amendment rights.18 Under the Sixth Amendment, any evidence that is considered
“testimonial” in a case should be subject to examination in order to uphold those rights. Facial
recognition is increasingly used to identify the accused,19 meaning that each step in the design
and use of the technology must be disclosed in detail to defendants, who then have the right to
challenge those procedures and algorithms in court. Complicating these issues, companies often
make intellectual property claims to trade secrets to protect their algorithms and prevent their
inner workings from coming to light, impeding defendants’ rights to confront evidence in court.20

Immigrant Surveillance:

Law enforcement is also using AI-enabled biometric technologies extensively to surveil
immigrants, and some of the most invasive technologies are used in the immigration context. For
example, the Department of Homeland Security (DHS) is planning to build the Homeland
Advanced Recognition Technology (HART) database21, an expansive biometrics collection
database that will store sensitive personal information about individuals, including facial
recognition data, digital fingerprints, iris images, palmprints, voice prints, DNA records, political
affiliations, religious activities, and familial and friendly relationship patterns.22 The HART
database is poised to replace DHS’ existing Automated Biometric Identification System
(IDENT), and it will be interoperable with the biometric databases used by the Department of
Justice, State Department, and Department of Defense. The contents of the HART database will
also be available to state and local governments in the United States as well as many foreign
governments, such as Mexico, El Salvador, Jamaica, and Guatemala, who will have access to the
data via information sharing agreements.23

The creation and operation of the HART database will have numerous implications for
immigrant communities. When an individual seeks out an immigration benefit, such as a green
card or DACA, the U.S. government will be able to use the database to access a broad range of

23 Immigrant Defense Project, Just Futures Law, and Mijente, "Freeze Expansion of the HART Database," Just
Futures Law, last modified April 2021,
https://justfutureslaw.org/wp-content/uploads/2021/04/HART-Appropriations-2022.pdf.

22 Jennifer Lynch, "HART: Homeland Security's Massive New Database Will Include Face Recognition, DNA, and
Peoples' 'Non-Obvious Relationships,'" Electronic Frontier Foundation, last modified June 7, 2018,
https://www.eff.org/deeplinks/2018/06/hart-homeland-securitys-massive-new-database-will-include-face-recognition-d
na-and.

21 "DHS/OBIM/PIA-004 Homeland Advanced Recognition Technology System (HART) Increment 1," Department of
Homeland Security Publications Library, last modified 2020,
https://www.dhs.gov/publication/dhsobimpia-004-homeland-advanced-recognition-technology-system-hart-increment-
1.

20 See, e.g., Wisconsin v. Loomis, 371 Wis.2d 235, 243 (Wisc. 2016).

19 Kashmir Hill, Wrongfully Accused By An Algorithm, N.Y. Times (June 24, 2020),
https://www.nytimes.com/2020/06/24/technology/facial-recognition-arrest.html; Jennifer Valentino-DeVries, How The
Police Use Facial Recognition, And Where It Falls Short, N.Y. Times (Jan. 12, 2020),
https://www.nytimes.com/2020/01/12/technology/facial-recognition-police.html.

18 Karen Gullo & Jennifer Lynch, When Facial Recognition Is Used to Identify Defendants, They Have a Right to
Obtain Information About the Algorithms Used on Them, EFF Tells Court , EFF.org (March 12, 2019),
https://www.eff.org/deeplinks/2019/03/when-facial-recognition-used-identify-defendants-they-have-right-obtain.
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biometric information on the applicant. However, many of the biometrics in the database, such as
facial recognition and voice prints may be unreliable, particularly for marginalized
communities.24 The use of these biometrics therefore creates risks that these individuals will be
further marginalized and subject to erroneous enforcement. Additionally, the collection and use
of biometrics such as DNA samples raise ethical concerns.25 Despite these concerns, the HART
database would be used to make consequential immigration decisions for millions of people.

In addition, the use of the HART database poses several privacy and civil liberties concerns.
According to the DHS Office of Biometric Identity Management (OBM), the office responsible
for building HART, individuals may not always be aware that the biometrics collected when
submitting an immigration-related application will be stored in HART and can be shared with
other government branches. But, OBM has noted that this privacy risk cannot be mitigated.
OBM also recommends, rather than requires, individuals to review the data that is collected on
them to ensure accuracy, completeness, and quality, raising concerns around the validity of data
used to inform immigration-based decisions.26 Lastly, given the massive amounts of data in the
HART database, it could be used to identify and track individuals in real time, undermining their
ability to exercise their rights to protest, assemble, associate and conduct other daily activities.27

In addition, U.S. Customs and Border Protection (CBP) also currently operates a comprehensive
biometric entry and exit program which relies on facial recognition technology known as
Biometric Facial Comparison Technology. According to CBP, when a traveler (U.S. citizen and
non-citizen alike) is arriving in or departing from the United States, they are subject to a
biometric face scan.28 This scan is cross-referenced with an existing passport or visa photo of the
traveler, which is stored in a database operated by DHS, to verify the traveler’s identity. During
this process, a CBP officer may also interview the traveler to determine admissibility.29

Since the project’s inception in 2017, numerous advocates have noted that these technologies
pose a significant threat to privacy and civil liberties. In particular, these tools allow CBP to
conduct facial recognition covertly and at scale.30 As previously outlined, biometric and facial
recognition programs operated by law enforcement in the United States have been found to
generate flawed and problematic results, particularly for marginalized populations, such as

30 "EPIC v. CBP (Biometric Entry/Exit Program)," Electronic Privacy Information Center, last modified March 2019,
https://epic.org/documents/epic-v-cbp-biometric-entry-exit-program/.

29 Spandana Singh, "Biometric Tracking of U.S. Citizens at the Border Poses Significant Risks to Privacy," New
America's Open Technology Institute, last modified March 15, 2018,
https://www.newamerica.org/oti/blog/biometric-tracking-us-citizens-border-poses-significant-risks-privacy/.

28 CBP Biometrics, https://biometrics.cbp.gov/.
27 Lynch, "HART: Homeland," Electronic Frontier Foundation.
26 "DHS/OBIM/PIA-004 Homeland," Department of Homeland Security Publications Library.

25 Aziza Ahmed, "Ethical Concerns of DNA Databases used for Crime Control," Harvard Law Petrie-Flom Center, last
modified January 14, 2019,
https://blog.petrieflom.law.harvard.edu/2019/01/14/ethical-concerns-of-dna-databases-used-for-crime-control/#:~:text
=Issues%20with%20using%20DNA%20testing%20in%20law%20enforcement%3A%20Errors&text=These%20issues
%20include%20basic%20human,a%20surge%20in%20racial%20disparities.

24 Immigrant Defense Project, Just Futures Law, and Mijente, "Freeze Expansion," Just Futures Law.
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people of color.31 The deployment of this technology therefore creates significant new risks of
profiling and further marginalizing these communities at borders. Further, the use of this
technology underimes U.S. citizens’ ability to manage their identity, which is concerning in the
context of First Amendment rights of free association and freedom of expression.32

At the moment, there are few measures in place to prevent or opt-out of participating in the
program, and there are also few regulations that govern how such biometric information is
collected, used, disseminated, and retained, raising serious privacy concerns. Despite these
concerns, Biometric Facial Comparison Technology has been deployed across the country.
According to CBP, the technology is in use at 199 airports for air entry, including all 14 CBP
Preclearance locations, 32 airports for air departure, 12 seaports for use by cruise lines, and at
almost all pedestrian and bus processing facilities along the U.S.’ northern and southern land
borders. Between June 2017 and November 2021, CBP has deployed Biometric Facial
Comparison Technology to process 117 million passengers.33

AI-Based Biometric Technologies for Marketing and Advertising

Over the past several years, many retailers have adopted the use of AI-based biometric
technologies such as facial recognition for security purposes. Beginning in 2016, for example,
Saks Fifth Avenue began deploying facial recognition to track shoplifters.34 More recently,
retailers have expanded their use of online and offline biometric technologies to fuel their
marketing and advertising practices. Developers and deployers of these technologies assert they
can enhance retailers’ abilities to understand their consumers, deliver personalized experiences,
and turn a profit.35 However, the use of these technologies is highly invasive, and often occurs
without consumer awareness or consent, and with few safeguards to govern data practices.

In an offline context, retailers in the United States – and around the world – have deployed
behavioral tracking and facial and voice recognition tools to monitor consumers in their
storefronts.36 These technologies can identify and track shoppers while they are in
brick-and-mortar stores to gather data about how long a customer is in a storefront, what items
they spent the most time looking at, what facial expressions and gestures they exhibited when

36 Victoria Petrock, "Biometric Marketing 2019," eMarketer Intelligence Insider, last modified October 3, 2019,
https://www.emarketer.com/content/biometric-marketing-2019.

35 "Biometric Technology Means Big Things for Retail and Hospitality," NCR Global, last modified February 22, 2021,
https://www.ncr.com/blogs/biometric-technology-retail-hospitality.

34 EMarketer Editors, "How Retailers Are Using Biometrics to Identify Consumers and Shoplifters," eMarketer
Intelligence Insider, last modified October 3, 2019,
https://www.emarketer.com/content/how-retailers-are-using-biometrics-to-identify-consumers-and-shoplifters.

33 CBP Biometrics.
32 "EPIC v. CBP (Biometric," Electronic Privacy Information Center.

31 Georgetown Law Center on Privacy & Technology, Not Ready For Takeoff: Face Scans at Airport Departure Gates,
December 21, 2017, https://s3.documentcloud.org/documents/4334243/Georgetown-Law-report-on-airport-facial.pdf.
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looking at certain items, and more.37 By combining this information with data like purchasing
history, age, and gender,38 retailers can target consumers with promotions via text and push
notifications in real time, and via online advertisements after the consumer has left the store.39

Many businesses also collect biometric information from consumers when they are browsing
online. For example, numerous retailers use sensors built into smartphones and website code to
track and collect information including the angle at which people hold their devices, the pressure
consumers apply on a keyboard, how they navigate a mousepad, how quickly a consumer scrolls,
and what content consumers spend the most time looking at.40 Many entities also rely on phone
cameras to enable facial recognition tools. Using this information, retailers can generate
expansive profiles which can be used to identify consumers within seconds, and inform
subsequent marketing and advertising strategies to drive consumer engagement and purchases.41

Entities that develop and deploy biometric technologies in online and offline settings argue that
the tools confer numerous benefits, including allowing retailers to better understand their
consumers and deliver a personalized and more “valuable” experience to their customers.42

Additionally, some organizations, such as banks, claim these behavioral biometrics enable them
to instantly verify identities, therefore promoting greater security for their customers.43

However, when businesses deploy these biometric technologies in the online and offline
environments, they typically do not disclose when and how they are collecting, using, and
sharing consumer biometric data. As a result, these companies are collecting highly sensitive and
invasive data on their consumers without providing these individuals with any opportunity to
opt-out or control if and how their data is being collected and used.

In addition, the use of biometric technologies to fuel marketing and advertising efforts is
particularly concerning given the extensive targeted advertising practices that already exist in the
digital world. As OTI has highlighted in our work, targeted advertising practices rely on the vast
collection and monetization of internet users’ personal data, as this data enables advertisers to
precisely select and segment audiences based on their interests, demographics, behavioral
characteristics, personally identifiable information (PII), and more.44 As targeted advertising

44 Spandana Singh, Special Delivery: How Internet Platforms Use Artificial Intelligence to Target and Deliver Ads,
February 18, 2020, https://www.newamerica.org/oti/reports/special-delivery/

43 Cowley, "Banks and Retailers".

42 "Biometric Technology," NCR Global.
41 Cowley, "Banks and Retailers".

40 Stacy Cowley, "Banks and Retailers Are Tracking How You Type, Swipe and Tap," New York Times, August 13,
2018, https://www.nytimes.com/2018/08/13/business/behavioral-biometrics-banks-security.html.

39 Kim Hart, "Facial Recognition Surges in Retail Stores," Axios, last modified July 19, 2021,
https://www.axios.com/facial-recognition-retail-surge-c13fff8d-72c6-400f-b680-6ae2679955d4.html.

38 "New In-Store Biometric Solutions Are Shaping the Future of Retail Services," NEC Technical Journal 13, no. 2
(2018): https://www.nec.com/en/global/techrep/journal/g18/n02/180210.html.

37 Podcast: Attention, Shoppers–You're Being Tracked," MIT Technology Review, December 21, 2020,
https://www.technologyreview.com/2020/12/21/1015409/podcast-attention-shoppers-youre-being-tracked/.
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practices have become more ubiquitous, particularly on platforms such as Facebook and Google,
it has resulted in a vicious cycle of personal data collection. This is because the more personal
user data advertising companies and businesses are able to collect, the more “relevant”
advertisements they are able to deliver.45 The collection of consumers’ sensitive biometric data,
both online and offline, feeds into and spurs these surveillance capitalism-based advertising
practices, encouraging companies to commodify users and their data and creating little incentives
for such entities to reign in these invasive practices and offer consumers agency over their data.46

Despite the fact that the AI-based biometric technologies used to fuel marketing and advertising
are highly invasive, the United States has very few safeguards in place to govern how such
technologies are developed and deployed, and how biometric data is stored, used, and shared.
Some U.S. states have taken action in this regard. For example, in California the California
Consumer Privacy Act (CCPA) considers biometric information such as fingerprints and facial
images to be protected personal data.47 In addition, cities including Portland, Oregon have
instituted bans on the use of facial recognition by government, police, and commercial
enterprises including retail stores.48 However, there are no safeguards at the federal level,
enabling businesses to deploy biometric technologies at scale and collect vast amounts of
sensitive user data to fuel already intrusive advertising practices.

Going forward, online and offline businesses will rely on biometric technologies more. Recent
reporting suggests that some businesses are considering using technologies that can interpret
facial expressions and emotional state, identify galvanic skin response (e.g. when someone is
sweating), or monitor heart rates.49 If entities are allowed to collect and use such personal data
without safeguards, it will foster further privacy-intrusive practices, undermine consumer rights,
and establish a significant power imbalance that leaves consumers with little agency.

Accountability and Mitigation Tactics:

As outlined, the use of AI-based biometric technologies poses significant risks to the rights and
freedoms of individuals across the United States and around the world. In cases of some
technologies, outright bans might be necessary, where we already know the tech is highly
invasive, racially-biased, and antithetical to the First and Fourth amendments, such as facial
recognition. In other instances, we believe developers and deployers of these technologies as

49 Cowley, "Banks and Retailers".

48 Tim Becker, "City Council Approves Ordinances Banning Use of Face Recognition Technologies by City of Portland
Bureaus and by Private Entities in Public Spaces," news release, September 9, 2020,
https://www.portland.gov/smart-city-pdx/news/2020/9/9/city-council-approves-ordinances-banning-use-face-recognitio
n.

47 "California Consumer Privacy Act (CCPA)," State of California Department of Justice,
https://oag.ca.gov/privacy/ccpa.

46 Bruce Sterling, "Twenty Years of Surveillance Marketing," WIRED, November 21, 2018,
https://www.wired.com/beyond-the-beyond/2018/11/twenty-years-surveillance-marketing/.

45 Singh, Special Delivery.
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well as the U.S. government can institute numerous safeguards to ensure these tools are used
responsibly and with restraint. In particular, we recommend:

1. All developers and deployers of AI-based biometric technologies engage in a robust and
comprehensive set of assessments (e.g. algorithmic audits, impact assessments) to
identify risks their technologies pose to individual’s fundamental rights and society,
understand appropriate use cases for their tools, and mitigate any identified risks and
instances of bias.50 These entities should conduct such assessments throughout the
lifecycle of these tools, including during the design phase, pre-deployment, and
post-deployment to account for any changes in how the tools operate.51 In addition,
entities creating and using AI-based biometric technologies should also use of other
accountability tools, as appropriate, such as machine learning documentation practices
and procurement mechanisms to promote greater fairness, accountability, and
transparency (FAT) around these tools.52 Lastly, entities should also provide meaningful
transparency around the kinds of evaluations they have performed and their findings, as a
mechanism for building trust and confidence in these tools.53

2. Entities responsible for developing AI-based biometric technologies should engage with
and solicit feedback from a broad set of stakeholders before introducing any new
products or features.54 Such multi stakeholder engagements, including with users and
civil rights and public policy experts can ensure entities develop tools that are reliable
and non-invasive and policies that promote sufficient FAT.55

3. Where biometric information is collected, it must be subject to strict safeguards that go
beyond typical data safety requirements. Comprehensive privacy legislation is needed at
the federal level, and should address further requirements that apply to biometric
information, which is some of the most sensitive personal data. The following principles
should serve as a guide to policymakers:

a. Meaningful consent: Companies must obtain meaningful consent to collect,
process, and use biometric data.

b. Transparency: Congress should require notices to be accessible to those with
limited English proficiency and to be available in a machine-readable format.

55 Singh and Doty, Cracking Open.
54 Sarkesian and Singh, "OTI Comments," New America's Open Technology Institute.
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52 Singh and Doty, Cracking Open.
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c. Data Minimization: Collection of personal biometric data should be limited to
what is strictly necessary for the given purpose.

d. Limited Retention Period: The data collected must not be retained by companies
or law enforcement authorities indefinitely. Legislation should define a retention
period for personal data.

e. Prohibition on Secondary Uses: Personal data must be used for intended,
consented to purposes only and legislation should prohibit secondary uses.

f. Data Security: Companies must maintain best security practices to safeguard the
collected data. Such practices include decentralized implementation,
de-identification methods like differential privacy, and encryption.

g. Equity: Companies must take steps to prevent disparate impacts on certain
populations and demographics. Legislation should include a prohibition on
discriminatory uses of data related to protected characteristics, including denial of
access to education, housing, and employment opportunities.

4. Finally, there must be clear oversight and transparency practices that provide the public
with notice of the use of these technologies, impacts, and opportunities for redress. There
should be a process in place that also provides the public with the opportunity to provide
input into whether, and how, such technologies are used. At the very least, democratic
processes must be put in place surrounding the acquisition and use of surveillance
technologies at a local level. Through the Community Control Over Police Surveillance
(CCOPS) initiative (organized in 2016 by 18 organizations including OTI, and led by the
ACLU), over twenty jurisdictions nationwide have passed ordinances that require
transparency into what police technologies are in use, and allow opportunities for
community input before deployment.56

Conclusion

Concerningly, a growing range of AI-based biometric surveillance tools are being deployed,
often in secret and without public awareness or accountability, by law enforcement at the federal
and local levels, as well as U.S. immigration authorities, and other government entities. Further,
numerous private companies are now developing and using biometric technologies to fuel their
marketing and advertising practices, in the absence of any federal commercial privacy law
restricting or otherwise limiting these practices. At a minimum, safeguards to protect privacy and
generate fairness, accountability, equity, and transparency must be put in place to protect the
public from invasive biometric technologies.

56 American Civil Liberties Union, Community Control Over Police Surveillance
https://www.aclu.org/issues/privacy-technology/surveillance-technologies/community-control-over-police-surveillance

https://www.aclu.org/issues/privacy-technology/surveillance-technologies/community-control-over-police-surveillance

