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January 14, 2022

TO: Dr. Eric Lander
Director
THE OFFICE OF SCIENCE AND TECHNOLOGY POLICY (OSTP)
Via email: BiometricRFI@ostp.eop.gov

FROM: Mr. Avi Golan
Chief Executive Officer
OOSTO
152 Madison Avenue, 20th Floor
New York, NY 10016

RE: RFI Response: Biometric Technologies

Dear Dr. Lander,

Thank you very much for the opportunity to respond to your Request for Information
regarding public and private sector uses of biometric technologies. We have a unique value
proposition in this space and are pleased to present six common use cases that facial
recognition technology is utilized for purposes of verification and identification (in real-time
and post-facto) in various environments, as well as the potential benefits and risks of each
case.

We admire and support your organizationʼs mission to implement responsible and
meaningful science and technology policies, and we are most appreciative of the opportunity
to provide your team with our point of view on the benefits and best practices of biometric
technology as it relates to our specific area of expertise - facial recognition.

Introduction
Oosto is a world-leading visual artificial intelligence platform company that organizations
across the globe partner with to create secure, seamless experiences in their physical spaces.
Since our founding in 2015, Oostoʼs technology has been proven to operate with the highest
levels of identification accuracy in real-time and real-world scenarios while achieving top
rankings across all five categories in the Face Recognition Vendor Test (FRVT) conducted by
the National Institute of Standards and Technology (NIST), including 1:1 verification. As a
result, Oosto has been rated as one of the best facial recognition solutions in the Western
hemisphere. This distinction has been achieved through years of world-class AI research,
ethical rigor, and proven artificial intelligence technology.

Oostoʼs data scientists are pioneers in Visual AI research - offering extensive experience in the
field with real-world challenges, and expertise with state-of-the-art technologies,
applications, and best practices. This research will be accelerated by our recently announced
collaboration with Carnegie Mellon Universityʼs CyLab Biometrics Center which will focus on
advanced object classification and behavior recognition algorithms for commercial use cases.
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This collaboration will help Oosto address a broad range of safety-related use cases, including
object detection (e.g., weapons on school grounds) and behavioral analysis (e.g., when
someone falls down).
Ultimately, our mission is to enable a safer, better protected, and more connected world for
the benefit of society.

To date, Oosto has developed, deployed, and continuously improved our facial recognition
technology in four primary product offerings:

● OnAccess frictionless access control;
● OnWatch watchlist alerting;
● OnPatrol real-time, in-the-field identification for law enforcement and military

personnel; and the
● OnEdge appliance, a complete system on module (SOM) that enables facial

recognition on video processing to take place on near-edge compute appliances. This
completely alleviates the need for cloud-based solutions that need high bandwidth
data lines to the cloud and enormous monthly cloud computing costs. In fact, Oosto's
OnEdge solution also effectively shi�s the GPU-heavy compute load from expensive
on-premise servers to small, dedicated power-efficient modules. Oosto OnEdge is our
latest offering (available in Q1-2022) and costs a fraction of a traditional on-premise
server – typically one-third the cost per video channel – and is capable of processing
video from existing security cameras. Also unlike traditional on-premise servers, Oosto
OnEdge requires a small amount of power and cooling and doesnʼt take up space in a
rack - which helps to further reduce TCO and is the only feasible way to accommodate
large-scale deployment that can handle a large number of video feeds.

Deployment benefits
It is clear that physical safety in the workplace is a prerequisite for operational excellence. To
that end, facial recognition technology offers unparalleled threat detection capacity as it can
considerably improve workplace safety without inundating security teams with additional
responsibilities.

When visual AI takes on repetitive or dangerous tasks, it frees up human labor to carry out
work that we are better equipped for — tasks involving aspects of creativity and empathy.
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Visual AI also provides organizations with a tool that can process big data quickly and identify
anomalies that may compromise or threaten facility security.

Oostoʼs customer base covers both public and private sector entities, including governmental
agencies, and leading companies in financial services, manufacturing, transportation, retail,
health and fitness, professional sports, and gaming sectors, among others.

Our customers are using Oosto's leading visual AI platform to positively impact safety and
security, productivity, and customer experience. Oostoʼs facial recognition technology
enables enterprises to better protect their customers, guests, and employees by identifying
security and safety threats in real-time without compromising on fair and ethical use.

Please note that Oosto operates in the physical security space, and not in the digital space
(i.e., cybersecurity). Therefore, all of the aforementioned refers to only biometric-related
identification - and specifically ethical facial recognition - in physical spaces.

How it works
Facial recognition technology allows matching between a person's image (video or stills) and
a tagged image of that person in the database, which includes his or her name and other
identifying features. The list of people in a database is called a “watchlist;” there are also
“safelists” to segment persons with authorized access, versus “blocklists” which identify
those whose entry is prohibited in a specific space.

How we lead
Today, the success of an organization lies in its ability to quickly adapt, evolve, and respond to
change.

Many public- and private-sector entities are looking to adopt new technologies that make life
easier, safer, and more intuitive for employees, visitors and customers while optimizing
existing resources, increasing productivity, and reducing operational risk. Artificial
intelligence provides significant benefits to this effort, including improved speed, accuracy,
cost savings, fraud detection, medical diagnoses, and customer experience, for example.

Our mission is to provide the public and private sectors with more efficient, accurate, and
reliable tools in which to keep their people, properties, and assets safe and secure. Our
technology is powerful and we consider its potential use in a variety of contexts very seriously
when presented with new opportunities for its deployment.

Ethics review board. For example, Oosto employs an internal Ethics Board which
reviews every potential sales opportunity to ensure that our technology is being used
for ethical purposes. The Ethics Board also considers the regional differences and
compliance mandates to ensure that our technology falls within those designated
guard rails. If the prospective customer is a government or law enforcement agency,
we carefully review each use case to ensure it meets our strict guidelines for ethical
use.
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Terms of use. Secondly, in Oostoʼs end-user license agreements, all customers are
prohibited from using the technology for inappropriate, improper, or unlawful
purposes. We are committed to doing whatʼs right, and building technology that
protects our identities and biometric data while simultaneously protecting places,
people, and profits from bad actors and security threats.

Advanced privacy settings. As there currently exists no federal regulation on visual
artificial intelligence (AI) and face recognition technology, Oosto takes a strict,
market-leading approach to ensure that we meet a high standard of maintaining user
privacy and fair and ethical use of the technology in both private and public use cases.

This includes our offering advanced privacy settings, including Face Blur and Discard
Detections options, designed to protect the identities of innocent individuals not on
watchlists. Our Face Blur option effectively blurs all faces of people not explicitly listed
on an organizationʼs watchlist. When this feature is activated, only individuals
identified on the watchlist are visible — all other people in the field of view of the
camera are blurred.  Our Discard Detections mode goes a step further, as it discards

all face detections of non-enrolled individuals (and doesnʼt retain any of their
biographic data).

The power of Oostoʼs AI lies in our platformʼs ability to provide highly accurate results,
generate fewer false positives, and leverage clientsʼ existing hardware to deploy our
technology as rapidly as possible.

Nature and source of data used
A key differentiator of ours as a facial recognition provider is that Oosto starts with an empty
watchlist, and we build datasets from scratch, rather than scraping images from
publicly-available sources on the Internet (e.g., including news media, public social media).
Unfortunately, this method of facial recognition has justifiably angered privacy groups and
data protection agencies around the globe and damaged public trust in the accuracy and
reliability of facial recognition systems. The watchlist should be narrowly defined based on
known security threats or other classes of persons of interest (e.g., VIPs or employees).

Also, we use real-world production data. Whereas many facial recognition technologies
struggle to correctly identify people under challenging conditions, such as bad lighting or
when individuals are not looking directly at the camera, Oostoʼs technology consistently
outperforms expectations in terms of speed and accuracy. This is due to our AI models having
been built with real-world imperfections which make them more robust and more accurate in
recognizing persons of interest even in suboptimal environments.

Moreover, our training models are built on representative, balanced data sets. Neural
networks - built with diverse skin tones, facial poses, genders, ages, and ethnicities - perform
better in the wild and minimize demographic bias.

Notably, when our solution runs on-premise, no data is passed over the Internet from our
commercial customers to Oosto, which effectively makes it a closed network. Oosto does not
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store any images of faces or bodies, just mathematical vectors. Any watchlist photos in use are
uploaded and managed by our commercial customers based on their unique security needs.

In this summary, we will detail the different types of popular use cases of facial recognition
according to the degree of sensitivity and risk.

1. CONSUMER APPLICATION
○ Facial recognition as a password.
○ Oosto offering in this use case: None.
○ A safelist of one person.

This is a very  popular use case example in which facial recognition technology unlocks a
mobile phone or a car. Facial recognition replaces the use of a key or password and is reliable
and convenient to use. The technology also provides socially acceptable security and privacy
risks. The critical thing to mention in this use case is that the user voluntarily opts-in to
provide their face as the unlocking biometric mechanism in these environments, and the
algorithmic data created to recognize the unique attributes of a personʼs face is performed at
the userʼs request.

2. COMMERCIAL APPLICATION
○ Frictionless access control.
○ Oosto offering in this use case: OnAccess.
○ A safelist of a small group of people.

A physical access control solution based on facial recognition is commonly found in locations
such as corporate office buildings, residential buildings, manufacturing facilities,
transportation hubs, commercial areas, and the like. These facial recognition systems allow
access to a predefined group of authorized people who have only safelisted access. The
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system will allow automatic, frictionless and very rapid opening of access doors to authorized
personnel; it will also prompt immediate alerts in order to identify and locate unauthorized
persons in a restricted area.

Moreover, Oostoʼs visual AI-driven platform  protects users against sophisticated spoofing
attempts as our solution has liveness detection technology to ensure every detected face is a
real person vs. a spoof (e.g., a picture displayed on a phone). A good solution can identify
spatial inconsistency in real-time by using an array of sensors that create a 3D map of a
personʼs face to effectively eliminate spoofing threats.

This set of use cases has traditionally been used for security purposes, but has recently
expanded into areas of safety, efficiency, hygiene, and improving the customer experience.

In one customer use case, a logistics center uses Oosto's solution to streamline and improve
the process of releasing containers to truck drivers. In another, a professional football team
uses Oostoʼs technology to allow professional athletes entry into private practice facilities and
restricted areas of a stadium including training and locker rooms.

3. PRIVATE ENTERPRISE WATCHLISTING
○ Watchlist alerting
○ Oosto offering in this use case: OnWatch
○ A limited blocklist

Security-enabled CCTV systems are commonly used in private spaces open to the public, such
as retail chains or casinos. These types of commercial clients maintain a limited list of
individuals who either are identified as VIPs for whom an establishment would like to provide
a special level of customer service or a person of interest (POI) who poses a threat to the
business because they are convicted criminals, or have a history of violence or the�.

Casinos
In casinos, Oostoʼs identity alerting solution adds another layer of safety and experience to
the casino and gaming environment by enabling operators to keep a watchlist of persons of
interest (POIs) and alert upon any unauthorized individual or VIP as soon as they enter the
premises. Oostoʼs neural network uses both face and body recognition to detect POIs on a
watchlist. This technology allows security teams to meet banned players (which could also



include self-excluders or advantage players) before they reach the gaming floor - and enables
a hospitality team to greet VIPs as soon as they enter the lobby.

Oostoʼs OnWatch solution also allows operators to use historic footage from already-installed
cameras to trace a POI and understand in real-time who theyʼve come in contact with (and for
how long). As soon as a patron or employee is identified, our so�ware can search backward
and determine everyone who may have interacted with him or her.

Retail
According to a recent report from Retail Industry Leaders Association and Buy Safe America
Coalition, as much as $68.9 billion worth of products were stolen from retailers in 2019
(pre-Covid). In addition to the adverse economic impact that shopli�ing has on small and
large businesses, more brazen and violent the� in stores is also having a negative
psychological impact on employees.

As detailed in the report, nearly 67% of asset protection managers at leading retailers
surveyed report a moderate to a considerable increase in organized retail crime, while more
than 86% said that an organized retail criminal has verbally threatened an associate with
bodily harm.

Oosto helps retailers identify known shopli�ers, identify employee the�, and reduce
shrinkage with real-time video surveillance and forensics which allows operators the ability to
quickly search weeks of video footage to identify suspects and streamline their investigations.

Oostoʼs facial recognition technology is both immediate and highly accurate (0.1% false
alarms coupled with 0.2ms detection speed), and serves to protect law-abiding shoppers
while identifying security risks that may pose a threat to employees, customers, and
profitability.

Much like the casino scenario, operators are empowered to protect their people, properties,
and assets by keeping a watchlist of persons of interest (POIs) that alert upon any
unauthorized individual, known shopli�er, or VIP as soon as they enter the store.

One Oosto retail customer realized 77% more apprehensions in shopli�ing suspects in one
monthʼs time and a 25% ROI on total company-wide project cost during the first three months
of deploying our watchlisting solution.

PUBLIC SECTOR USE CASES
Facial recognition technology offers a number of benefits to law enforcement and other
government agencies and can be used as a force for good.

There are two fundamental use cases for law enforcement -- real-time alerting and
post-event/forensic investigations.  Oostoʼs solutions can help in both use cases.  Much of the
public backlash is associated with real-time video surveillance in public places.
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Oosto helps protect law enforcement and military personnel by connecting to existing body
cameras and analyzing video streams in real-time using on-the-go Vision AI technology to
identify persons of interest such as criminals, dangerous individuals, or missing children.

To the detriment of local communities and citizenry, police use of facial recognition
technology is currently prohibited in several U.S. cities and states. Unfortunately, this
effectively handicaps law enforcement agencies from successfully serving the best interests of
their communities. In many cases, time is of the essence and mere seconds could mean the
difference between life and death. Visual artificial intelligence can help save lives. Thus, it is
short-sighted to prohibit the use of such a powerful tool that can lead to more favorable
outcomes for law-abiding citizens.

Claims about demographic bias in facial recognition technology are overblown. For example,
an FBI study from 2012 showed a “5 to 10 percent differential in biometric performance for
matching photos of Black people,” but the Security Industry Association (SIA) notes that in the
intervening time, industry accuracy measurements have changed from errors per thousand
candidates to errors per million, showing the study to no longer be relevant.”

As the SIA pointed out in July 2021, in another study o�en quoted by opponents of the
technology, “The results are also based on algorithms which are now considered obsolete and
were challenged immediately by IBM, but the study is o�en the main point in support of the
contention that face biometrics do not work for women or people with dark skin.”

Moreover, the U.S. National Institute of Standards and Technology (NIST) further investigated
the issue and reported that “the results were being overgeneralized and misinterpreted by
some in the media.” In fact, what differences found were largely due to passport fraud
identified among samples from Somalia and that ongoing NIST testing has revealed that
“among the top 20 performing facial recognition algorithms, the worst demographic for
performance is still 99.7 to 99.8 percent as accurate as the best, and white males are the
demographic with the lowest match rates.”

Notably, public sentiment is evolving on the use of facial recognition technology. While
privacy concerns drive some of the skepticism on the technology, in a recent Australian study,
it was noted that 61% of those surveyed were “supportive of police using facial recognition
technology a�er a crime has occurred” and that, “Overall, the discourse was mostly positive
for the use of FRT (facial recognition technology) by police.”

Moreover, in a recent survey conducted by an advocacy group opposed to facial recognition,
only 19 of 53 retailers said they would shun the technology.

The following two use cases relate to police use but differ in the purpose and manner of use,
as well as in the scope of watchlist data being utilized. These examples also differ as it relates

to the general publicʼs perception of personal privacy and the potentially invasive, but widely
misunderstood, use of facial images without consent.

https://news.bloomberglaw.com/privacy-and-data-security/facial-recognition-systems-regulation-outlook-for-2022
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https://www.biometricupdate.com/202004/nists-patrick-grother-on-bias-biometrics-evolution-and-plans-to-test-face-recognition-with-masks
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https://www.bloomberg.com/news/articles/2021-11-11/facial-recognition-tech-won-t-go-away-despite-facebook-fb-ending-system


4. LAW ENFORCEMENT APPLICATION 1
○ OnPatrol.
○ Real-time monitoring of public spaces for locating missing people and

identifying wanted criminals.
○ Limited watchlists.

Oostoʼs OnPatrol solution works before a crime happens, and locates missing people and
wanted criminals a�er a crime has occurred.

OnPatrolʼs functionality excels in both its flexibility and diverse abilities in being able to spot a
wanted individual in a large, real-world environment of many people in real-time - while using
the officerʼs body camera or a mobile phone. The OnPatrol app is provided to police with an
empty database. The database is populated directly by law enforcement personnel due to
justifiable reasons for watchlisting specific security threats.

5. LAW ENFORCEMENT APPLICATION 2
○ Post-facto identification for forensic investigation.
○ Oosto offerings in this use case: OnPatrol and OnWatch.
○ Unlimited watchlists.

The police obtain a picture of a suspect from a crime scene and want to find out, "Who is the
person in the picture?" That requires as wide a database as possible. Optimally - photos and
identities of all the people in the world.
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In order to accumulate a database of billions of images and identities, there are facial
recognition companies that have scraped images from social networks. (Oosto is not one of
them.) This method has been used by hundreds of U.S. police and other law enforcement
agencies in the pursuit of solving crimes.

However, this method has been declared illegal in Canada, Australia, the UK, and France, with
all of these countries ordering the deletion of photos of their citizens from face recognition
apps used by law enforcement agencies.

6.    LAW ENFORCEMENT APPLICATION 3
○ Mass surveillance of the civilian population in public spaces.
○ Oosto offerings in this use case: None.
○ Unlimited watchlists.

The practice of using facial recognition for purposes of mass surveillance of civilian
populations has been reported in the Western press as a concerning method of conduct by
non-Western governments. To the best of our knowledge, this is not occurring in the U.S.
today. Surveillance for monitoring and controlling the civilian population has been deemed
as a violation of human rights by the United Nations, while video surveillance equipment and
VMS manufactured by Chinese companies such as Dahua, Huawei, and Hikvision have been
banned for use by the U.S. government. It has been reported that the technology has the
potential for unethical practices such as social scoring and the suppression of ethnic
minorities. A Beijing News survey showed that nearly 90% of respondents in China stated they
do not want facial recognition used in commercial areas.

As UN High Commissioner for Human Rights (OHCHR) Michelle Bachelet recently stated,
appropriate safeguards need to be put into place and due diligence must be conducted in
order to protect and uphold human liberties so that biometrics technology benefits, rather
than threatens, society: “The higher the risk for human rights, the stricter the legal
requirements for the use of AI technology should be…the power of AI to serve people is
undeniable, but so is AIʼs ability to feed human rights violations at an enormous scale with
virtually no visibility. Action is needed now to put human rights guardrails on the use of AI, for
the good of all of us.”

…
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In conclusion, as a worldwide operating company in ongoing dialogue with governments and
global corporations, we strongly recommend that regulatory guidance be developed in the
field of artificial intelligence and specifically facial biometrics in an effort to better protect civil
liberties and human rights while supporting businesses and government agencies with a safe
path to gain from the many benefits that facial recognition technology offers.

As we previously demonstrated on our Sensitivity Scale examples, facial recognition involves
many different use cases, ranging from innocuous activities such as unlocking a mobile
phone, to government video surveillance in public settings. There is a significant chasm of use
cases falling in the "gray" zone that requires careful consideration of balancing the need for
security and public safety with an individual's right to privacy.

Oosto is willing to share our industry insights and best practices from our vast experience
gained from independent research, collaborations with some of the leading universities in the
world, and from having deployed this technology in real-world conditions for thousands of
institutions. We continue working diligently on ways to enhance Visual AI technology for the
benefit of society as a whole.

Again, thank you for the opportunity to contribute our voice to helping shape our nationʼs
technological priorities. Please do not hesitate to contact us directly with any questions you
may have about Oosto, our facial recognition technology, or our practices.

Sincerely,

Avi Golan
Chief Executive Officer
OOSTO
www.oosto.com
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