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From: Liz O’Sullivan
Chief Executive Officer
Parity Technologies, Inc.

January 15, 2022

To whom it may concern,

Response to White House Notice of Request for Information (RFI) on Public and
Private Sector Uses of Biometric Technologies - 86 FR 56300

The team at Parity welcome this opportunity to share our years of experience working
with and within enterprise AI teams to mitigate AI-driven risk factors across multiple
industries.

While it’s certainly true that the use of biometrics has expanded dramatically alongside
the growth of AI in the last few decades, concern about biometric data abuse is by no
means a new phenomenon. These concerns are easy to understand, given the nature of
the technology itself. Biometric measurements are all but useless if they are mutable,
meaning that the collection and retention of this data grants o�en irrevocable power to
the collector over the subject.1 In modern times, many of our most sensitive, immutable
characteristics are up for grabs, including our very DNA2.

DNA provides a perfect example of how biometric data can be abused during the gaps
between technological progress and appropriate regulation. In 2017, in order to investigate
a murder, NYPD officers set up a “stop-and frisk” DNA dragnet in Howard Beach,
targeting Black and Latinx people exclusively.3 In New York, the police operate a DNA
database with no oversight, which has been ruled illegal, and yet it continues to operate in
obscurity4. DNA is particularly problematic because there is absolutely no way to change
its nature in our bodies, no way to avoid collection, and its collection implicates your
family relations for identification in addition to your own.

But other technologies, mostly powered by AI, have had the spotlight for the last few
years. This should also not be surprising, given the implications of horrific privacy abuses

4 Durkin, E., “New York City said it would purge its DNA database. A year later, it’s expanded.”, Politico,
23 Feb 2021.

3 Ransom, M., Southall, A. “Race-Biased Dragnet’: DNA From 360 Black Men Was Collected to Solve
Vetrano Murder, Defense Lawyers Say”, New York Times, March 31 2019.

2 Federal Bureau of Investigation, “Frequently Asked Questions on CODIS and NDIS”,
<https://www.fbi.gov/services/laboratory/biometric-analysis/codis/codis-and-ndis-fact-sheet>

1 AI Now Institute, “Regulating Biometrics: Global Approaches and Urgent Questions”, Sep 1 2020,
<https://ainowinstitute.org/regulatingbiometrics.pdf>.
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that allow brute force identification of anyone with a social media profile, as is the case
with Clearview AI, from a distance, adding further fuel to the privacy debate 5.

If you find yourself in a state-run database today, there is no recourse. No notification of
your enhanced exposure to investigative risk. No way to remove yourself from the
database. And no way to know that the reason police regularly stop by your home is, in
fact, due to a case of mistaken identity that may or may not show up in court should this
charge ever come to trial.

The White House effort to create a bill of rights on this topic is salient here, where the
basic right of presumption of innocence have been transformed in this data-driven age.
There are many such basics which have been largely ignored by the Silicon Valley pursuit
of “disrupting” our justice system6. Given our existing legal framework, it can be clearly
argued that people have a basic human right to know whether they are in such databases,
have the right to correct that information or be removed, and to know whether
technologically-driven identification played a role in their charges. We hope that the
forthcoming bill of rights will sufficiently address these “table stakes” necessities as a
starting point for regulating this technology.

Question 1:

Unfortunately for civil liberties around the world, one of the best places to assess the
current state of biometrics technology is by way of our own Department of Defense.
Their laundry list of RFIs and research on the topic range from facial recognition7 to
heart-rate identification by long distance laser8. Many investments cover biometric
technologies, which are fundamentally flawed from scientific and human rights
perspectives.

One recurring and contentious example is emotion recognition. The likelihood of a
person experiencing certain families of emotions may only be weakly estimated, even
under highly invasive conditions where many simultaneous biometrics are measured. 9

However, these conditions do not translate to real world use cases, can be gamed by

9 Shu L, Xie J, Yang M, Li Z, Li Z, Liao D, Xu X, Yang X. “A Review of Emotion Recognition Using
Physiological Signals” Sensors. 2018; 18(7):2074.

8 Hambling, D, “The Pentagon has a laser that can identify people from a distance—by their heartbeat”,
MIT Technology Review, June 27 2019.

7 Department of Defence, Advanced Tactical Facial Recognition at a Distance Technology,
<https://www.sbir.gov/node/1188789>.

6 For instance, consider predictive policing products which assign different likelihood of criminal guilt
based on an individual’s location.

5 Hill, K. “Unmasking a Company that Wants to Unmask Us All”, New York Times, Jan 20 2020.

https://www.sbir.gov/node/1188789
https://www.predpol.com/how-predictive-policing-works


humans10, and are subject to enormous diversity of emotional expression across cultures
and backgrounds.

This failure persists in spite of enormous advancements in signal and image processing,
which suggests that useful forms of this technology are unlikely to ever work. Investment
in unreliable emotion recognition technologies is investment in scientifically flawed
decision making, but this fallibility has done little to dissuade Silicon Valley from pressing
forward with funding for startups11. Should it ever arise that a technology can reliably infer
emotional state from a video feed, many would argue that the implications of this
technology are themselves far too dangerous for their potential impact on freedom of
thought to ever be responsibly deployed. These implications are hardly hypothetical,
given the history of technology companies eager to commercialize bleeding edge
technology, well in advance of its scientific vetting.

Modern biometrics as a field has undergone significant scope creep from its early goal of
fighting crime12. Currently, biometrics data can be clandestinely used in consumer
applications, including advertising use cases, snapping photos to classify subjects into
categories based in part on their protected classes to personalize web experiences, or as is
also proposed, dynamic ads along a smart city street13.

This scope creep neglects entirely the preferences of people for whom their demographic
identity poses active risk. Those from the transgender and disability community may not
feel at ease when this information lives on a corporate server, outside of their control.
Moreover, this information can pose such individuals true and pressing risks, like being
outed to a family member or employer. 14 A world with ubiquitous, persistent, and
obscured demographic identification is one full of danger for marginalized
communities—lest we forget that in our not-too-distant past, queerness was considered
being ill, and continues to be prohibited by law in many places around the globe.

As experts in AI, we can categorically state that many of the technological approaches to
inferring demographics are riddled with stereotypes. Training data for a model concept
called “female” is likely scraped from social media, where femininity is o�en performed as

14 Scheuerman, M., Paul, J., Brubaker, J. “How Computers See Gender: An Evaluation of Gender
Classification in Commercial Facial Analysis Services”, Proceedings of the ACM on Human-Computer
Interaction. 2019. 3. 1-33. See, especially, section 6.1.4.

13 Alfi, “Facial Recognition Advertising: The Future Is Here”,
<https://www.getalfi.com/advertising/facial-recognition-advertising-future-is-here/> July 23 2021.

12 “One of the earliest attempts to use biometric data for identification dates back to the 1880s when the
French criminologist Alphonse Bertillon proposed a method based on anthropometric measurements.” -
Arbab-Zavar, B., Wei, X., Bustard, J., Li, C. “On Forensic Use of Biometrics”, in IEEE Handbook of Digital
Forensics of Multimedia Data and Devices, 2015, pp.270-304.

11 For instance, Affectiva’s acquisition for 73.5M

10 Pokrovskii, V, Polischuk, L. “On the conscious control of the human heart” Journal of integrative
neuroscience.  (2012); 11:213.
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fashion and makeup, and this stereotype trickles down into the models themselves.15 Most
of these models fail entirely to attempt to infer gender identities outside of the traditional
gender binary, thereby erasing a growing cohort of Americans along the gender spectrum
entirely.

In the “move fast, break things” modality of Silicon Valley, far too o�en products are
designed only for the mean/majority and released without testing on our nation’s most
vulnerable. In particular, there is a vast lack of thoughtful research on how biometrics
models function on those with visible disabilities (such as the blind and autistic
communities)16. Unilaterally exposing these people to enhanced risk of false arrest stands
at odds with our claimed moral high ground of judicial objectivity, and is decidedly
un-American.

Question 2:

Because the Parity platform enables multi-stakeholder design and evaluation of proposed
artificial intelligence models across multiple industries, we are empowered to speak
comprehensively about the challenges in validating such activities. We emphatically state
that validation methods must differ among applications of the technology, rather than the
simple design choices inherent in the technology itself.

The rationale is simple – the acceptable error rate for a law enforcement application must
substantially differ from that of an advertising use case, and our current
anti-discrimination laws make virtually no mention of acceptable rates of variance among
protected classes. In its current form, the NIST facial recognition benchmark
demonstrates some of the most egregious problems in existing test methodologies –
neglecting the context and application of the technology for a “lab-conditions” test that
involves facial photos of prisoners in their mugshots.17 Whether these accuracy rates
transfer to real world applications is debatable. In artificial intelligence, we call this the
problem of “domain adaptation”, wherein a model is trained for one thing and applied to
another.18 Put simply, NIST’s lab conditions accuracy rates may not at all translate into
applications in the real world. When applying this problem to a use case that involves
someone’s access to freedom, this nuance must be taken into account. Important to note
here is that NIST’s evaluation tactics model entirely the kind of data stewardship this bill

18 Mei W., Weihong D. “Deep visual domain adaptation: A survey”, Neurocomputing, 2018, 32.
17 Here, we are referring to the NIST Mugshot Identification Database (MID)

16 For instance, the facial expressions of autistic people may be less expressive in general than
non-autistic people
Trevisan, D., Hoskyn, M., Birmingham, E. “Facial Expression Production in Autism: A Meta-Analysis:
Facial Expression Production in Autism”. Autism Research, 2018, 11.

15 Steed, R., Caliskan, A., “Image Representations Learned With Unsupervised Pre-Training Contain
Human-like Biases”, Proceedings of the 2021 ACM Conference on Fairness, Accountability, and
Transparency. 2021. 701-703.

https://data.nist.gov/od/id/1E651A532AFD8816E0531A570681A662439


of rights should strive to prevent, by collecting and exploiting prisoner mugshot data,
devoid of any meaningful consent.

Moreover, NIST’s assertion that a “one and done” analysis of accuracy should suffice is
worryingly naive. Seasoned data scientists understand that even if your model is static, the
world can change around you, resulting in a phenomenon known as “concept dri�”19. If
makeup fashions change, or monocles become in vogue, facial recognition would have a
much harder time identifying these individuals. A world with algorithmic rights requires a
commitment to continuous testing and reduction of bias among intersectional protected
classes. Testing data must be appropriately curated in order to surface the nuances of
minority populations20. The current status quo is one of randomized testing, which
ignores that resulting harms most o�en disproportionately fall on insufficiently
represented communities. People should have the right to know that any justice-related
product in use, or even one whose data may show up as evidence in response to a
subpoena, has been vetted against their individual demographics, or should not be used at
all.

Questions 4 & 5

All too o�en, when discussing biometrics, the public is presented with a misleading black
or white choice: expose yourself to the risk of crime or loss of liberty, with no mention of
the grey scale in between. In attempting to regulate biometrics effectively, careful
attention must be paid not to blind ideology, but instead to the pragmatic trade-offs
inherent in the application.

To claim that biometrics usage fails to mount a persuasive application is to ignore the
usefulness of the technology in identifying lost children, mentally ill patients, and missing
persons. This very same technology is undoubtedly at work incarcerating innocent people
of color, without their knowledge or ability to appeal 21. Many have claimed that the fault
lies not in the technology itself, but in the overwhelmingly insufficient legal frameworks to
prohibit one and allow the other. This should not be taken as an argument against forms
of abolition, but instead an opportunity to locate the source of harms and restrict those
effectively.

21 Angwin, J., Larson, J., Mattu, S., Kirchner, L. “Machine Bias - There’s software used across the country
to predict future criminals. And it’s biased against blacks.”,   ProPublica, May 23 2016.

20 Kearns, M., Roth, A. “Ethical algorithm design should guide technology regulation”, Brookings Institute,
Jan 13 2020,
<https://www.brookings.edu/research/ethical-algorithm-design-should-guide-technology-regulation/>.

19 Leslie, David. Understanding artificial intelligence ethics and safety, 2019.
<https://www.turing.ac.uk/sites/default/files/2019-08/understanding_artificial_intelligence_ethics_and_safe
ty.pdf>.
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Some members of Parity’s staff have been involved in local efforts to abolish facial
recognition as a law enforcement tool, but they may also enjoy the hands-free benefits of
iPhone face unlock. If the United States conferred sufficient protections against data
abuse, her residents may be able to enjoy these benefits without worry. As it stands,
however, the people deciding when and how this technology is used are the billionaire
technology CEOs and their VC backers, whose primary responsibilities are to their
shareholders, o�en at the expense of our Constitutional rights.

Without this profit-driven, ideological risk, we may still find that there are spectra of
benefits and costs to this emerging technology. In the not-too-distant past, many forget
that even our most basic ability to browse the internet today is one that frustrated 90’s
kids to no end – the vastness of available content on the internet created a wild west
experience, where undesirable content could easily find itself in front of children’s eyes.
Many of the positive applications of biometric data invoke child predation as a crime
worthy of any and all interventions that might bring about justice. Indeed, a world where
every uploaded photo is scanned for known criminals may seem appealing to a mourning
parent. But we cannot ignore that this benefit comes at an unacceptable cost, namely the
installation of an easily-abused national surveillance network of all our private
communications. Nor can we ignore that computer vision technology, a main offender in
biometric privacy, is inherently ineffective on categories it hasn’t been trained to identify.
This leaves anyone in a minority identity group at the mercy of high error rates that could
rob them of their freedom.

Similarly, we can not ignore the clear benefits of wearable health devices such as fitbit or
Apple Watch, whose “Fall Detection” features enable great freedom for people suffering
from epilepsy or heart conditions22. Unfortunately, this same technology has also been
quietly patented by Apple for identifications of an individual 23, yielding yet another
“accidental” national surveillance network, just a subpoena away. In recent years, other
forms of biometric identification that involve walking patterns and digital behaviors have
been claimed effective at identifying pre-crime mental states. That there is no evidence to
support this claim will do little to deter the influx of Silicon Valley money to build it. It is
only with greater legal protections that divide and exclude our health and biometric data
from police intrusion entirely that we can safely enjoy these benefits.

Question 6:

The Parity platform offers enterprises a modern format for multi-stakeholder design of
algorithms, powered by multiobjective optimization. Our platform is tailored to specific

23 Apple’s patent application can be found here. See the following for a breakdown
Zibreg, C. “New Patent Details "Wrist ID" Authentication for Apple Watch”, MakeUseOf, Jan 12 2021.
<https://www.makeuseof.com/apple-watch-wrist-id-patent/>

22 For instance, see the FallCall Detect app, available on the Apple Store

https://www.getparity.ai/
https://uspto.report/patent/app/20210004444
https://www.makeuseof.com/apple-watch-wrist-id-patent/
https://apps.apple.com/us/app/fallcall-detect/id1547299584


use cases in healthcare, employment, insurance, and finance. And while we will largely
decline to work with vendors engaged in biometric surveillance on principle, we would be
happy to engage with the White House in a less-public venue to discuss the existing
shortcomings of validation techniques in desperate need of modernization. For years, the
industry has cried out for a lack of standardization and best practices for AI validation, but
this period of maximal uncertainty is drawing to a close, where the ability to predict
failure modes of algorithms becomes more stable every day. It is long past time that we
agreed as a society that “the algorithm did it and we don’t know why” ceases to be an
acceptable excuse for quantifiable harm.




