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Eisenhower Executive Office Building 

1650 Pennsylvania Avenue 

Washington, DC 20504 

202-454-4444 

BiometricRFI@ostp.eop.gov  

 

Re:  RFI Response: Biometric Technologies 

    86 FR 56300 

 

Dear Dr. Lander: 

 

We are writing in response to the OSTP’s Notice of Request for Information (RFI) on Public and Private 

Sector Uses of Biometric Technologies published in the Federal Register on October 8, 2021 (86 FR 

56300). As we write in our individual capacities, these comments are not to be attributed to our 

employers, professional affiliations, funding agencies, or any other person or entity. We focus our 

comments on the public sector and particularly on immigration-related uses of biometric technologies and 

we stress the importance that any policy or procedure regarding biometrics be firmly based in statutory 

and/or regulatory authority. 

 

We write on our own behalf, drawing on the credentials and expertise of our group as any careful 

evaluation of these issues must be multidisciplinary.  

• Margaret Hu is Professor of Law and International Affairs at Penn State Law and School of 

International Affairs at The Pennsylvania State University and an expert in immigration policy, 

national security, cybersurveillance, and civil rights;  

• Sara H. Katsanis is Research Assistant Professor of Pediatrics at Lurie Children’s Hospital and 

Northwestern University Feinberg School of Medicine and an expert in forensic DNA, clinical 

genetic testing, genetic testing oversight, and genetics policy;  

• Jennifer K. Wagner is Assistant Professor of Law, Policy, & Engineering at The Pennsylvania 

State University, a licensed attorney, a member of the Pennsylvania Bar Association’s 

Cybersecurity and Data Privacy Committee, and an expert in genetics, bioethics, and 

anthropology; and  

• Dan Berger is Partner at the immigration law firm Curran, Berger & Kludt LLP in 

Massachusetts and an expert on immigration law. 

 

In 2020, our group developed a comment in response to the Trump administration's NPRM Collection 

and Use of Biometrics by U.S. Citizenship and Immigration Services.1 With the Biden administration 

now in place and you leading the re-launched OSTP, we thought it appropriate to update our comments 

here in the context of the ongoing, emerging uses of AI-enabled biometrics, particularly as used in 

immigration. 

 
1 Comment on the NPRM on Collection and Use of Biometrics by U.S. Citizenship and Immigration Services, 

submitted by Dan Berger (on behalf of Berger, Katsanis, Hu, and Wagner), October 13, 2020. Available at 

https://www.regulations.gov/comment/USCIS-2019-0007-5168. Docket No. USCIS-2019-0007, Collection and Use 

of Biometrics by U.S. Citizenship and Immigration Services; Friday, September 11, 2020, pp.56338–56422 

https://www.regulations.gov/comment/USCIS-2019-0007-5168
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The RFI lays out several types of biometrics, with only a brief nod to DNA as a biometric. We see this as 

an unfortunate omission, given what is now known about the utility of genetic/omic information—

something that we think you, Dr. Lander, know better than most scientists. However, the omission is 

perhaps not a surprising one; we observe current tensions and inconsistencies among different public 

entities’ conceptualizations of DNA as a biometric (a point to which we will return in our closing 

remarks). Our comments herein include discussion of DNA data, facial images, and other biometrics. 

However, we assert that the context of biometric use is far more important than the type of biometric 

being used. 

 

Our comments cover the following: 

1. Our recent research survey data and findings on U.S. public perspectives on biometric data types 

across various contexts 

2. Lessons from the 2020 proposed rule to expand biometric collection and DNA testing at USCIS 

3. The future uses of biometric data toward a cybersurveillance state 

 

1. Public perspectives on biometric data uses 

 

Empirical data on the U.S. public’s perspectives on diverse uses of biometrics in society has been lacking. 

We (Wagner and Katsanis) sought to address this knowledge gap and recently published two peer-

reviewed journal articles.2 We have made the full data set available open access at DOI: 

10.7303/syn25618565. Useful highlights of these survey findings for OSTP include: 

● Respondents were generally more comfortable than not with any of the six types of biometrics 

explored (fingerprint, voice sample, hand geometry, facial image, eye scan, and DNA). 

● Of the respondents who were not at all or not very comfortable with biometrics, nearly one-third 

(28.9%) cited the main reason for this discomfort as because biometrics are a general invasion of 

privacy; approximately one-fifth (22.9%) indicated the main reason was because the purpose of 

the biometric collection or use was important to know; one-tenth (10.9%) noted the main reason 

was worry about government surveillance; one-twelfth (8.9%) indicated the main reason was 

because the policy for retaining or destroying the biometric information was important for them 

to know; and only 2.2% pointed to targeted advertising as the main reason for their discomfort. 

● When asked about responsible uses of two distinct biometrics (DNA and facial imaging), a 

majority of respondents expressed distrust of advertisers, tech companies, retailers, and various 

levels of government to use either biometric. In contrast, a majority of respondents expressed 

trust in law enforcement agencies, intelligence agencies, scientists, and healthcare providers to 

use both types of biometrics. These majorities, however, were slim. 

● Across a set of eight social context scenarios involving use of facial recognition technologies, 

only one (advertisers seeing how consumers respond to public advertising displays) drew a 

 
2 Katsanis SH, Claes P, Doerr M, Cook-Deegan R, Tenenbaum JD, Evans BJ, Lee MK, Anderton J, Weinberg SM, 

Wagner JK. A survey of U.S. public perspectives on facial recognition technology and facial imaging data practices 

in health and research contexts. PLoS ONE, 2021;16(10): e025792. https://doi.org/10.1371/journal.pone.0257923; 

Katsanis SH, Claes P, Doerr M, Cook-Deegan R, Tenenbaum JD, Evans BJ, Lee MK, Anderton J, Weinberg SM, 

Wagner JK. U.S. Adult Perspectives on Facial Images, DNA, and Other Biometrics. IEEE Transactions on 

Technology and Society, DOI:10.1109/TTS.2021.3120317 (Early Access version published October18, 2021 at 

https://ieeexplore.ieee.org/document/9576819). See also Wagner JK. “Emerging public policy and perspectives on 

biometrics.” Poster at the American Society of Human Genetics Annual Meeting, remote, October 2021 (showing 

from the same survey datasets that 49% of survey respondents reported their opinion of biometrics is less favorable 

now than it was five years ago; 60% indicated the COVID-19 pandemic had not changed their comfort with uses of 

biometrics in society; a strong majority expressed concerns about the possible misuse of their personal information 

generally, with 50% expressing they were very concerned and 38% expressing they were somewhat concerned; and 

only 31% indicated that biometric data protection and privacy laws in the U.S. are adequate). 

https://doi.org/10.7303/syn25618565
https://doi.org/10.1371/journal.pone.0257923
https://nam10.safelinks.protection.outlook.com/?url=https%3A%2F%2Fdoi.org%2F10.1109%2FTTS.2021.3120317&data=04%7C01%7Cjkw131%40psu.edu%7Ca04e7634b68c44350d8e08d9989fdb94%7C7cf48d453ddb4389a9c1c115526eb52e%7C0%7C0%7C637708634621084723%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C1000&sdata=iRKwQ6lmFQ8tfcg1Pn39zKlT7Q%2FdpmVXbBqwqvJA0yg%3D&reserved=0
https://ieeexplore.ieee.org/document/9576819
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majority opinion that such use is unacceptable. Only one scenario (law enforcement assessing 

security threats in public spaces) drew a majority opinion that such use is acceptable. (see Figure 

1 at the end of this letter) 

● Across eight health-related scenarios involving use of facial recognition technologies, only two 

failed to elicit a majority response that the use was acceptable: healthcare providers monitoring 

patients’ emotions or symptoms and scientists linking diverse data sources for health research. 

(see Figure 1 at the end of this letter) 

● Regarding relative privacy concerns in precision health research contexts, a majority of 

respondents (55.5%) expressed they were equally worried about the privacy of their electronic 

health record (EHR) data, DNA, and facial images. About one-fifth (20.1%) indicated they were 

most concerned about EHR data. Less than 7% indicated they were most concerned about facial 

images, and less than 18% indicated they were most concerned about DNA data. 

● Sociodemographics had little or no effect on survey responses. 

 

Public trust in social actors using biometrics responsibly appeared to be context-specific rather than type-

dependent. Responses regarding comfort with biometrics might relate to individuals’ understanding of the 

invasiveness of the collection rather than the ease or convenience of using the biometric. Generally, the 

public was split with slim majorities for each scenario analyzed, in line with the perception of ongoing 

distrust in how biometric data are used and managed. Given the divergent perspectives on trust in 

healthcare providers (who are generally trusted) and tech companies (that are generally distrusted) when 

using biometrics, it is apparent that biometric initiatives that involve partnerships between the two will 

likely generate controversy. Respondents’ perspectives underscore the need for transparency and 

oversight. Additionally, these empirical findings suggest differential informational needs are critical to 

understanding public perspectives on uses of AI-enabled biometric technologies. 

 

2. Lessons from the 2020 proposed USCIS biometric expansion 

 

We authors collaborated in 2020 on a comment to the Notice of Proposed Rulemaking (NPRM) on 

Collection and Use of Biometrics by U.S. Citizenship and Immigration Services (USCIS).3  We also 

collaborated on a summary of those comments published in March of 2021.4 The NPRM expanded the 

definition of biometrics to authorize the collection of personal data for the purposes of vetting and 

tracking individuals throughout the “immigration lifecycle.” The proposed changes were both complex 

and sweeping and, therefore, we strongly recommended that any such large-scale program result from 

Congressional action (not Executive branch rulemaking) and be subject to rigorous, sustained oversight. 

Here, we review our comments on the NPRM as they address key issues on the use of biometrics. We 

also note that the current Administration has not disavowed the NPRM: it is not clear if some or all of 

those proposals will be re-issued. Our only glimpse into the current Administration’s policy on these 

 
3 Comment on the NPRM on Collection and Use of Biometrics by U.S. Citizenship and Immigration Services, 

submitted by Dan Berger (on behalf of Berger, Katsanis, Hu, and Wagner), October 13, 2020. Available at 

https://www.regulations.gov/comment/USCIS-2019-0007-5168. Docket No. USCIS-2019-0007, Collection and Use 

of Biometrics by U.S. Citizenship and Immigration Services; Friday, September 11, 2020, pp.56338–56422 
4 Berger D, Hu M, Katsanis SH, Wagner JK. Biometric Data and Midnight Regulations. The Regulatory Review. 

March 11, 2021. Available at: https://www.theregreview.org/2021/03/11/berger-hu-katsanis-wagner-biometric-data-

midnight-regulations/ 

https://www.regulations.gov/comment/USCIS-2019-0007-5168
https://www.theregreview.org/2021/03/11/berger-hu-katsanis-wagner-biometric-data-midnight-regulations/
https://www.theregreview.org/2021/03/11/berger-hu-katsanis-wagner-biometric-data-midnight-regulations/
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issues is of concern - a recent Privacy Impact Assessment5 (PIA) that moves toward systematizing DNA 

verification screening at the border without statutory or regulatory authority.6 

 
In particular, the proposed rules outlined two separate processes: (1) the expanded definition and uses of 
biometrics and (2) the systematic implementation of DNA testing for verification of family 
relationships. Each of these processes are complex, and any future plans should separately address each 
since the legal authority and the parameters for testing (and oversight of testing) are different from that 
of the collection and storage of information. Moreover, we argued that the NPRM had put the cart 
before the horse: DHS must first clearly identify the problem for which biometrics (and reduced reliance 
on documents and other biographical information) is the appropriate solution. 

 

Further, the technologies specifically proposed in the NPRM (e.g., facial recognition technology) have 
already been scientifically shown to be discriminatory (e.g., against women and people of color). 
Therefore, any new proposals should be carefully evaluated for disparate and discriminatory effects on 
certain populations and groups of people. 
 
The proposal also included a dramatic expansion of the collection and storage of data on children. There 
is a long history of data from children being recognized as more sensitive than that of adults (e.g., 
medical and educational contexts). Removing the presumption of innocence for migrant children is 
contrary to the growing trend to protect trafficked persons from punishment for acts performed at the 
demand of their oppressors (traffickers). Such action would subject children to unnecessary and 
unjustified criminal and security-related screening. Any proposed change must be pursuant to 
Congressional action and subject to independent oversight informed by professionals with relevant 
expertise. 

 
The NPRM also increased reliance on DNA data for verification of family units with a particular focus 
on parent-child relationships. We urged caution in that area to protect against separations of children 
from accompanying caregivers given that (1) presence of a genetic relationship does not eliminate the 
possibility of a parent trafficking their child; and (2) absence of a genetic parent-child relationship does 
not constitute evidence of trafficking. 
 
The NPRM further outlined plans to retain relationship test results as “partial DNA profiles.” We 
recommended that any genetic data be destroyed and only the resulting test outcome (i.e., indication of 
confirmation of relationship) be retained for immigration records. We also recommended that any such 
plan require DHS to demonstrate that the DNA testing and data retention is consistent with statutory 
authority. 
 

At the time of the NPRM, rapid DNA technologies were used in lieu of relationship testing 
laboratories to provide DNA testing onsite in CBP/ICE stations. Rapid DNA testing allows for quick 
result return within hours, unlike laboratory testing, which can require families to wait, likely in 
detention, for weeks to receive the test results. The NPRM proposed a shift away from rapid DNA 
technology to mandate reliance on relationship testing laboratories accredited by the American 
Association of Blood Banks (AABB). The most recent Biden Administration’s Privacy Impact 

 
5 Privacy Impact Assessment for the Operational Use of Familial DNA, DHS Reference No. DHS/CBP/PIA-071. 

September 10, 2021. 
6 The PIA at p.1 argues, “…Familial DNA testing is being implemented for purposes of complying with a court 

order” and later notes, “In January 2020, the court in Ms. L v. ICE, 3:18-cv-00428 (S.D. Cal), required DNA testing 

be conducted prior to any separation of an adult and child based on parentage concerns.” While the PIA failed to 

provide a full, direct citation to the January 2020 court order, it appears to be Ms. L. v. U.S. Immigration and 

Customs Enforcement. Case No.: 18cv0428 DMS (MDD), Document 509: Order granting in part and denying in part 

plaintiffs’ motion to enforce preliminary injunction. Filed January 13, 2020, p. 11. Available at: 

https://www.clearinghouse.net/chDocs/public/IM-CA-0121-0011.pdf 

https://www.clearinghouse.net/chDocs/public/IM-CA-0121-0011.pdf
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Assessment7 on family verification practices decisively switched to the use of an external laboratory 
rather than the rapid on-site testing. This will certainly prolong detention for migrant families. We 
noted in our 2020 comment that relationship DNA testing for family verification should use the 
most appropriate technology to measure a range of relationships, not just parentage. Rapid DNA 
tests at this time can only be applied to parent-child and full sibling relationships, whereas 
relationship testing laboratories might provide broader testing for the diversity of family structures 
that exist on the ground. Whether through rapid DNA technologies or a laboratory, it should be 
noted that AABB-accreditation is insufficient oversight. AABB lacks the scope of oversight that its 
equivalent organizations provide for clinical (i.e., CLIA) or forensic DNA (i.e., FBI, ASCLD) 
testing. For example, AABB does not address how test limitations are communicated before testing 
nor how unusual test results or unexpected findings are handled. 

 

A final overall response we had to the NPRM regarded privacy, which is a fundamental human right 

identified in the Universal Declaration of Human Rights. A proposal with international implications must 

extensively engage with relevant international laws and guidelines on data privacy. The proposed rule 

noted DHS made the decision to move “beyond only eligibility and admissibility determinations” to 

enable “identity management” and “enhanced vetting.” These applications mark major departures from 

agency privacy practices that recognize the critical importance of nuance, context, and discretion under 

the Privacy Act of 1974 (5 USC § 552a) as applied to U.S. citizens and permanent residents. Moreover, 

the NPRM authorized sharing of DNA test results and biometric data “with other agencies where there are 

national security, public safety, fraud, or other investigative needs.” There must be clear guidelines for the 

use and sharing of biometric data, including DNA test results. 

 

3. Future U.S. government agency biometric expansion 

 

For the past decade, scholars and experts have juxtaposed small data policing with big data 

cybersurveillance practices. The Snowden disclosures accelerated this discourse: the Squeaky Dolphin 

PowerPoint slide “outlines an expansionist program to bring big data together with the more traditional 

approaches of the social and humanistic sciences: the worlds of small data... it is all about supplementing 

[big] data analysis with broader sociocultural tools from anthropology, sociology, political science, 

biology, history, psychology, and economics.”8 

 

DHS now has an opportunity to revisit the Trump Administration’s regulatory policies on biometrics. In 

the case of the proposed overall biometrics collection NPRM, the entire rulemaking was both ill-advised 

and rushed, as we detailed in our public comment in 2020. The NPRM provided an extraordinarily short 

window of 30 days for public comments, making it virtually impossible for experts to assess the proposed 

rule thoroughly. Indeed, each section of the proposed rule contained scientific, technical, legal, economic, 

and ethical issues that warranted further evaluation by experts in industry, including those in genetics, 

biometrics, forensics, ethics, and distinct areas of law such as immigration and data privacy, among other 

fields. 

 

Understanding biometric surveillance in the context of predictive policing and national security is critical. 

Predictive analytics make actionable those insights gleaned from data by using algorithms, AI, and other 

machine-learning techniques. Extreme vetting, as it was promulgated in the prior administration, offers a 

useful case study. Shortly before his election, Trump announced a proposal for the “extreme vetting” of 

 
7 Privacy Impact Assessment for the Operational Use of Familial DNA, DHS Reference No. DHS/CBP/PIA-071. 

September 10, 2021. 
8 Crawford K. The Anxieties of Big Data. The New Inquiry. May 30, 2014. Available at: 

http://thenewinquiry.com/essays/the-anxieties-of-big-data/ 

https://www.federalregister.gov/documents/2020/09/11/2020-19145/collection-and-use-of-biometrics-by-us-citizenship-and-immigration-services
http://thenewinquiry.com/essays/the-anxieties-of-big-data/
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immigrants and refugees.9 Trump clarified that “[t]he Muslim ban is something that in some form has 

morphed into a[n] extreme vetting [protocol] from certain areas of the world.” Extreme vetting, as it was 

incorporated into Executive Orders and regulatory mechanisms, purported to allow the government to 

predict terrorism through a combination of biometric and biographic cybersurveillance tools. 

 

Extreme vetting—and DHS expansion of both biometric data collection and social media surveillance 

tools—allows the government to collect, aggregate, and analyze billions of pieces of social media data 

points. With approximately “2.3 billion active social media users[,]” the ubiquity and public availability 

of social media allows the government to monitor those who “upload hundreds of millions of photos and 

send 500 million tweets each day, add 300 hours of video to YouTube each minute, and create six new 

Facebook profiles each second.”10 Nick Rasmussen, Director of the National Counterterrorism Center, 

explained: “[T]he work we’re doing now with our partners in the intelligence community often doesn’t 

involve really, really sensitive intelligence. It involves looking at Twitter and/or looking at some other 

social media platform and trying to figure out who that individual behind that screen name, behind that 

handle might actually be and whether that person poses a threat . . . .”11 

 

Another document released from the Snowden archives describes the preemptive philosophy of 

combining biometric and biographic data, presumably through AI and other data-driven tools. In a New 
York Times article by James Risen and Laura Poitras, published on June 1, 2014, titled NSA Collecting 

Millions of Faces from Web Images,12 the authors discuss Snowden’s disclosures that focus on biometric 

data collection. Risen and Poitras quote a 2010 NSA document that explains, “‘It’s not just the traditional 

communications we’re after: It’s taking a full-arsenal approach that digitally exploits the clues a target 

leaves behind in their regular activities on the net to compile biographic and biometric information that 

can help implement precision targeting.’”13 

 

The long-term consequences of modern big data surveillance can be better envisioned by anticipating how 

and why big data vetting protocols—the combination of biometric and biographic surveillance—may be 

extended to the entire population. Eventually, all citizens and noncitizens may face various stages of 

technological vetting and algorithmic screening as part of a national security policy. Importantly, in 

parallel with the extreme vetting protocols mandated by the Trump administration Executive Orders, 

almost every immigration reform effort since 9/11 has called for biometric data collection from the entire 

citizenry of the United States to enhance border security efforts. Contemporary vetting and risk 

assessment systems integrate biometric cybersurveillance into AI and algorithmic decision-making to 

determine identity and associational assessments in criminal and terrorist screening contexts and to gauge 

 
9 Federal Register Notice, Executive Office of the President, Implementing Immediate Heightened Screening and 

Vetting of Applications for Visas and Other Immigration Benefits, Ensuring Enforcement of All Laws for Entry into 

the United States, and Increasing Transparency Among Departments and Agencies of the Federal Government and 

for the American People (April 3, 2017), 82 FR 16279. Available at: 

https://www.federalregister.gov/documents/2017/04/03/2017-06702/implementing-immediate-heightened-

screening-and-vetting-of-applications-for-visas-and-other. This policy of the previous administration has not been 

rescinded. 
10 Handeyside H. To the Government, Your Latest Facebook Rant is Raw Intel. ACLU. September 26, 2016. 

Available at: https://www.aclu.org/blog/privacy-technology/internet-privacy/government-your-latest-facebook-rant-

raw-intel 
11 “Can the high-tech hunt for terrorists stop lone wolf attacks?” PBS NewsHour, host Ifill B, correspondent O’Brien 

M. September 6, 2016. Available at: https://www.pbs.org/newshour/show/can-high-tech-hunt-terrorists-stop-lone-

wolf-attacks (capturing PBS Correspondent Miles O’Brien’s Interview with Nick Rasmussen, Director of the 

National Counterterrorism Center). 
12 Risen J, Poitras L. NSA Collecting Millions of Faces from Web Images. New York Times. June 1, 2014. Available 

at: http://www.nytimes.com/2014/06/01/us/nsa-collecting-millions-of-faces-from-web-images.html 
13 Id. (with Risen and Poitras quoting a 2010 NSA document) 

https://www.federalregister.gov/documents/2017/04/03/2017-06702/implementing-immediate-heightened-screening-and-vetting-of-applications-for-visas-and-other
https://www.federalregister.gov/documents/2017/04/03/2017-06702/implementing-immediate-heightened-screening-and-vetting-of-applications-for-visas-and-other
https://www.aclu.org/blog/privacy-technology/internet-privacy/government-your-latest-facebook-rant-raw-intel
https://www.aclu.org/blog/privacy-technology/internet-privacy/government-your-latest-facebook-rant-raw-intel
https://www.pbs.org/newshour/show/can-high-tech-hunt-terrorists-stop-lone-wolf-attacks
https://www.pbs.org/newshour/show/can-high-tech-hunt-terrorists-stop-lone-wolf-attacks
http://www.nytimes.com/2014/06/01/us/nsa-collecting-millions-of-faces-from-web-images.html
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risk. Yet, given the potential discriminatory impact of biometric surveillance, extreme vetting systems 

like the one promulgated by the Trump administration and extended into the current Administration might 

bring about disproportionate burdens on minority communities. Furthermore, the efficacies of the systems 

are unclear. 

 

Governmental agencies do not treat DNA and data derived from DNA consistently as a biometric. For 

example, the Department of Health and Human Services downplays the genome’s utility as a biometric in 

order to enable its extensive use as de-identified health data for research;14 the Department of Justice 

tiptoes around these dual properties, relying on DNA markers useful for identification and avoiding DNA 

data with potential health relevance; and the Department of Homeland Security downplays the genome’s 

utility for health insights to enable its broad interpretation of “identification” beyond DNA markers.15 The 

distinct approaches among these different agencies reflect, too, the statutory authority for these agencies’ 

collection and use of DNA as well as the potential constraints intended to prevent governmental 

overreach and protect individuals’ rights to privacy. Further complicating matters, state biometric statutes 

can vary in their definitions of biometrics, sometimes—as is the case with the Illinois Biometric 

Information Privacy Act—excluding DNA because of its health import and corresponding applicability of 

health privacy laws.16 Recognizing this tension and these incompatible conceptualizations of whether 

DNA is a biometric, artificial intelligence has the potential to wreak havoc on all current data governance 

frameworks. Furthermore, the lack of a broadly recognized right to genetic privacy along with the 

continued viability of the Third-Party Doctrine in 4th Amendment jurisprudence17 leads to ongoing 

uncertainty and civil rights threats for individuals in the United States. All of this underscores the urgent 

need for both legislative action to regulate public and private collection and use of biometric data, as well 

as the need for an AI Bill of Rights. 

 

In summary, we appreciate the OSTP’s interest in better understanding AI-enabled biometric technology 

uses as well as the OSTP’s ongoing efforts to develop an AI Bill of Rights.18 We urge that expansion of 

biometric uses be in full recognition of the prior administration’s proposals and in keeping with 

perspectives of the American public on the acceptability of their use. We hope that our data on 

perspectives and our reflections on the power of biometric data as a surveillance tool are useful to you.  

 

If we can be of further assistance to you, please do not hesitate to contact us. 

 

 

 
14 Some scholars nevertheless publicly acknowledge the genome as, itself, a biometric. E.g., Ohno-Machado, L. 

“Making Controlled-Access Data Readily Findable and Accessible.” Plenary presentation at the webinar 

“Streamlining Access to Controlled Data at NIH: Tackling Challenges and Identifying Opportunities,” NIH Office 

of Data Science Strategy, remote, July 09, 2021. Available at: https://www.youtube.com/watch?v=2mH4kg7ORr4 
15 In NPRM 2020 FR 56338, DHS stated that its biometrics currently consist of, e.g., “... in certain situations, 

voluntary DNA testing to verify a claimed genetic relationship” and at 56414 noted, “Biometrics means the 

measurable biological (anatomical and physiological) or behavioral characteristics of an individual, including an 

individual’s fingerprints, palm prints, photograph (facial image), signature, iris (iris image), voice (voice print), 

and/or DNA (partial DNA profile) (subject to the limitations in 8 CFR 103.16(d)(2).” 
16 740 ILCS 14/10 definition of “Biometric identifier” excludes biological materials protected under the Genetic 

Information Privacy Act as well as information gathered in a health care setting. 
17 See, e.g., Maryland v. King, 569 U.S. 435, 133 S. Ct. 19581, 186 L.Ed.2d 1 (2013) (conceptualizing identification 

purposes as quite broad and allowing DNA identification) and Carpenter v. United States. 138 S. Ct. 2206, 2262-63; 

201 L. Ed. 2d 507 (2018) (C.J. Roberts, questioning in dicta, whether the government can “secure your DNA from 

23andMe without a warrant or probable cause” without running afoul of 4th Amendment right to privacy given the 

Third Party Doctrine.) 
18 Lander E, Nelson A. Americans Need a Bill of Rights for an AI-Powered World. Wired. October 08, 2021. 

Available at: https://www.wired.com/story/opinion-bill-of-rights-artificial-intelligence/  

https://www.youtube.com/watch?v=2mH4kg7ORr4
https://www.wired.com/story/opinion-bill-of-rights-artificial-intelligence/
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Figure 1. Data from our biometrics surveys on acceptability of biometric uses in various contexts. *N varies within questions as the “no answer” responses were 

removed. Social contexts range from N = 1,924 - 1,950; health-related contexts range from N = 3,855 - 3,900. Figure adapted from Figure 2 of a prior 

publication.19  

 

 
19 Katsanis SH, Claes P, Doerr M, Cook-Deegan R, Tenenbaum JD, Evans BJ, Lee MK, Anderton J, Weinberg SM, Wagner JK. A survey of U.S. public perspectives on facial 

recognition technology and facial imaging data practices in health and research contexts. PLoS ONE, 2021;16(10): e025792. https://doi.org/10.1371/journal.pone.0257923 

 

Social contexts 
•N = 1,950 

Law enforcement agencies assessing potential seru rity threats in public spaces 

Election officials verifying voter i:tentlicati:>n at polling places 

Transportation officials identifying travelers at airports cl"ld train stations 

Schools tracking the attendance of their students 

Companies automatical~ tracking the attendance of ther empbyees 

Apartment bu idin g landlords tracking who enters or leaves their buildings 

Retaile-s automatically identifying customers in its by.:ilty or rewards programs 

Advertisers seeing how pea pie respond to public advertising displays 

Hospitals checking surgical patients' identities to avoid medical errors 

Hospitals i::t entifying patients who are nonresponsive, u nacoompanied, or other\Mse with out i::t entification to enable co ntn uity of c.re 

Hosp ta ls or clinics VB'ifying st.tf identities for access to electronic health records, prescriptions, or building access 

Healthcare providers trying to d0gnose certain conditions and diseases e..-lier, faster, or better 

Hospitals tracking who enters or leaves their buildings to assess potential security threats 

Pharmacies assessi'lgthreats of insurance fraud or identity theft when prescriptions are filled 

Health-related contexts 
•N = 3,900 

Healthcare providers monitoring patients' emotions or symptoms 

Scientists linkingd iverse data sources to conduct health research 
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https://doi.org/10.1371/journal.pone.0257923



