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1. Descriptions of use of biometric information for recognition and inference

The most difficult problem in online identity verification is the establishment of trust.
When the whole process is remote, without any human intervention, how do you bind
an actual physical person to their digital identity?

Almost always the user is unknown, operating from different locations, via untrusted
hardware, running over unsecured networks. Under these hostile conditions, the task
is to establish trust (that they are who they say they are) without inconveniencing the
remote user/citizen.

To be able to trust a person in a digital channel, an organization needs to assure the
identity of the individual remotely. This can be achieved by verifying the individual’s
details against a government-issued photo identity document such as a passport,
identity card, drivers license, or centralized database. The common biometric which
is available on all of these trusted documents is the face, making it the best option
for a biometric authentication solution.

In a pre-digital era, individuals needed to go into a branch or office to prove that they
were the genuine holders of their photo ID document. This approach is costly,
inefficient and does not provide a positive customer experience to a population that
is used to the convenience and ease of a digital world. Since COVID-19, the drive to
digital channels has accelerated dramatically. Organizations have had to quickly
respond to consumer demand and provide highly inclusive, barrier-free and secure
digital experiences which can be delivered irrespective of the chosen device or
platform or, the users’ age or ability. The move to digital channels has also led to the
rise of digital crimes such as account takeover, account manipulation and
application fraud. These are usually executed by using spoof attacks, which can
either be a person masquerading as a legitimate user or through the use of a
compromised or synthetic identity.
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Face verification is the process by which a remote individual presence needs to be
confirmed and their identity suitably protected. Unlike facial recognition, face
verification delivers direct benefit to the individual, the individual has knowledge and
awareness that it is taking place and the individual’s privacy can be protected.

Identity verification methods exist to determine if the presented biometric in front of
the device sensor is that of a real person AND from the owner of the asserted
identity. In order to confirm that the remote user is a real person and not a 2D photo,
“liveness detection” is required in the form of a “challenge - response” mechanism to
mimic an in-person interaction. The user is presented with a challenge, which
requires them to respond appropriately. The resultant response and insights gained
from this interaction process, proves their legitimate existence.

Early approaches to liveness detection that also aimed to combat biometric spoof
attacks included motion-based or active authentication processes, eliciting voluntary
responses from the user. Active authentication processes are defined in ISO 30107-1
as those which elicit a voluntary response such as a movement, smile or blink. Here
the individual is presented with instructions that they are expected to read,
understand and execute. Such active authentication systems are no longer secure as
they are vulnerable to spoofs which monitor and replicate the required movements.
In addition, they are non-inclusive, placing a high-level of effort on the user. This
approach has proven to be unpopular, resulting in high user abandonment rates.

iProov Genuine Presence AssuranceTM verifies that an online user is the right person
(not an imposter), is a real person (not a presented spoof), and that the
authentication is taking place in real-time (not a digital injection attack).

Patented Flashmark technology uses controlled illumination to provide a simple and
effortless challenge - response experience. Technology does the work; the user only
needs to look at their device, which looks back at them, and the authentication is
complete. This passive and highly secure solution does not require a voluntary
action from the user. It is available on any device with a front-facing camera and is
designed to eliminate cognitive load on the user.

The key to Flashmark is that it goes beyond relying on user imagery from the camera,
by introducing an unpredictable element which is extremely difficult to forge credibly.
A random color sequence is automatically generated by servers, not locally by a
device. This makes it extremely difficult for attackers to manipulate, replicate or
reverse engineer the authentication process. Light reflection analysis enables iProov
to determine the genuine presence of the user and confirm that:
● It is a real person: liveness detection identifies whether the imagery is from a live,

skin covered, three-dimensional human-face shaped object. Also, that it is not a
presentation attack such as a mask or a digital image presented to the device
camera. This is achieved through the use of;
● a short video sequence rather than a still image which provides rich insights

into a users’ ‘liveness’
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● models which have been trained on millions of interactions from different
populations from around the world

● machine learning which identifies the subtle cues and micro movements that
the human eye is unable to detect

● the interaction of light on skin in different lighting conditions. This is difficult
to fake accurately and manipulated imagery can be identified by analyzing
parts of the face as well as skin and texture

● The user is authenticating right now: ensuring that the unique sequence of colors
is reflecting in an expected way from the user’s face within an expected time
frame. This enables iProov to confirm that the user is not a digitally injected
recording or synthetic imagery such as a deepfake. These attacks bypass the
device camera by being digitally injected into the data stream, manipulating the
application to believe that the imagery it is receiving is from the device sensor, or
sending manipulated imagery from the application.

iProov’s Genuine Presence Assurance technology has been deployed across the
globe in both the public and private sectors. A selection of our customers includes:

The U.S. Department of Homeland Security: iProov successfully developed an
integrated solution to enable travelers to quickly transit remote border ports using
their personal devices to report their entry and exit to Customs and Border Protection
(CBP) ― without requiring the direct engagement of a CBP Officer in person or online
― with a secure, privacy-focused mobile application.

“A critical challenge when delivering digital services that require some manner of
identity verification is the need to ensure that the entity being verified is a real live
human and not a replica or a recording”. “The pandemic has accelerated the need for
high-value remote digital service delivery, and iProov has now adapted its technology
to provide their anti-spoofing solution to a broad range of applications.” ― Anil John,
Technical Director, Silicon Valley Innovation Program, Department of Homeland
Security

The UK’s National Health Service (NHS): iProov technology has been deployed to
verify users signing up for a NHS login across Android and iOS. This enables users in
England to create their NHS login remotely, securely and conveniently at a time when
they need it most, removing the need for manual and in-person verifications. The
NHS App allows for easy and fast access to essential services such as doctor
appointments, access to medical records, and ordering repeat prescriptions.

“Over the past couple of months we have seen a surge in demand in people
registering for an NHS login as they look to manage their health digitally.” ― Melissa
Ruscoe, Programme Head for NHS Login

The UK Home Office: The EU Settled Status app has been used by more than five
million foreign nationals post-Brexit and was developed in collaboration with
partners WorldReach and Read ID.
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The technology allows secure identity verification and enrollment onto Home Office
services using a smartphone app. The process involves biometric matching of the
user’s selfie against the image read from a user’s passport chip, using iProov’s
unique Flashmark technology to assure genuine presence.
● Over 85% of applicants chose the digital channel
● 99.97% system availability
● More than 2,515 different makes and models of Android and iOS devices have

been used to complete the identity verification process

“Having more than 6 million applications to the scheme is an unprecedented
achievement and I am delighted that we have secured the rights of so many EU
citizens.” ― Priti Patel, UK Home Secretary

The Singapore Government: Four million Singaporeans can now access digital
government services online using facial verification implemented by iProov and
Toppan Ecquaria for the Government Technology Agency of Singapore (GovTech)
under the pioneering National Digital Identity (NDI) program. GovTech is the
government agency driving Singapore’s digital government transformation and Smart
Nation initiative.

Cloud facial verification, provided by iProov, has been used to secure national digital
identity. For Singapore residents, the ability to register for a bank account or engage
with other organizations using the SingPass Face Verification offers a number of
benefits. As well as access to a wider range of digital services, the user sees greater
convenience, a simplified user experience, and increased privacy and security, as
they no longer need to set up passwords or share sensitive data with every individual
company. Such improvements in accessibility and online trust will lead to greater
uptake of digital services, one of the aims of Singapore’s Smart Nation initiative.
● Secure access to over 500 digital services offered by more than 180 government

agencies and commercial entities
● Increases accessibility by encouraging Singaporeans, especially older residents

with limited mobility, to use online banking and other services
● Improves inclusivity to those without smartphones by extending the service to

government kiosks
● Gives private businesses, both large and small, the ability to grow their digital

services without needing to build their own infrastructures and biometric
database

● Grows the digital economy by encouraging uptake and use of online services,
both from government and private businesses.

“Singapore’s national digital identity, SingPass, enables citizens and permanent
residents to transact seamlessly and securely with public and private sectors’ digital
services.” ― Quek Sin Kwok, Senior Director of National Digital Identity, GovTech
Singapore
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Eurostar: SmartCheck enables passengers to complete secure ticket verification and
UK exit check on their mobile devices prior to travel. The biometric face verification,
which uses iProov’s Genuine Presence Assurance technology, is then linked to their
e-ticket, with confirmation sent to the passenger. On arrival at St. Pancras
International Station, passengers proceed through a dedicated SmartCheck lane. A
brief face scan at the ticket gate verifies that the customer has completed the ticket
check, with no sharing of paper or electronic tickets needed. A second face scan at
the UK exit check allows Eurostar to verify that the passenger has completed their
passport information, again replacing the need for travelers to hand over
documentation.

“The brand new contactless travel technology from iProov and Eurostar is a window
into the future of border control, of smoother, more seamless and convenient
journeys.” ― Grant Shapps, Transport Secretary

Australian Taxation Office: iProov’s Genuine Presence Assurance technology
enables Australians to set up their myGovID national digital identity using a simple
face scan on their mobile devices. This provides access to a range of services,
including managing tax returns, accessing health services and applying for benefits.

For more details of iProov customers visit:
https://www.iproov.com/what-we-do/case-studies

2. Procedures for and results of data-driven and scientific validation of biometric
technologies

iBeta and NIST Certification:
iBeta is accredited as a test lab by the National Voluntary Lab Accreditation Program
(NVLAP Testing Lab Code 200962) to the requirements of ISO/IEC 17025:2017
(General requirements for the competence of testing and calibration laboratories). In
2011, iBeta was accredited by NIST under theNational Voluntary Laboratory
Accreditation Program (NVLAP) for Biometric Testing. iBeta is the only NIST certified
testing lab in existence, capable of certifying biometric solutions for liveness
detection.

In addition, iBeta procedures against the ISO 30107-3 Presentation Attached
Detection (PAD)standard were audited by their accrediting body and iBeta’s Scope of
Accreditation was increased to include conformance testing to the ISO 30107-3
standard in April 2018. iProov has achieved Level 1 and Level 2 rating in the iBeta
(NIST/NVLAP) Presentation Attack Detection (PAD) certification test for
GenuinePresence Assurance technology.

iBeta was not able to gain unauthorized access with the PAs yielding an overall
Presentation Attack (PA) success rate of 0%, which then equates to the overall
combined Imposter Attack Presentation Match Rate (IAMPR) of 0%. The bona fide
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False Match Rate (FMR) and False Non-Match Rate (FNMR) may be found in the final
report.

iBeta GPA Level 1 Confirmation Letter
iBeta GPA Level 2 Confirmation Letter

iProov also conforms with ISO/IEC 19795-1:2006 for testing biometric verification
performance, audited by the UK National Physical Laboratory (NPL).

ISO/IEC 19795-1:2006 is concerned with the evaluation of biometric systems in
terms of error rates and throughput rates. Metrics for the various error rates in
biometric enrolment, verification and identification are unambiguously specified.
Recommendations and requirements are given for the conduct of performance
evaluations through the steps of planning the evaluation; collection of enrollment,
verification or identification transaction data; analysis of error rates; and the
reporting and presentation of results. The principles presented are generic to the
range of biometric modalities, applications, and test purposes, and to both offline
and online testing methodologies. These principles help avoid bias due to
inappropriate data collection or analytic procedures; give better estimates of field
performance for the expended effort; and clarify the limits of applicability of the test
results.

Watch the OnDemand webinar: Singapore GovTech shares face verification insights:
https://www.iproov.com/blog/singapore-govtech-share-face-verification-insights-on-i
proov-webinar

3. Security considerations associated with a particular biometric technology

Biometric authentication can deliver great advantages to citizens, governments and
organizations. In order to deliver the highest level of security, it is crucial to
understand the potential attacks and the requisite defenses that need to be in place.

.
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Biometric attacks can be segmented into three primary categories:
● Impersonation Attacks - Also known as imposter attacks where the wrong face

or person is pretending to be someone else. The imposter is a real person, but
not the right person or legitimate owner of the asserted identity. In modern
technology this is a face matching problem, does the authenticating face match
the one on the asserted legal photo ID? These are low intensity, low
sophistication attacks.

● Presentation Attacks - These attacks can be physical static artifacts such as
photos or masks, as well as digital artifacts where a recording is presented on a
screen to the device camera. Presentation attacks are a very well known attack
vector and continue to be used. Advancements in screens and 3D printing
capabilities are progressing at pace and it’s easier now to create realistic artifact
attacks. Many vendors offer liveness detection solutions to mitigate known
presentation attacks. The problem here is that the artifact being used is not a
real person. Presentation attacks are low scale and pose low level risk.

● Digital Injection Attacks - Highly scalable attacks which can be created from
digital replays or from the use of synthetic imagery which can either bypass the
device camera sensors, or be injected directly into the data stream. Deepfakes,
which are a type of digitally injected attack, are becoming inexpensive to create
and have the potential to cause huge disruption. Digital injection attacks are far
more scalable, dangerous, replicable and unpredictable and require a stronger
level of security with ongoing protection against future evolving threats. The
problem here to solve is to confirm that the imagery being analyzed is of the
genuine user authenticating right now.

iProov Genuine Presence Assurance mitigates risks arising from a full range of
attacks, including digital injection, and is the most secure anti-spoofing technology.
An integral part of iProov Genuine Presence Assurance is the iProov Security
Operation Center (iSOC) which detects biometric threats and anomalies from a range
of devices and platforms. Rapidly identifying threats ensures prompt recovery and
response to support the security of the solution and the protection of the customer
organization and their users.

iSOC is a multi-layered, active threat management service. It combines advanced
technology, with appropriate processes and experts, to provide resilience against the
most sophisticated attacks. iSOC provides a level of added value that secures and
reassures our customers and their end users. Find out more about iSOC click here.

iSOC is only possible because iProov takes a very different approach to providing
secure biometric authentication, one which is proven, scalable and cloud-based.

Cloud-based authentication requires that matching and anti-spoofing of the
biometric information is securely processed on the server. The device merely
facilitates the interaction between the user and the authenticator. The user’s security
is not compromised by vulnerabilities of the actual device.
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The iProov biometric authentication system does not store any personally
identifiable information. The “face” is referred to by means of an anonymous
pseudonym, which iProov receives from the relevant service provider. Therefore, the
biometric is not associated with any information which might reveal the identity of
the subject. Advantages of iProov’s cloud-based secure authentication:
● The methods of genuine presence detection are opaque to an attacker and

cannot be reverse engineered
● They are subject to continuous change (a “moving target”), so the attacker never

knows the exact method of authentication
● Attacks can be observed and analyzed and risks can be mitigated
● Inconvenience of re-binding or going through a tedious recovery process if a

device is lost or changed, is removed, reducing risk and customer frustration

In addition, iProov uses a privacy firewall and strong encryption techniques to protect
highly sensitive data such as face biometric to safeguard the user’s confidentiality.

4. Exhibited and potential harms of a particular biometric technology

There are a number of potential harms and biases which can impact biometric
technology:

● Ethnic/Gender/Age bias: Attributes like age, gender, technical or cognitive ability,
social or ethnic background must not become barriers to inclusion, and the
system must not be allowed to operate with consistent bias. Unmonitored
algorithms can erode diversity and inclusion by offering biased experiences to
users of various ethnicities, genders and ages. iProov’s algorithms have been
thoroughly tested by both the public and private sectors to ensure no significant
level of bias. To read more about the three pronged approach iProov takes to
monitor for bias read this paper.

● Usability bias: Usability is the fundamental business requirement of any solution,
because it drives both inclusion and completion rates. There are several aspects
that must be taken into account. First, it means that any solution should be
user-centric and no effort such as complex instructions or actions should be
expected from the user. Then it’s not equitable to demand ownership of a
particular technology or device, for example restricting access only to those who
have purchased a particular or high-end device. iProov has been designed as an
effortless and passive experience; the user looks at the device, the device looks
back and authentication is complete, typically resulting in success rates of
greater than 98%.

● Device bias: Requiring cutting edge consumer devices excludes a vulnerable
portion of society. iProov’s solutions have no need for special hardware; users
can authenticate themselves on any device with a front-facing camera. This
includes all personal devices - mobile phones, tablets and laptops. iProov has
also been developed to work on  kiosks for citizens that do not have access to a
device of their own or need support. This was a key requirement in Singapore.
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● Privacy concerns: iProov uses a privacy firewall and strong encryption
techniques to protect highly sensitive data such as face biometric to safeguard
the user’s confidentiality

5. Exhibited and potential benefits of a particular biometric technology

As the world around us becomes more digital, cybercrime increases. It is more
critical than ever that governments, financial institutions and businesses implement
effective security measures.

2020 saw a significant increase in identity theft. Pandemic related stimulus
programs became lucrative for individuals with negative motivations. The Federal
Trade Commission saw a 2,918% increase in identity theft tied to government
benefits in 2020. Analyst firm Aite Group reported losses from identity theft cases
rapidly increased to US$712.4 billion in 2020, a 42% increase year-over-year.

Organizations need to establish trust and assure that the person accessing a digital
service is who they claim to be. One of the areas of highest risk for any digital
service is at the point of onboarding. The risk of enrolling the wrong person could
incur significant financial loss, impact regulatory compliance and effect and
organizations reputation.

Offering digital services raises concerns about remote identity verification, privacy
and security. Implementing appropriate measures is vital in protecting legitimate
online users from imposters or fraudsters.

iProov establishes the genuine presence of people asserting their identity online in
low security unsupervised or semi-supervised locations such as shopping malls or
travel hubs. iProov provides huge advantages in that it is:
● Inclusive; removes the need for any special hardware. Also replacing a device

does not require the user to re-enroll
● Passive and effortless; without any voluntary action needed by the user
● Reassuring; by including an element of ceremony the user is aware that a secure

authentication process is taking place
● Secure; widely tested including to National Grade level, users and organizations

are protected from current and future threats and attacks
● Efficient; fast, secure and more reliable than humans at verifying identity

particularly at spotting modern forms of spoof and deepfake attacks. According
to a report by McKinsey, digital ID can provide a 90% potential reduction in
customer onboarding costs. In Singapore, thousands of citizens use face
verification to access government services at self-serve kiosks. Additionally,
citizens who visit the service centers to reset their Singpass passwords have
also seen a reduction in waiting time of over 10 minutes. At DMVs remotely
provision a digital license or validate documents prior to an in-person visit can
reduce the number of visits, wait times and burden on front office staff without
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increasing back office overheads.

6. Governance programs, practices or procedures applicable to the context, scope,
and data use of a specific use case

Biometric face authentication is still a relatively new area and as such there are, at
present, no industry standards to test for digital injected attacks nor, as far as iProov
can establish, are there any commercial labs which are able to provide testing for
digital injection attack detection.The only option for organizations wishing to test for
digital injection attacks is to use independent testing companies who usually have
experience of working for government organizations. These companies are able to
carry out extensive testing using a range of proven techniques. Companies which
test for digital injection attacks look for verification that there is sufficient
authentication and encryption protection to prevent an adversary from acquiring
sensitive information through eavesdropping attempts. In addition, they also ensure
that the external network security is sound and robust.

iProov is fully audited for a full range of attack scenarios:
● Tested to National Security Standards, by the US Department of Homeland

Security, the UK Home Office, Australian Government and Singapore Government
● Conforms with ISO/IEC 30107-3 for presentation attack detection, tested by

iBeta to Level 1 and Level 2
● Conforms with ISO/IEC 19795-1:2006 for testing biometric verification

performance, audited by the UK National Physical Laboratory (NPL)
● iProov powered solutions conform to EN 319-401, certified by independent

auditors including TÜV Informationstechnik GmbH and Ernst & Young for
conformance to eIDAS Clause 24 1(d)

● Certified to ISO/IEC 27001:2013 Information Security Management System
● Complies with iRAP (Information Security Registered Assessor Program) and IP3

(identity proofing level  three) in Australia
● Complies with GDPR (regulation (EU) 2016/679)
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