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June 30, 2022 

Attn: Jeri Hessman 
National Coordination Office 
Networking and Information Technology Research and Development 
2415 Eisenhower Avenue 
Alexandria, VA 22314  

RE: IBM RFI Response: National AI Research Resource Interim Report [87 FR 31914] 

Dear Ms. Hessman, 
IBM appreciates the opportunity to comment on the Request for Information (RFI) on Implementing Initial 
Findings and Recommendations of the National Artificial Intelligence Research Resource Task Force. IBM 
strongly supports development of the NAIRR, and many of the initial recommendations made in the interim 
report.  

IBM is an Artificial Intelligence (AI) and hybrid cloud technology leader and is engaged in research and 
development across a broad set of scientific and industry domains. IBM has extensive experience developing 
advanced computing for scientific research, including Summit, a 200-petaflop supercomputer built for Oak Ridge 
National Laboratory. IBM co-created the COVID-19 High Performance Computing Consortium, where 43 members 
have carried out more than 100 projects. IBM is also a leading provider of open source and open hybrid cloud 
architectures and technologies that simplify the integration of heterogeneous multi-cloud environments. 

If AI is to deliver on its full promise in advancing health, security and economic prosperity, democratization of its 
development by the research community and increasing the accessibility of both advanced computing and data 
will be key. Accordingly, the NAIRR must include the following core components:  

1. A federated, hybrid cloud enabled computing resource – an accessible and easy-to-use hybrid- and
multi-cloud computing platform built on open architecture that amalgamates various public clouds,
private clouds, and on-premises resources to create a single, flexible compute infrastructure.

2. Data and models – large scale, high-quality, trusted, AI-ready datasets and pre-trained AI models across
the broad AI science and technology landscape.

3. Software and tools – integrated and interoperable software and platform technologies that support AI
research and development and enable those with varying degrees of technology and science expertise
to be productive.

4. Education – training materials, outreach activities, and user support that ensures easy, efficient, and
effective use of the NAIRR.

Designed correctly, the NAIRR will be a pervasive, easily accessible federation of advanced computing resources, 
combined with a shared data infrastructure and tooling, that would bolster American leadership in AI research. 
IBM appreciates the opportunity to comment on the interim report and looks forward to future engagements.  

Sincerely, 

Dr. Dario Gil 
Senior Vice President and Director of IBM Research 

https://www.federalregister.gov/documents/2022/05/25/2022-11223/request-for-information-rfi-on-implementing-initial-findings-and-recommendations-of-the-national
https://www.federalregister.gov/documents/2022/05/25/2022-11223/request-for-information-rfi-on-implementing-initial-findings-and-recommendations-of-the-national
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https://covid19-hpc-consortium.org/
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IBM Response to the Request for Information on Implementing Initial Findings and Recommendations of the 
National Artificial Intelligence Research Resource Task Force 
White House Office of Science and Technology Policy (OSTP) 

National Science Foundation (NSF) 
 
B. Establishment and sustainment of the NAIRR. Including agency roles, resource ownership and 
administration, governance and oversight, resource allocation and sustainment, and performance indicators 
and metrics.  
 
Agency Funding, Roles, and Responsibilities (Recommendations 3-1 to 3-3) 
 
IBM supports recommendations 3-1 to 3-3 of the interim report. Adopting a federated approach for 
implementation, deployment, and administration of the NAIRR will allow agencies to maximize their collective 
investments and build collaboration frameworks between agencies and people. Furthermore, a federated 
approach would promote the sharing of diverse data sets amongst agencies and endow the NAIRR with the 
freedom and flexibility to grow over time.  
 
Agencies should make new and existing federally funded (or federally owned) cyberinfrastructure, including data 
sets, computational resources, software and services, and testbeds, available via the NAIRR, expanding the scope 
and scale of the NAIRR as resources and funding permit. For example, a federated approach allows the NAIRR to 
incorporate capabilities provided by the fast-advancing field of AI accelerator hardware and heterogeneous 
computing systems. A federated, virtualized approach could also better enable seamless access to computing and 
data infrastructure that allows researchers and scientists to participate in the procurement and deployment of 
the resource components themselves. Under an open hybrid- and multi-cloud model, the federal government 
should define how providers make participating computing and data resources available by enforcing open hybrid 
cloud architectures, and application programming interfaces. 
 
Crucially, a federated approach would allow the NAIRR management entity to channel the perspectives of various 
federal stakeholders into a cohesive strategy. Therefore, IBM concurs with the report’s recommendation that 
Congress should fund the NAIRR through appropriations to a collection of federal agencies representing AI 
stakeholders. 
 
Ownership and Administration (Recommendations 3-4 to 3-7) 
 
IBM supports recommendations 3-4 to 3-7 of the report, but suggests focusing on a specific management 
approach outlined in recommendation 3-4, which states the day-to-day operations of the NAIRR “could be an 
FFRDC, a university, a contractor, a non-profit organization, an institute, a consortium, or another such entity.” 
Given the complex and long-term nature of the task assigned to the NAIRR, IBM recommends that it be incubated 
as a Federally Funded Research and Development Center (FFRDC). An FFRDC could be sponsored and empowered 
by multiple agencies, including the NSF, the Department of Energy (DOE), the National Institutes of Health (NIH), 
as well as other scientific agencies, with strategic input from OSTP. Importantly, the FFRDC model would allow 
multiple stakeholders (and government agencies) to rally around the NAIRR’s shared goal of boosting access to AI 
R&D. And the FFRDC model would ensure interoperability for communities of discovery that work collaboratively 
to solve common challenges, such as climate change and the research challenges that will be tackled by the newly 
created Advanced Research Projects Agency for Health (ARPA-H). 
 
IBM concurs with the report’s recommendation that management of the NAIRR will require “a permanent and 
diverse staff focused on resource provisioning, managing core operations and system components – including 

https://www.federalregister.gov/documents/2022/05/25/2022-11223/request-for-information-rfi-on-implementing-initial-findings-and-recommendations-of-the-national
https://www.federalregister.gov/documents/2022/05/25/2022-11223/request-for-information-rfi-on-implementing-initial-findings-and-recommendations-of-the-national
https://www.nih.gov/arpa-h


 3 

cataloguing external resources providing user support, and overseeing security operations.” Since the NAIRR will 
need to be continually updated to meet the growing and diverse needs of the AI R&D community, a dedicated 
staff will also be well positioned to incorporate new cyberinfrastructure resources and capabilities provisioned by 
the private sector and delivered through the NAIRR user access portal. To support a broad and diverse AI 
community (and uptake by as many researchers as possible), NAIRR management should ensure that principles of 
diversity, equity, inclusion, and accessibility are incorporated as it builds and operates the resource. 
 
NAIRR Performance Indicators and Metrics (Recommendations 3-15 to 3-20) 
 
IBM supports recommendations 3-15 to 3-20 of the interim report. To guide the development and sustainment 
of the NAIRR over an extended time horizon, IBM supports recommendation 3-15 on adopting a “logic model” to 
track progress throughout the lifecycle of the NAIRR, including its technical specification, development, testing, 
rollout, use, maintenance, and eventual upgrade. To foster transparency and trust in the resource, IBM supports 
recommendation 3-16 on the use of independent, external evaluators to assess the performance of the NAIRR, 
and communicate their results to Congress, sponsoring federal agencies, and the public.  
 
IBM supports the instantiation of four levels of performance indicators outlined in recommendation 3-17, 
including resource investments, measures of resource usage/activities, measures of outputs, and the impact of 
the NAIRR and the research it enables. IBM supports the NAIRR management entity being equipped with sufficient 
funds to carry out data collection and evaluation (recommendation 3-18), and with this information being 
published in a standardized and publicly available manner to track usage and outputs from NAIRR supported 
research (recommendation 3-19). In its October 2021 RFI response, IBM recommended that the NAIRR should 
adhere to FAIR guiding principles for scientific data management and stewardship. Finally, IBM supports efforts 
by the NAIRR management entity to use evaluation to adjust and update the goals, functions, and capabilities of 
the NAIRR (recommendation 3-20). 
 
C. NAIRR resource elements and capabilities. Including data, government datasets, compute resources, 
testbeds, user interface, and educational tools and services.  
 
Data (Recommendations 4-1 to 4-9) 
 
IBM generally supports recommendations 4-1 to 4-9, and suggests areas for the task force to strengthen its 
approaches to data in its final report. IBM agrees that the NAIRR should coordinate a network of trusted data and 
compute providers to create a robust, transparent, and responsible data ecosystem. IBM supports 
recommendation 4-2 on following the “Five Safes” framework for safe use, which extends to the NAIRR’s security 
framework.  
 
In line with recommendation 4-5 on high-quality data, the NAIRR should adhere to the FAIR guiding principles for 
scientific data management and stewardship. FAIR provides guidelines to improve the findability, accessibility, 
interoperability, and reuse of digital assets. In compliance with FAIR, data made available through the NAIRR 
should be easy to find and read for both humans and computers. It should be machine readable to enable the 
automatic discovery of data sets and services. 
 
Data acquired through the resource should be compatible with applications or workflows for analysis, storage, 
and processing. Crucially, to allow for the reproducibility of experiments, the NAIRR should require interoperability 
so that workloads can run across diverse data and cloud environments. Further, data should be well- described so 
that it can be replaced or combined in multiple research experiments.  
 

https://www.ai.gov/rfi/2021/86-FR-39081/IBM-NAIRR-RFI-2021.pdf
https://www.go-fair.org/fair-principles/
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To bolster recommendation 4-5, the NAIRR should require the replicability and portability of the data brought 
onto the resource. Replicability and portability need to be enshrined to fend off “data gravity,” a phenomenon in 
which applications, computing, and users gravitate to a sole provider. Requiring interoperability, replicability and 
portability, in turn, ensures democratization of the resource and prevents overreliance on or lock-in by a single 
provider.  
 
IBM supports the curation of a dedicated professional staff for the NAIRR, some of whom will be devoted to 
supporting data users, contributors, and curators.  In line with recommendation 4-7, once a researcher has 
identified data sets, the NAIRR should provide direction on how the data can be accessed, so that the resource 
maintains overall control of security and authentication protocols. The NAIRR will also need to provide tools and 
frameworks to enable moving and replicating data to enable computing over geographically distributed data sets. 
 
IBM understands that potentially confidential or sensitive data will be integrated into the NAIRR, and therefore 
supports the creation of a tiered user access model for the resource. To the extent possible, enforcement of the 
security and governance requirements should be automated using available technologies. 
 
Compute Resources (Recommendations 4-12 to 4-16) 
 
IBM supports recommendations 4-12 to 4-16. The NAIRR can best fulfill its mission by launching a federated 
computing resource built on an open architecture and grounded in principles of interoperability. The open, 
interoperable architecture would enable the seamless integration of multivendor public and private cloud 
computing resources and services to create a single, unified, flexible compute infrastructure. Such an architecture 
would be capable of scaling and delivering compute resources in a cost-effective manner, and it would give users 
the flexibility to select and combine the optimal resources and computing services for their applications and to 
move workloads freely as circumstances change. 
  
Such an approach will require making transitions between hybrid- and multi-cloud environments more seamless, 
for example, by employing a control plane that provides standardized abstractions and automation to deliver 
interoperability and optimal use of hybrid- and multi-cloud resources. Such interoperability would unlock new 
possibilities for researchers, including computational work that requires integrating data movement and 
computing across diverse locations and providers. In addition, commercial compute providers also provide 
sophisticated software stacks and user interfaces that the AI research community has widely adopted. 
  
Crucially, recommendation 4-15 (which states that computing resources should be deployed using a phased 
approach) would prevent vendor lock-in and data-gravity, a phenomenon in which applications, computing, and 
users gravitate to a single provider over time. 
 
Testbeds (Recommendations 4-17 to 4-19) 
 
IBM supports recommendations 4-17 to 4-19. Testbeds can accelerate AI research by providing virtual or physical 
environments to test, simulate, explore, and develop AI. IBM believes that not all research conducted on the 
NAIRR will require running novel experiments, and the establishment of accessible testbeds that integrate 
computing resources, data, experiments, and evaluations for the specific AI application areas will be crucial to 
scaling AI R&D. 
  
User Interface (Recommendations 4-20 to 4-23) 
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IBM supports recommendations 4-20 through 4-23, which state that the NAIRR should develop a central, user-
friendly portal to ensure widespread user uptake and adoption. To support the modular and agile development 
of user interfaces, IBM supports the integration of open-source solutions and standards, where applicable. 
 
Educational Tools and Services (Recommendations 4-24 to 4-26) 
 
IBM supports recommendations 4-24 to 4-26. While some researchers are fluent in using tools such as hybrid 
cloud and AI to conduct research, many are not. Individual researchers, government entities, and cloud providers 
could benefit from engaging in technical exchanges, sharing best practices, and discussing challenges and 
opportunities of hybrid cloud for scientific research. Therefore, IBM supports task force recommendations aimed 
at building tools for community support and exchange to ensure widespread adoption of the NAIRR. 
 
To boost adoption, IBM recommends NAIRR management focus on building peer-to-peer knowledge sharing 
across different scientific communities. To further this goal, the NAIRR should establish mechanisms for broad 
community sharing of best practices through annual conferences or other “birds of a feature” events. The NAIRR 
should also identify several important areas of shared interest across these communities and foster establishment 
of accessible testbeds that integrate computing resources, data, experiments, and evaluations for the specific AI 
application areas. 

 
D. System security and user access controls. (Recommendations 5-1 to 5-6) 
 
IBM supports recommendations 5-1 to 5-6. To fulfill its quest to reach a broad and diverse set of users and boost 
AI R&D, the NAIRR must be secure and resilient. The NAIRR should be architected to be compliant with applicable 
standards commensurate with the classification of the data and workloads to be executed on it.  
 
To this end, IBM supports the task force’s recommendation that NAIRR management create an advisory 
committee to recommend security standards for resources provisioned through the NAIRR. As outlined in our 
October 2021 RFI response, such security standards may ultimately be “FedRamp-inspired.” At a minimum, the 
NAIRR platform should ensure baseline compliance with NIST 800-53, provide the means of implementing the 
necessary controls, the ability to prove compliance, and allow auditors, developers, and users of NAIRR to verify 
compliance. Additionally, the NAIRR must ensure compliance with additional regulations as necessary, such as 
HIPAA, FERPA, PCI DSS.  
 
IBM supports recommendation 5-2, which recommends that the NAIRR adopt a zero trust architecture to ensure 
strong identity and access controls, including multi-factor authentication and phishing defense. 
 
Since the NAIRR will likely be built using an open hybrid- and multi-cloud architecture, IBM supports 
recommendation 5-3, which calls for NAIRR management to create a tiered access model that accommodates 
heterogeneous security requirements. Data and compute providers should be required to attest to their security 
compliance and integrity prior to admission to the resource, and workloads must be restricted to data and 
compute resources that are allowed by their risk classifications. For example, certain healthcare data cannot be 
processed on a system that is not HIPAA compliant. The resource needs to address unique security and privacy 
requirements, including:  
 

1. Multi-stakeholders and multiple administrative domains with a shared responsibility for security.  
2. Multi-tenant: Researchers represent different organizations and administration domains, and NAIRR 

must ensure isolation and separation of data and compute workloads.  

https://www.ai.gov/rfi/2021/86-FR-39081/IBM-NAIRR-RFI-2021.pdf
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3. Encryption: Data should be encrypted while at rest and in motion. The NAIRR should maintain full 
control over security keys and hardware security modules. Data may be encrypted using client-owned 
keys.  

4. Confidentiality of data: Processed through secure enclaves and secure virtual machines, for example.  
5. Federated identity, federated authorization, and access management.  
6. The platform should support the integration of policy-based data governance.  
7. Mixed access controls: a robust mechanism with a mix of access control models will allow for data 

sharing while maintaining security and privacy.  
 
IBM strongly supports recommendations 5-4 to 5-6, which are aimed at building the NAIRR’s human capital to 
support the NAIRR’s system security, including providing hands on training to NAIRR staff and users; supporting 
the monitoring and updating of security controls; and investing in technical security experts who can ensure that 
the NAIRR remains in compliance with evolving security requirements.  
 
For its part, IBM is investing in building cybersecurity resilience and the cybersecurity workforce of the future. In 
May 2022, IBM launched cybersecurity training programs at six Historically Black Colleagues and Universities 
(HBCUs), which will provide cybersecurity curricula, cloud access, and an immersive learning experience to expand 
their capacity to develop cybersecurity talent. 
 
IBM also supports investment in automation of compliance and security processes, including the promotion of 
relevant frameworks and standards, to achieve continuous compliance with cybersecurity regulations while 
reducing the labor cost of security operations and compliance management. IBM is actively participating in 
relevant standardization activities at NIST, such as OSCAL, and in the growth of open communities and projects, 
such as Open-SSF. 
 
E. Privacy, civil rights, and civil liberties requirements (Recommendations 6-1 to 6-4) 

IBM supports recommendations 6-1 through 6-4. Building trust in the NAIRR is paramount, and the ultimate 
beneficiaries of the resource – researchers and any member of the public benefiting from a research breakthrough 
– should be assured that findings have been reached in a manner that is ethical, responsible, and free of bias. By 
enshrining privacy, civil rights, and civil liberties requirements in the NAIRR, the resource has an opportunity to 
serve as an exemplar for how transparent and ethical AI R&D can be performed and scaled.  

IBM strongly supports recommendation 6-2 of the report, which recommends establishing a dedicated ethics 
process to review all resources brought on to the NAIRR – and the research breakthroughs derived from the 
resource. IBM has established its own AI Ethics board, which acts as a central, cross-disciplinary body to support 
a culture of ethical, responsible, and trustworthy AI throughout IBM. The board supports a centralized 
governance, review, and decision-making process for IBM ethics policies, practices, communications, research, 
products and services.  

More broadly, IBM recommends that the NAIRR adopt principles for trustworthy AI, including fairness, 
explainability and transparency, as they are developed by NIST as part of its AI Risk Management Framework. 
Equipping NAIRR’s users with training on rights, responsibilities, and best practices related to privacy, civil rights, 
and civil liberties will boost trust in the resource, and ensure that it reaches a broad and diverse user base.  

To support bias mitigation, the NAIRR should be proactive in creating and implementing AI ethics principles and 
practices, and ensure appropriate governance is in place to provide ongoing review and oversight of the research 
resource. Examples of tools to support bias mitigation and the trustworthy use of AI include the AI Fairness 360 

https://wraltechwire.com/2022/05/17/nc-at-is-among-six-ibm-picks-for-cybersecurity-centers/
https://www.ibm.com/artificial-intelligence/ethics
https://www.ibm.com/blogs/policy/trust-principles/
https://www.nist.gov/news-events/news/2021/07/nist-requests-information-help-develop-ai-risk-management-framework
https://www.ibm.com/policy/mitigating-ai-bias/
http://aif360.mybluemix.net/
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toolkit, AI FactSheets, IBM Watson OpenScale, and IBM Watson capabilities designed to help businesses build 
trustworthy AI. Government, industry, and researchers will have shared responsibility to ensure that AI systems 
used as part of the research resource are tested and assessed for bias. IBM also supports NAIRR’s efforts to ensure 
transparency regarding AI data sets, common practices, and decisions that inform development of use cases, 
which will be instrumental in the design of new AI R&D resources and tools. 

 
 
 

http://aif360.mybluemix.net/
https://newsroom.ibm.com/2021-04-21-IBM-Launches-New-Watson-Capabilities-to-Help-Businesses-Build-Trustworthy-AI
https://www.ibm.com/cloud/watson-studio
https://newsroom.ibm.com/2021-04-21-IBM-Launches-New-Watson-Capabilities-to-Help-Businesses-Build-Trustworthy-AI
https://newsroom.ibm.com/2021-04-21-IBM-Launches-New-Watson-Capabilities-to-Help-Businesses-Build-Trustworthy-AI

